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Syllabus

Course Overview

In this course you will gain a deeper appreciation for the need to continuously build resilience into Critical
Infrastructure Key Resources (CIKR) systems. This is important because these systems are designed to protect
against security risks associated with the national critical infrastructure systems, caused by intentional and
unintentional threats from various threat agents.

You will work on a four-part project that entails the identification of hazards, estimation of risks, and development
of an outline for a CIKR protection program. The hazards that you will examine include natural and man-made
ones. You will explore the differences between hazards and threats.

As part of the topics covered later in the course, you will learn to identify cybersecurity threats, including
cyberterrorism against our critical infrastructure. Moreover, you will explore details of the incident response when
a security incident occurs.

Required Course Resources

You will use information from several government and organizational websites to complete the various activities
in this course. One of your course texts is the NFPA 1600, a publication of the National Fire Protection
Association. This text is available to you at no cost from the organization’s website. Although there is no charge,
you are required to register.

To download the NFPA1600, visit the NFPA website and follow the prompts. Additional details are provided in
your Unit 1 studies.

Course Discussions

The discussions area in the Capella courseroom is a place where you are given the opportunity to think critically
about your ideas and share them with peers. Robust threaded discussions promote reflective responses and
enhance the learning experience. To allow adequate time for responding to discussions, initial posts are due by
Thursday each week. Responses are due by Sunday.

Take time this week to read the Creating Strong Discussion Posts document, which has been designed to
provide very practical suggestions and best practices for crafting substantive responses to discussion
questions. This document will also be made available in every discussion in this course.

Developing as a Writer

Preview: EMG7031 : Critical Infrastructure in an All Hazards Environment

https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
https://www.nfpa.org/
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Your writing skills are critical to your academic and career success. Writing is an iterative process. Some of the
keys to this process are creating drafts, seeking and receiving feedback, and making revisions. In this course,
you will have various opportunities to move though these steps as you work on your unit assignments. You are
strongly encouraged to take advantage of the writing resources offered, such as those in the Writing Center.
These resources are crucial to helping you become a more capable, skilled, and confident writer, both during
your academic journey at Capella and beyond. If you feel you need more help than these resources can provide,
your instructor can provide a referral for you to meet with a writing consultant.

APA Style and Formatting

Capella uses APA style as the standard for all academic writing. Using a single publication manual ensures a
consistent style across degrees, programs, and schools. Because APA is used widely in scholarly works and
academic publications, it is a good choice for the Capella community. Remember to use the APA manual from
your first course as a resource for the assignments in this course.

Smarthinking

Capella partners with Smarthinking, a Web-based tutoring service, to offer you online tutoring in a variety of
subjects and custom critique of your papers. You will receive 168 minutes to use toward tutoring each quarter.
The tutors are called e-structors and can help you develop successful learning skills in a professional and
supportive environment. E-structors are available to help you but not to replace your instructor. Learn how to get
started and how to use Smarthinking.

With Smarthinking you can:

Get live, one-on-one online tutoring help.
Submit an essay or paper for review.
Submit questions for a tutor's response.
Subjects covered include: Writing, APA style and formatting, reading comprehension.

Capella University Library

You are highly encouraged to explore the Capella University Library. The Capella library is an entirely digital
library and one of your most valuable resources for finding the persuasive evidence and scholarly resources you
will use in your course assignments.

Career Resource Center

Use the Career Center resources to manage and plan your career through every stage. The Capella Career
Center provides many online resources, but it also provides other ways you can get assistance and interact with
the staff. You can connect and interact with counselors online and ask questions. The Career Center has multiple
resources such as exploration and planning, job search strategies, connecting with others, job search tools,
career enrichment, and seminars and presentations.

https://campustools.capella.edu/redirect.aspx?linkid=4068
http://campustools.capella.edu/redirect.aspx?linkid=1662
http://campustools.capella.edu/redirect.aspx?linkid=2657
http://campustools.capella.edu/redirect.aspx?linkid=4090
http://campustools.capella.edu/redirect.aspx?linkid=1651
http://campustools.capella.edu/redirect.aspx?linkid=1604
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(Read Only)Course Competencies

To successfully complete this course, you will be expected to:

Course Prerequisites

There are no prerequisites for this course.

Assess the risks to Critical Infrastructure from all hazards and threats.1

Analyze the Strategic National Risk Assessment as an input into the Critical
Infrastructure and Key Resources (CIKR) protective process.

2

Analyze the vulnerabilities inherent in risk management of Critical Infrastructure.3

Outline a critical infrastructure protection plan for all hazards annotated with theoretical
support.

4

Communicate in a manner that is scholarly, professional, and consistent with the
expectations for members of the emergency management profession.

5
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Syllabus  Course Materials

Required

The materials listed below are required to complete the learning activities in this course.

Integrated Materials

Many of your required books are available via the VitalSource Bookshelf link in the courseroom, located in your
Course Tools. Registered learners in a Resource Kit program can access these materials using the courseroom
link on the Friday before the course start date. Some materials are available only in hard-copy format or by using
an access code. For these materials, you will receive an email with further instructions for access. Visit the
Course Materials page on Campus for more information.

Book

American Psychological Association. (2010). Publication manual of the American Psychological
Association (6th ed.). Washington, DC: Author. ISBN: 9781483350622

Library

The following required readings are provided in the Capella University Library or linked directly in this course. To
find specific readings by journal or book title, use Journal and Book Locator. Refer to the Journal and Book
Locator library guide to learn how to use this tool.

https://campus.capella.edu/course-materials/home
http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
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Adams, T. M., & Stewart, L. D. (2015). Chaos theory and organizational crisis: A theoretical analysis of the
challenges faced by the New Orleans police department during Hurricane Katrina. Public Organization
Review, 15(3), 415–431.
Armour, M. (2014). Busting myths and building resilience: Practices and approaches that go beyond mere
plan development. Journal of Business Continuity & Emergency Planning, 8(2), 106–113.
Blanke, S. J., & McGrady, E. (2012). From hot ashes to a cool recovery: Reducing risk by acting on
business continuity and disaster recovery lessons learned. Home Health Care Management & Practice,
24(2), 73–80.
Blum, S. C., Silver, R. C., & Poulin, M. J. (2014). Perceiving risk in a dangerous world: Associations
between life experiences and risk perceptions. Social Cognition, 32(3), 297–314.
Borowsky, P., & Delone, G. (2014). Risk and threat perception: A pilot's perspective on airline security.
Journal of Airport Management, 8(4), 373–387.
Clapp, Jr, J. R. (2010). Diversity leadership: The Rush University Medical Center experience. Hospital
Topics, 88(2), 61–66.
Cook, J. (2015). A six-stage business continuity and disaster recovery planning cycle. S.A.M. Advanced
Management Journal, 80(3), 23–68.
Egan, M. J. (2007). Anticipating future vulnerability: Defining characteristics of increasingly critical
Infrastructure‐like systems. Journal of Contingencies and Crisis Management, 15(1), 4–17.
General theory of behavior. In Roeckelein, J. E. (Ed.), Elsevier's dictionary of psychological
theories (2006). Oxford, England: Elsevier Science and Technology.
Henning, P. B., & Chen, W. C., (2012). Systems thinking: Common ground or untapped territory? Systems
Research and Behavioral Science, 29(5), 470–483.
Hollis, S. (2014). The global standardization of regional disaster risk management. Cambridge Review of
International Affairs, 27(2), 319–338.
Lei, Y., Wang, J., Yue, Y., Zhou, H., & Yin, W. (2014). Rethinking the relationships of vulnerability, resilience,
and adaptation from a disaster risk perspective. Natural Hazards, 70(1), 609–627.
Li, Y. (2012). Assessment of damage risks to residential buildings and cost-benefit of mitigation strategies
considering hurricane and earthquake hazards. Journal of Performance of Constructed Facilities, 26(1),
7–16.
Lindström, J., Samuelsson, S., & Hägerfors, A. (2010). Business continuity planning methodology.
Disaster Prevention and Management, 19(2), 243–255.
Michel-Kerjan, E. (2015). Effective risk response needs a prepared mindset. Nature, 517(7535), 413.
Nicoll, S. R., & Owens, R. W. (2013). Emergency response & business continuity. Professional Safety,
58(9), 50–55.
Norris, F. H., Stevens, S. P., Pfefferbaum, B., Wyche, K. F., & Pfefferbaum, R. L. (2008). Community
resilience as a metaphor, theory, set of capacities, and strategy for disaster readiness. American Journal
of Community Psychology, 41(1), 127–150.
Onuf, P. S. (2010). Federalism. In M. Kazin (Ed.), The Princeton encyclopedia of American political
history. Princeton, NJ: Princeton University Press.
Sambo, F., & Bankole, F. O. (2016). A normative process model for ICT business continuity plan for
disaster management in small, medium, and large enterprises. International Journal of Electrical and
Computer Engineering, 6(5), 2425–2431.
Sawalha, I. H. S., Anchor, J. R., & Meaton, J. (2015). Continuity culture: A key factor for building resilience
and sound recovery capabilities. International Journal of Disaster Risk Science, 6(4), 428–437.

http://library.capella.edu/login?url=https://search.proquest.com/docview/1703138888?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=100179994&site=ehost-live&scope=site
http://journals.sagepub.com.library.capella.edu/doi/full/10.1177/1084822311425537
https://search-proquest-com.library.capella.edu/docview/1527413802?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=99308017&site=ehost-live&scope=site
http://library.capella.edu/login?url=https://search.proquest.com/docview/746766922?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/1725174951?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=24180914&site=ehost-live&scope=site
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/estpsyctheory/general_theory_of_behavior/0?institutionId=816
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=83405324&site=ehost-live&scope=site
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=96673201&site=ehost-live&scope=site
http://library.capella.edu/login?url=https://search.proquest.com/docview/1470504831?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=72664280&site=ehost-live&scope=site
http://library.capella.edu/login?url=https://search.proquest.com/docview/214377864?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/1649800288?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/1490467000?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/205353722?accountid=27965
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/princetoneaph/federalism/0?institutionId=816&institutionId=816
http://library.capella.edu/login?url=https://search.proquest.com/docview/1867955776?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/1752381678?accountid=27965
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Slovic, P., & Peters, E. (2006). Risk perception and affect. Current Directions in Psychological Science,
15(6), 322–325.
Svendsen, A. D. M. (2010). Re-fashioning risk: Comparing UK, US and Canadian security and intelligence
efforts against terrorism. Defence Studies, 10(3), 307–335.
Thurlby, R., & Warren, K. (2014). Understanding and managing the threat of disruptive events to the critical
national infrastructure. Journal of Facilities Management, 12(3), 231–246.

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some
may no longer be valid. If you cannot access a specific link, contact your instructor for an alternative URL.
Permissions for the following links have been either granted or deemed appropriate for educational use at the
time of course publication.

Federal Emergency Management Agency. (2013). Threat and hazard identification and risk assessment
guide: Comprehensive preparedness guide (CPG) 201 (2nd edition) [PDF]. Retrieved from
https://www.fema.gov/media-library-
data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
Federal Emergency Management Agency. (2018). Continuity Guidance Circular [PDF]. Retrieved from
https://www.fema.gov/media-library/assets/documents/132130
Federal Trade Commission. (2016). The NIST Cybersecurity Framework and the FTC. Retrieved from
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
Interagency Security Committee. (2015). Presidential Policy Directive 21 Implementation: An Interagency
Security Committee white paper [PDF]. Retrieved from
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-
508.pdf
National Fire Protection Association. (2016). NFPA 1600. Retrieved from https://www.nfpa.org/codes-and-
standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
National Fire Protection Association. (n.d.). Retrieved from https://www.nfpa.org/
Rouse, M., & Bernstein, C. (n.d.). Presidential Policy Directive 21 (PPD-21). Retrieved from
https://whatis.techtarget.com/definition/Presidential-Policy-Directive-21-PPD-21
Stone, A. (2015, July 27). What is community resilience? Emergency Management. Retrieved from
http://www.govtech.com/em/disaster/What-Is-Community-Resilience.html
The White House Office of the Press Secretary. (2013, February). Presidential Policy Directive (PPD) 21
- Critical Infrastructure Security and Resilience. Retrieved from
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-
infrastructure-security-and-resil
US Department of Energy. (2017). Cybersecurity for Energy Delivery Systems (CEDS) Fact Sheets.
Retrieved from https://energy.gov/oe/downloads/cybersecurity-energy-delivery-systems-ceds-fact-sheets
US Department of Homeland Security. (2010). DHS Risk Lexicon. Retrieved
from https://www.dhs.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf
US Department of Homeland Security. (2011). The Strategic National Risk Assessment in Support of
PPD 8: A Comprehensive Risk-Based Approach toward a Secure and Resilient Nation [PDF]. Retrieved
from https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf

http://journals.sagepub.com.library.capella.edu/doi/full/10.1111/j.1467-8721.2006.00461.x
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=53788067&site=ehost-live&scope=site
http://library.capella.edu/login?url=https://search-proquest-com.library.capella.edu/docview/2125303121?accountid=27965
https://www.fema.gov/media-library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
https://www.fema.gov/media-library/assets/documents/132130
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-508.pdf
http://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
https://www.nfpa.org/
https://whatis.techtarget.com/definition/Presidential-Policy-Directive-21-PPD-21
http://www.govtech.com/em/disaster/What-Is-Community-Resilience.html
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://energy.gov/oe/downloads/cybersecurity-energy-delivery-systems-ceds-fact-sheets
https://www.dhs.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf
https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf
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US Department of Homeland Security. (2017). DHS Combating Cyber Crime. Retrieved from
https://www.dhs.gov/topic/combating-cyber-crime
US Department of Homeland Security. (2017). DHS Stakeholder Engagement and Cyber Infrastructure
Resilience. Retrieved from https://www.dhs.gov/stakeholder-engagement-and-cyber-infrastructure-
resilience
US Department of Homeland Security. (2017). Protecting Critical Infrastructure. Retrieved from
https://www.dhs.gov/topic/protecting-critical-infrastructure
Wisner, B., Blaikie, P., Cannon, T., & Davis, I. (2003). At risk: natural hazards, people's vulnerability and
disasters (2nd edition). New York, NY: Routledge. Retrieved from
http://www.preventionweb.net/files/670_72351.pdf

Suggested

The following materials are recommended to provide you with a better understanding of the topics in this course.
These materials are not required to complete the course, but they are aligned to course activities and
assessments and are highly recommended for your use.

Optional

The following optional materials are offered to provide you with a better understanding of the topics in this
course. These materials are not required to complete the course.

Library

The following optional readings may be available in the Capella University Library. To find specific readings by
journal or book title, use Journal and Book Locator. Refer to the Journal and Book Locator library guide to learn
how to use this tool. If the full text is not available, you may be able to request a copy through the Interlibrary Loan
service.

Systems theory. In J. M. Palmisano (Ed.), World of sociology, Gale. Farmington, MI: Gale.

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some
may no longer be valid. If you cannot access a specific link, contact your instructor for an alternative URL.
Permissions for the following links have been either granted or deemed appropriate for educational use at the
time of course publication.

McEntire, D. A. (2004, June). The status of emergency management theory: Issues, barriers, and
recommendations for improved scholarship  [PDF]. Paper presented at FEMA Higher Education
Conference, Emmitsburg, MD. Retrieved from

https://www.dhs.gov/topic/combating-cyber-crime
https://www.dhs.gov/stakeholder-engagement-and-cyber-infrastructure-resilience
https://www.dhs.gov/topic/protecting-critical-infrastructure
http://www.preventionweb.net/files/670_72351.pdf
http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
http://campustools.capella.edu/redirect.aspx?linkid=1676
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/worldsocs/systems_theory/0?institutionId=816
https://training.fema.gov/hiedu/downloads/david%20mcentire%20-%20%20status%20of%20emergency%20management%20theory.pdf
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https://training.fema.gov/hiedu/downloads/david%20mcentire%20-
%20%20status%20of%20emergency%20management%20theory.pdf

Projects

Project  Critical Infrastructure in an All Hazards Environment

Project Overview

The final project in this course is broken up into four parts. It is intended to give you practice in measuring 
security risks, threats, and hazards associated with a critical infrastructure system caused by intentional and 
unintentional threats from various agents. You will have the chance to pick the critical infrastructure system of 
your choice. The critical infrastructure system you pick must be from the United States. It will remain your area of 
focus for the entire project. You are encouraged to select one that you are familiar with as you cannot change 
your mind midway in the project. Once you have identified the system, you will need to thoroughly explain the 
current vulnerabilities that could induce dangers to that system's environment and investigate the best approach 
to risk assessment.

The first component of your project is in Unit 3. In that assignment, you will explain why NFPA 1660 or CPG 201 
(Consolidated Planning Guide) is the best risk assessment method for the critical infrastructure system you are 
examining.

The second component, in Unit 5, will build upon your conclusions from Unit 3 and use the Strategic National 
Risk Assessment (SNRA) as an input to the CIKR protection plan. Again, you will conduct scholarly research and 
compare and contrasts the strengths and limitations of using NFPA 1600, CPG 201, SNRA or a hybrid as the 
best risk assessment method for the critical infrastructure you are examining.

For the third component, in Unit 7, you must prioritize identified risks and vulnerabilities within the specific critical 
infrastructure system through theoretical support from the literature.

The fourth and final component of your project is in Unit 10. In that assignment, you will create a Critical 
Infrastructure Protection Plan Outline (Note: you are not being asked to create the actual plan itself, but an 
outline only) of the protective actions for the risks and hazards identified in the infrastructure. Your outline of the 
critical infrastructure protection plan must be properly annotated with sound theoretical support from the 
literature. You must clearly identify relevant criteria to determine usability of the critical infrastructure protection 
plan for all hazards associated with the chosen national infrastructure system.

Note: The outline developed in this course can be used to create the critical infrastructure protection plan in the 
EMG7041 course, Designing Resilient Systems.
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Unit 1   All Hazards and Threats

Introduction

As you progress through this CIKR course you will read the term "business continuity." This is not accidental
because the goal of continuity management and CIKR protection are very closely aligned. Continuity
management focuses on building a process that will ensure that critical processes continue during disruptive
incidents. CIKR focuses on creating programs to ensure the critical infrastructure is secure and resilience at all
times, including during disruptive incidents. From a macro perspective, continuity of critical processes and
protection (a process) of critical infrastructure that ensures security and resilience are very similar.

In this course, we will explore the concept of resilience. The emergency management curriculum at Capella
emphasizes the importance of building resilience on all levels - from the individual up to national level. This is in
accordance with the Critical Infrastructure Key Resources (CIKR) as authorized by Presidential Policy Directive
21 (PPD 21) starting with the following sentence: "The Presidential Policy Directive (PPD) on Critical
Infrastructure Security and Resilience advances a national unity of effort to strengthen and maintain secure,
functioning, and resilient critical infrastructure" (Presidential Policy Directive PPD 21 - Critical Infrastructure
Security and Resilience, page 1). In this unit we will also focus on the meaning of threat and hazards and pay
attention to how FEMA makes a difference between the two important terms.

References

The White House Office of the Press Secretary. (2013, February). Presidential Policy Directive PPD 21 -
Critical Infrastructure Security and Resilience. Retrieved from https://obamawhitehouse.archives.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil

Federal Emergency Management Agency. (2013). Threat and hazard identification and risk assessment guide:
Comprehensive preparedness guide (CPG) 201 (2nd ed.) [PDF]. Retrieved from https://www.fema.gov/media-
library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf

Learning Activities

https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.fema.gov/media-library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
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u01s1 - Studies

Readings

Use the Capella University Library to read the following:

Nicoll, S. R., & Owens, R. W. (2013). Emergency response & business continuity. Professional Safety,
58(9), 50–55.

This short reading is particularly helpful as a guide for when you read relevant chapters assigned
from NFPA 1600 in Unit 3.

Use the Internet to read the following:

Wisner, B., Blaikie, P., Cannon, T., & Davis, I. (2003). Chapter 2: The Disaster Pressure And Release
Model. In At risk: natural hazards, people's vulnerability and disasters (2nd edition). New York, NY:
Routledge, pages 49–86.

Note: You will need to read this chapter in preparation for the first component of your final project
that is due in Unit 3. You should also review the chapter (in particular, the information on the PAR
Model) as part of your assignment preparation in Units 5, 7, and 10.

Stone, A. (2015, July 27). What is community resilience? Emergency Management. Retrieved from
http://www.govtech.com/em/disaster/What-Is-Community-Resilience.html
Federal Emergency Management Agency. (2013). Threat and hazard identification and risk assessment
guide: Comprehensive preparedness guide (CPG) 201 (2nd ed.) [PDF]. Retrieved from
https://www.fema.gov/media-library-
data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf

The following resources are useful for the Critical Infrastructure and Key Resources (CIKR) concentration. You
should tailor your consultation of these resources to match the needs of the unit's activities.

The White House Office of the Press Secretary. (2013, February). Presidential Policy Directive (PPD) 21
- Critical Infrastructure Security and Resilience. Retrieved from
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-
infrastructure-security-and-resil

If you are unable to open the link, go to the main page of the website and search for the term
Presidential Policy Directive PPD 21.

Interagency Security Committee. (2015). Presidential Policy Directive 21 Implementation: An Interagency
Security Committee white paper [PDF]. Retrieved from
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-
508.pdf

If you are unable to open the link, go to the main page of the website and search for the term
Presidential Policy Directive PPD 21.

Rouse, M., & Bernstein, C. (n.d.). Presidential Policy Directive 21 (PPD-21). Retrieved from
https://whatis.techtarget.com/definition/Presidential-Policy-Directive-21-PPD-21

http://library.capella.edu/login?url=https://search.proquest.com/docview/1490467000?accountid=27965
http://www.preventionweb.net/files/670_72351.pdf
http://www.govtech.com/em/disaster/What-Is-Community-Resilience.html
https://www.fema.gov/media-library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.dhs.gov/sites/default/files/publications/ISC-PPD-21-Implementation-White-Paper-2015-508.pdf
https://whatis.techtarget.com/definition/Presidential-Policy-Directive-21-PPD-21
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u01s2 - Obtaining Your NFPA 1600

u01s3 - Discussion Expectations

u01s1 - Learning Components

Identify actual national infrastructure systems in the United States.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using CPG 201.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using NFPA 1600.
Understand which support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks, threats, and hazards associated with a national critical infrastructure system caused by
intentional and unintentional threats from various agents.

One of your course texts, NFPA1600: Standard on Disaster/Emergency Management and Business
Continuity/Continuity of Operations Programs 2016 edition, is available as a no-cost download from the
National Fire Protection Association (NFPA).

To download your PDF copy:

1. Go to www.NFPA.org.
2. If you are an NFPA member, sign in with your member number. If not, create a user profile. Note: NFPA

membership is not required.
3. Under the Codes & Standards menu, navigate to the NFP 1600 page.
4. Click the red booklet image on the screen.
5. Check 2016 NFPA 1600 PDF. Choose the option without a price listed.
6. Select Add to Cart.
7. Select Purchase NFPA 1600 PDF 2016 Edition.
8. Select My Profile.
9. Select My PDFs in the left margin.
10. Select 2016 NFPA 1600 PDF to access your no-cost PDF copy of this standard.

Read the Graduate Discussion Participation Scoring Guide to learn how the instructor will evaluate your
discussion participation throughout this course. Also, review Creating Strong Discussion Posts [PDF].

http://www.nfpa.org/
https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
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u01d1 - Hazards and Threats

As noted in the Course Summary, initial discussion postings are due on Thursdays and responses due by
Sunday of the same week.

Initial Discussion Posts

Your initial discussion posts in this course are expected to be at least 250 words and must include relevant
examples and supporting evidence. All other references must be cited using current APA style and format.
Include one academic resource in addition to the materials assigned in this course to support your
reasoning.
The initial discussion posting must be made by Thursday of the current week.

Response Guidelines

The response should be at least 75 words. Support your reasoning with one academic resource in
addition to the materials assigned in this course.
Keep in mind that the objective of your response post is to stimulate discussion, to promote an exchange
of ideas among learners, and most importantly, to generate a sense of community in the courseroom.
The response to one other learner's post must be made by Sunday of the current week.

Course Resources

This discussion is designed to inform your approach to the first component of the final project, which requires
you to choose between two risk assessment methods: NFPA 1600, which does not use threats as part of risk
assessment, and CPG 201, which does use threats as part of risk assessment.

When analyzing the protection program and plan for CIKR, do you believe we need to use both hazards and
threats? Given the FEMA definition of threats, would the use of this "subset" of hazards lead to overemphasis on
certain threats, e.g. terrorism, over natural and other man-made, accidental hazards?

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Creating Strong Discussion Posts [PDF]
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u01d2 - Unit 1 Summary

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.

Course Resources

u01d1 - Learning Components

Identify actual national infrastructure systems in the United States.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using CPG 201.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using NFPA 1600.
Understand which support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks, threats, and hazards associated with a national critical infrastructure system caused by
intentional and unintentional threats from various agents.

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Creating Strong Discussion Posts [PDF]
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u02s1 - Studies

Unit 2   Theoretical Support for CIKR

Introduction

In this unit you will explore the theoretical basis that informs the principle characteristics of the Critical
Infrastructure Key Resources (CIKR) Plan for creating an effective, efficient program that is both secure and
resilient.

The curriculum for the CIKR program and Continuity Management at Capella have much in common. They are
both focused on exploring ways to build resilience in national infrastructure systems so these can continue
providing services, including security, when disruptive incidents occur.

The readings in this unit were selected to help you get an early start on the preparation for your final project
components. It is important that you pay attention to the selected resources in this week's study and use them
throughout the course so you know how to create logical arguments that are well supported with a sound
theoretical framework.

Learning Activities

Readings

Use the Capella library to read the following:

Henning, P. B., & Chen, W. C., (2012). Systems thinking: Common ground or untapped territory? Systems
Research and Behavioral Science, 29(5), 470–483.
General theory of behavior. (2006). In J. E. Roeckelein (Ed.), Elsevier's dictionary of psychological
theories (2006). Oxford, UK: Elsevier Science & Technology.
Adams, T. M., & Stewart, L. D. (2015). Chaos theory and organizational crisis: A theoretical analysis of the
challenges faced by the New Orleans police department during Hurricane Katrina. Public Organization
Review, 15(3), 415–431.
Slovic, P., & Peters, E. (2006). Risk perception and affect. Current Directions in Psychological Science,
15(6), 322–325.

Optional Readings

You may choose to consult the following resource:

Systems theory. (2001). In J. M. Palmisano (Ed.), World of sociology, Gale. Farmington, MI: Gale.
McEntire, D. A. (2004, June). The status of emergency management theory: Issues, barriers, and
recommendations for improved scholarship [PDF]. Paper presented at FEMA Higher Education
Conference, Emmitsburg, MD. Retrieved from

http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=83405324&site=ehost-live&scope=site
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/estpsyctheory/general_theory_of_behavior/0?institutionId=816
http://library.capella.edu/login?url=https://search.proquest.com/docview/1703138888?accountid=27965
http://journals.sagepub.com.library.capella.edu/doi/full/10.1111/j.1467-8721.2006.00461.x
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/worldsocs/systems_theory/0?institutionId=816
https://training.fema.gov/hiedu/downloads/david%20mcentire%20-%20%20status%20of%20emergency%20management%20theory.pdf
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u02s2 - Assignment Preparation

u02d1 - Theory Informs Policy and Practice

https://training.fema.gov/hiedu/downloads/david%20mcentire%20-
%20%20status%20of%20emergency%20management%20theory.pdf

u02s1 - Learning Components

Identify actual national infrastructure systems in the United States.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using CPG 201.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using NFPA 1600.
Understand which support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks, threats, and hazards associated with a national critical infrastructure system caused by
intentional and unintentional threats from various agents.

Next week you will submit the first component of your final project. In this assignment, you must:

Describe an actual national critical infrastructure system in the United States.
Explain security risks associated with the national critical infrastructure system caused by intentional and
unintentional threats from various agents using CPG 201.
Explain security risks associated with the national critical infrastructure system caused by intentional and
unintentional threats from various agents using NFPA 1600.
Justify with support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks associated with the national critical infrastructure system caused by intentional and
unintentional threats from various agents.

Take time this week to start gathering resources that will allow you to prepare for this assignment.

You are encouraged to refer to the APA Manual to ensure you are citing all your sources appropriately in your
assignment as this is part of the grading requirements. You should already have a copy of the following:

American Psychological Association. (2010). Publication manual of the American Psychological
Association (6th ed.). Washington, DC: Author. ISBN: 9781483350622

Carefully read the grading criteria for the assignment to ensure you understand how your work will be assessed.
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u02d2 - Unit 2 - Summary

The Emergency Management curriculum at Capella is built upon the notion that theory informs policy and
practice. As such, you are expected to approach your work own with the same belief. Which policies and
practices informed by theory come to mind in the context of your experience in the field of emergency
management?

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.

Course Resources

u02d1 - Learning Components

Identify actual national infrastructure systems in the United States.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using CPG 201.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using NFPA 1600.
Understand which support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks, threats, and hazards associated with a national critical infrastructure system caused by
intentional and unintentional threats from various agents.

Creating Strong Discussion Posts [PDF]
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Unit 3   Risk Assessment

u03s1 - Studies

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

In this unit, you are presented with two approaches to risk assessment: NFPA 1660 and CPG 201
(Consolidated Planning Guide) to broaden your professional knowledge. There is a lack of consensus on which
is the best approach. The final project is designed in such a way as to allow you to choose between various
methods of risk assessment based upon the specific needs of the national critical infrastructure system you are
analyzing. In this unit, you will also learn how the PAR model is one that considers disaster as the intersection
between socioeconomic pressures and exposure to the system's physical environment. Furthermore, the PAR
model defines risk as a function of the vulnerability in a system.

Learning Activities

Readings

Use the Capella library to read the following:

Blum, S. C., Silver, R. C., & Poulin, M. J. (2014). Perceiving risk in a dangerous world: Associations
between life experiences and risk perceptions. Social Cognition, 32(3), 297–314.
Borowsky, P., & Delone, G. (2014). Risk and threat perception: A pilot's perspective on airline security.
Journal of Airport Management, 8(4), 373–387.

Use the Internet to read:

Federal Emergency Management Agency. (2013). Threat and hazard identification and risk assessment
guide: Comprehensive preparedness guide (CPG) 201 (2nd ed.) [PDF]. Retrieved from
www.fema.gov/media-library-
data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf

https://search-proquest-com.library.capella.edu/docview/1527413802?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=99308017&site=ehost-live&scope=site
https://atlas.capella.edu/atlas/secure/course/4250208/www.fema.gov/media-library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
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u03a1 - Risks to Critical Infrastructure

Federal Emergency Management Agency. (2018). Continuity Guidance Circular [PDF]. Retrieved from
https://www.fema.gov/media-library/assets/documents/132130
Wisner, B., Blaikie, P., Cannon, T., & Davis, I. (2003). At risk: natural hazards, people's vulnerability and
disasters (2nd edition). New York, NY: Routledge.

Review Chapter 2.

Browse US Department of Homeland Security. (2010) DHS Risk Lexicon. Retrieved from
https://www.dhs.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf

This is a long document and you are not required to read it in its entirety. You should pay particular
attention to the sections on risk, threat, and hazard.
If you are unable to open the link, go to the main page of the Web site and search for the term: DHS
Risk Lexicon

If you have not done so yet, download your copy of NFPA 1600. See Unit 1, Study 2, for download instructions.
Use your downloaded copy to complete the following:

NFPA 1600, Chapters 5 and 6, pages 1600-1 to 1600-15. Also read sections in the Annex which pertain
to Chapters 5 and 6.

Multimedia

Managing risk and maintaining business operations requires a risk assessment. To understand this process at a
high level and in the context of the first component of your final project that is due in this unit, click Risk
Assessment Process to view the presentation.

Course Resources

In this first component of your course project, you will prepare a well-articulated analysis paper in which you do
the following:

1. Describe an actual critical national infrastructure system in the United States. For example, you could pick a
part of the federal highway in a defined geographical area. The federal highway system could be in
northwest Indiana, or more specifically in one of the five counties in the northwestern part of the state. It is
important that you select an infrastructure system that you are familiar with. The infrastructure you pick will
remain the focus of the rest of your project - so choose wisely.

Risk Assessment Process

https://www.fema.gov/media-library/assets/documents/132130
http://www.preventionweb.net/files/670_72351.pdf
https://www.dhs.gov/sites/default/files/publications/dhs-risk-lexicon-2010_0.pdf
http://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
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u03d1 - NFPA 1600 or CPG 201?

2. Explain the security risks, hazards, and threats associated with the critical infrastructure system caused by
intentional and unintentional threats from various agents using CPG 201. Use information you read on the
PAR model from the Comprehensive Preparedness Guide 201 (CPG 201) to guide your work.

3. Explain the security risks, hazards, and threats associated with the critical infrastructure system caused by
intentional and unintentional threats from various agents using NFPA 1600. Use information from assigned
NFPA 1600 readings to guide your work.

4. Justify, with support from the literature, whether CPG 201 or NFPA 1600 is better suited to measure the
security risks, hazards and threats you identified from this critical infrastructure system. If you choose a
hybrid of the two methods, explain your reasoning for why neither method was sufficient individually.

Submission Requirements

Written communication: Your writing should clearly identify where each grading criteria or part of the
assignment is addressed. Your points must be logical, substantive, and relevant based on the evidence
presented. The writing must be free of errors that detract from the overall message.
APA guidelines: Resources and citations must be formatted according to current APA style and
formatting. When appropriate, use APA-formatted headings.
Resources: Your ideas must be supported with relevant recent, scholarly sources that are properly cited
and referenced in current APA style.
Length of paper: 7–10 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 point.

Writing assistance is available at the Writing Center or Smarthinking, a free online writing tutorial and review
service. Both are linked in the Resources.

Review the scoring guide for the grading criteria for this assignment.

Course Resources

Writing Center

APA Style and Format

Capella University Library

Smarthinking

https://campustools.capella.edu/redirect.aspx?linkid=4068
https://campustools.capella.edu/redirect.aspx?linkid=1540
http://campustools.capella.edu/redirect.aspx?linkid=1651
http://campustools.capella.edu/redirect.aspx?linkid=1662
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This discussion is designed to help you gain feedback on the assignment that is due this week. You are
encouraged to post early in the week so you can benefit from peer comments in case you need to revise your
work in time for the u03a1 submission on Sunday.

Which risk assessment approach makes the most sense for the national critical infrastructure you are
investigating for your project? NFPA 1600, CPG 201, or a hybrid of the two? Why? Articulate your response with
theoretical support from the literature. Be sure to share the characteristics of the infrastructure system so your
peers have ample context and background information for the feedback they will offer.

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.

Course Resources

u03d1 - Learning Components

Identify actual national infrastructure systems in the United States.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using CPG 201.
Research security risks, threats, and hazards associated with a national critical infrastructure system
caused by intentional and unintentional threats from various agents using NFPA 1600.
Understand which support from the literature whether CPG 201 or NFPA 1600 is better suited to measure
security risks, threats, and hazards associated with a national critical infrastructure system caused by
intentional and unintentional threats from various agents.

Creating Strong Discussion Posts [PDF]
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u03d2 - Unit 3 - Summary

Unit 4   Strategic National Risk Assessment

u04s1 - Studies

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

As part of the effort to cultivate the National Preparedness Goal and categorize core capabilities, the Secretary
of Homeland Security conducted a strategic national risk assessment to help detect the kinds of incidents that
pose the highest threat to America's homeland security.

In this unit, you are introduced to the Strategic National Risk Assessment as an input to the CIKR protection plan.
In the second component of your final project, you will use the Strategic National Risk Assessment (SNRA) to
explain security risks associated with the national critical infrastructure system caused by intentional and
unintentional threats from various agents.

Learning Activities

Readings

Use the Capella library to read the following:

Svendsen, A. D. M. (2010). Re-fashioning risk: Comparing UK, US and Canadian security and intelligence
efforts against terrorism. Defence Studies, 10(3), 307–335.
Li, Y. (2012). Assessment of damage risks to residential buildings and cost-benefit of mitigation strategies
considering hurricane and earthquake hazards. Journal of Performance of Constructed Facilities, 26(1),
7–16.
Michel-Kerjan, E. (2015). Effective risk response needs a prepared mindset. Nature, 517(7535), 413.

http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=53788067&site=ehost-live&scope=site
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=72664280&site=ehost-live&scope=site
http://library.capella.edu/login?url=https://search.proquest.com/docview/1649800288?accountid=27965
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u04s2 - Assignment Preparation

Use the Internet to read:

Federal Emergency Management Agency. (2013). Threat and hazard identification and risk assessment
guide: Comprehensive preparedness guide (CPG) 201 (2nd ed.) [ PDF]. Retrieved from
https://www.fema.gov/media-library-
data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
Browse US Department of Homeland Security. (2011). The Strategic National Risk Assessment in
Support of PPD 8: A Comprehensive Risk-Based Approach toward a Secure and Resilient Nation
[PDF]. Retrieved from https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-
ppd8.pdf

If you are unable to open the link, go to the main page of the Web site and search for the term: PPD8
You will use information from this source to complete your next assignment.

u04s1 - Learning Components

Identify risks and hazards in national infrastructure systems using the Strategic National Risk Assessment
as an input to the CIKR protection plan.
Compare and contrast risk assessment methods for use in a national critical infrastructure system.
Research theoretical constructs that inform risk assessment methods for use in national infrastructure
systems.

Next week you will submit the second component of your final project. In this assignment, you will:

1. Explain security risks associated with the national critical infrastructure system caused by intentional and
unintentional threats from various agents using the Strategic National Risk Assessment (SNRA) as an input
to the CIKR protection plan.

2. Explain why a certain risk assessment method (between the Strategic National Risk Assessment, CPG 201,
and NFPA 1600) is most appropriate for use in a national critical infrastructure system. You can select one
method or a hybrid that will consist of more than one method.

3. Determine what theoretical construct should be used to inform specific elements of the chosen risk
assessment method for the national infrastructure system.

Take time this week to start gathering resources that will allow you to prepare for this assignment.

You are encouraged to refer to the APA Manual to ensure you are citing all your sources appropriately in your
assignment as this is part of the grading requirements. You should already have a copy of the following:

American Psychological Association. (2010). Publication manual of the American Psychological
Association (6th ed.). Washington, DC: Author. ISBN: 9781483350622

Carefully read the grading criteria for the assignment to ensure you understand how your work will be assessed.

https://www.fema.gov/media-library-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201_htirag_2nd_edition.pdf
https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf
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u04d1 - Risk Assessment Methods and CIKR Protection

In assignment u03a1, you were asked to compare the risk assessment methodology from NFPA 1600 and from
CPG 201. How did you decide which process was the best for CIKR protection? If you decided on a hybrid (mix
of the two methods), what prompted that decision?

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in proper APA style.

Course Resources

u04d1 - Learning Components

Identify risks and hazards in national infrastructure systems using the Strategic National Risk Assessment
as an input to the CIKR protection plan.
Compare and contrast risk assessment methods for use in a national critical infrastructure system.
Research theoretical constructs that inform risk assessment methods for use in national infrastructure
systems.

Creating Strong Discussion Posts [PDF]
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u04d2 - Unit 4 - Summary

Unit 5   Protecting the CIKR

u05s1 - Studies

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

In this unit we learn that we are focused on protecting the Key Resources of the Critical Infrastructure of the
United States. We learned in previous courses that approximately 80 percent of the Critical Infrastructure is
owned and operated by the private sector. This can create unique challenges which must be resolved given the
important task both the private and public sectors share: Protecting the Nation's Critical Infrastructure. In this unit,
we will also be reminded of how both the partners in the CIKR process must grasp the significance of federalism
in the context of security and resilience.

Learning Activities

Readings

Use the Capella library to read the following:

Armour, M. (2014). Busting myths and building resilience: Practices and approaches that go beyond mere
plan development. Journal of Business Continuity & Emergency Planning, 8(2), 106–113.
Onuf, P. S. (2010). Federalism. In M. Kazin (Ed.), The Princeton encyclopedia of American political
history. Princeton, NJ: Princeton University Press.

This reading is included to remind you of the issue of federalism. In most emergency
management issues the states have the primary emergency management responsibility (from our
US Constitution) but in CIKR it is a shared responsibility between the private owners/operations and
DHS who has the lead in CIKR.

http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=100179994&site=ehost-live&scope=site
http://library.capella.edu/login?url=http://search.credoreference.com/content/entry/princetoneaph/federalism/0?institutionId=816&institutionId=816
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u05a1 - Strategic National Risk Assessment (SNRA)

Thurlby, R., & Warren, K. (2014). Understanding and managing the threat of disruptive events to the critical
national infrastructure. Journal of Facilities Management, 12(3), 231–246.
Clapp, Jr, J. R. (2010). Diversity leadership: The Rush University Medical Center experience. Hospital
Topics, 88(2), 61–66.

The leadership reading on diversity is there to emphasize the need for not only looking at your own
organization but also the partner organization. The private-public partnership is a key issue in CIKR.

Use the Internet to read:

Review US Department of Homeland Security. (2011). The Strategic National Risk Assessment in
Support of PPD 8: A Comprehensive Risk-Based Approach toward a Secure and Resilient Nation
[PDF].  Retrieved from https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-
ppd8.pdf

If you are unable to open the link, go to the main page of the Web site and search for the term: PPD8
You will use information from this source to complete your assignment in this unit.

Multimedia

Managing risk and maintaining business operations requires a risk assessment. To understand this process at a
high level and in the context of the second component of your final project that is due in this unit, click Risk
Assessment Process to view the presentation.

Course Resources

u05s1 - Learning Components

Identify risks and hazards in national infrastructure systems using the Strategic National Risk Assessment
as an input to the CIKR protection plan.
Compare and contrast risk assessment methods for use in a national critical infrastructure system.
Research theoretical constructs that inform risk assessment methods for use in national infrastructure
systems.

In this second component of your final project, you will write another analysis paper. Using observations from
u03a1, complete the following:

1. Explain security risks associated with the selected national critical infrastructure system caused by intentional
and unintentional threats from various agents using the Strategic National Risk Assessment (SNRA) as an

Risk Assessment Process

http://library.capella.edu/login?url=https://search-proquest-com.library.capella.edu/docview/2125303121?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/746766922?accountid=27965
https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf
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u05d1 - Disruptive Incidents

input to the CIKR protection plan.
2. Explain why a specific risk assessment method (you will choose between the Strategic National Risk

Assessment, CPG 201, and NFPA 1600) is most appropriate for use in this national critical infrastructure
system. You can select one method or a hybrid that will consist of more than one method.

3. Determine what theoretical construct should be used to inform specific elements of the chosen risk
assessment method for the national infrastructure system being examined.

Submission Requirements

Written communication: Your writing should clearly identify where each grading criteria or part of the
assignment is addressed. Your points must be logical, substantive, and relevant based on the evidence
presented. The writing must be free of errors that detract from the overall message.
APA guidelines: Resources and citations must be formatted according to current APA style and
formatting. When appropriate, use APA-formatted headings.
Resources: Your ideas must be supported with relevant recent, scholarly sources that are properly cited
and referenced in current APA style.
Length of paper: 7–10 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 point.

Writing assistance is available at the Writing Center or Smarthinking, a free online writing tutorial and review
service. Both are linked in the Resources.

Review the scoring guide for the grading criteria for this assignment.

Course Resources

What does the term "preparing for disruptive incidents" by protective actions mean to you?

Writing Center

APA Style and Format

Capella University Library

Smarthinking

https://campustools.capella.edu/redirect.aspx?linkid=4068
https://campustools.capella.edu/redirect.aspx?linkid=1540
http://campustools.capella.edu/redirect.aspx?linkid=1651
http://campustools.capella.edu/redirect.aspx?linkid=1662
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u05d2 - Unit 5 - Summary

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.

Course Resources

u05d1 - Learning Components

Identify risks and hazards in national infrastructure systems using the Strategic National Risk Assessment
as an input to the CIKR protection plan.
Compare and contrast risk assessment methods for use in a national critical infrastructure system.
Research theoretical constructs that inform risk assessment methods for use in national infrastructure
systems.

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Creating Strong Discussion Posts [PDF]



/

Unit 6   Risk Management in CIKR

u06s1 - Studies

u06s2 - Assignment Preparation

Introduction

Human beings recognize and act on risk in two central ways. Risk as an emotional state refers to an individual's
inborn and instinctive reactions to hazards and threats. Risk as investigation entails logic, purpose, and
scientific consideration to bear on risk management.

In this unit, you will be exposed to resources that help trace the development of risk perception. You will also get
to discuss some of the important ways that impact how individuals recognize and assess risks.

Learning Activities

Readings

Use the Capella library to read the following:

Blanke, S. J., & McGrady, E. (2012). From hot ashes to a cool recovery: Reducing risk by acting on
business continuity and disaster recovery lessons learned. Home Health Care Management & Practice,
24(2), 73–80.
Hollis, S. (2014). The global standardization of regional disaster risk management. Cambridge Review of
International Affairs, 27(2), 319–338.
Slovic, P., & Peters, E. (2006). Risk perception and affect. Current Directions in Psychological Science,
15(6), 322–325.

Next week you will submit the third component of your final project. In this assignment, you will:

1. Provide a comprehensive list of all internal and external security risks, threats, hazards, and vulnerabilities
associated with the national critical infrastructure. This is a critical step to designing and monitoring
resilient, sustainable operating and protective systems.

http://journals.sagepub.com.library.capella.edu/doi/full/10.1177/1084822311425537
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=96673201&site=ehost-live&scope=site
http://journals.sagepub.com.library.capella.edu/doi/full/10.1111/j.1467-8721.2006.00461.x
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u06d1 - Risk Perception

2. Prioritize security risks, threats, hazards, and vulnerabilities from the ones that would do the most to the least
damage to the critical infrastructure system.

3. Justify your reasoning for prioritization of security risks, threats, hazards, and vulnerabilities with theoretical
support from the literature.

Take time this week to start gathering resources that will allow you to prepare for this assignment.

You are encouraged to refer to the APA Manual to ensure you are citing all your sources appropriately in your
assignment as this is part of the grading requirements. You should already have a copy of the following:

American Psychological Association. (2010). Publication manual of the American Psychological
Association (6th ed.). Washington, DC: Author. ISBN: 9781483350622

Carefully read the grading criteria for the assignment to ensure you understand how your work will be assessed.

Based on the readings this week, share situations where you have had to manage risks in your professional
experiences and personal life. Define the meaning of risks in those instances based on your perception and
context of the experiences.

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.
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u06d2 - Unit 6 - Summary

Unit 7   Vulnerabilities in the CIKR

Course Resources

u06d1 - Learning Components

Study internal and external security risks, threats, hazards, and vulnerabilities associated with a national
critical infrastructure.
Compare and contrast security risks, threats, hazards, and vulnerabilities from the ones that would do the
most to the least damage to a national critical infrastructure system.
Research reasons for prioritization of security risks, threats, hazards, and vulnerabilities associated with a
national critical infrastructure..

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

Critical infrastructures (CIs) are systems that offer critical support services to the country. When CIs fail, there
can be enormous costs in terms of human life, economic markets, and the environment. This unit explores
vulnerabilities inherent in risk management of critical infrastructure.

Vulnerability, resilience, and adaptation are three inherently connected concepts in emergency management.
However, their shared relationships are still imprecise, particularly in the field of disaster risk decline. This unit
offers an overview of the basic definitions and evolution progressions of vulnerability, resilience, and adaptation.

Learning Activities

Creating Strong Discussion Posts [PDF]
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u07s1 - Studies

u07a1 - Vulnerabilities In Risk Management of Critical Infrastructure

Readings

Use the Capella library to read the following:

Lei, Y., Wang, J., Yue, Y., Zhou, H., & Yin, W. (2014). Rethinking the relationships of vulnerability, resilience,
and adaptation from a disaster risk perspective. Natural Hazards, 70(1), 609–627.
Norris, F. H., Stevens, S. P., Pfefferbaum, B., Wyche, K. F., & Pfefferbaum, R. L. (2008). Community
resilience as a metaphor, theory, set of capacities, and strategy for disaster readiness. American Journal
of Community Psychology, 41(1), 127–150.
Egan, M. J. (2007). Anticipating future vulnerability: Defining characteristics of increasingly critical
Infrastructure‐like systems. Journal of Contingencies and Crisis Management, 15(1), 4–17.

Multimedia

Managing risk and maintaining business operations requires a risk assessment. To understand this process at a
high level and in the context of the third component of your final project that is due in this unit, click Risk
Assessment Process to view the presentation.

Course Resources

In this third component of your final project, you will use observations from u03a1 and u05a1 to complete the
following:

1. Provide a comprehensive list of all internal and external security risks, threats, hazards, and vulnerabilities
associated with the selected national critical infrastructure. This is a critical step to designing and
monitoring resilient, sustainable operating and protective systems.

2. Prioritize security risks, threats, hazards, and vulnerabilities from the ones that would do the most to the least
damage to the critical infrastructure system.

3. Justify your reasoning for prioritization of security risks, threats, hazards, and vulnerabilities associated with
the national critical infrastructure with theoretical support from the literature.

Risk Assessment Process

http://library.capella.edu/login?url=https://search.proquest.com/docview/1470504831?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/205353722?accountid=27965
http://library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=24180914&site=ehost-live&scope=site
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u07d1 - Risk and Vulnerability

Submission Requirements

Written communication: Your writing should clearly identify where each grading criteria or part of the
assignment is addressed. Your points must be logical, substantive, and relevant based on the evidence
presented. The writing must be free of errors that detract from the overall message.
APA guidelines: Resources and citations must be formatted according to current APA style and
formatting. When appropriate, use APA-formatted headings.
Resources: Your ideas must be supported with relevant recent, scholarly sources that are properly cited
and referenced in current APA style.
Length of paper: 7–10 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 point.

Writing assistance is available at the Writing Center or Smarthinking, a free online writing tutorial and review
service. Both are linked in the Resources.

Review the scoring guide for the grading criteria for this assignment.

Course Resources

Compare the concepts of a resource being at risk and vulnerable.

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

APA Style and Format

Writing Center

Capella University Library

Smarthinking

https://campustools.capella.edu/redirect.aspx?linkid=1540
https://campustools.capella.edu/redirect.aspx?linkid=4068
http://campustools.capella.edu/redirect.aspx?linkid=1651
http://campustools.capella.edu/redirect.aspx?linkid=1662
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u07d2 - Unit 7 - Summary

Unit 8   Planning Protective Actions

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with reference to
assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with a
personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in proper APA style.

Course Resources

u07d1 - Learning Components

Study internal and external security risks, threats, hazards, and vulnerabilities associated with a national
critical infrastructure.
Compare and contrast security risks, threats, hazards, and vulnerabilities from the ones that would do the
most to the least damage to a national critical infrastructure system.
Research reasons for prioritization of security risks, threats, hazards, and vulnerabilities associated with a
national critical infrastructure..

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

Creating Strong Discussion Posts [PDF]
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u08s1 - Studies

u08d1 - Planning Experiences

Once an agreed upon risk reduction strategy has been identified, risk management involves deciding and
planning for the right kinds of protective measures for critical infrastructures. Several models and
methodologies have been established by which security threats and vulnerabilities are used to inform the
distribution of resources to reduce those risks.

In this unit you are introduced to planning for protection of the CIKR as an excellent method for enhancing an
organization's capabilities for private-public relationship building.

Learning Activities

Readings

Use the Capella library to read the following:

Sambo, F., & Bankole, F. O. (2016). A normative process model for ICT business continuity plan for
disaster management in small, medium, and large enterprises. International Journal of Electrical and
Computer Engineering, 6(5), 2425–2431.
Cook, J. (2015). A six-stage business continuity and disaster recovery planning cycle. S.A.M. Advanced
Management Journal, 80(3), 23–68.

u08s1 - Learning Components

Identify risks and hazards in national infrastructure systems using the Strategic National Risk Assessment
as an input to the CIKR protection plan.
Compare and contrast risk assessment methods for use in a national critical infrastructure system.
Research theoretical constructs that inform risk assessment methods for use in national infrastructure
systems.

Share an instance that involved detailed planning professional experience. What did you learn from the
process?

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

http://library.capella.edu/login?url=https://search.proquest.com/docview/1867955776?accountid=27965
http://library.capella.edu/login?url=https://search.proquest.com/docview/1725174951?accountid=27965
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u08d2 - Unit 8 - Summary

Unit 9   CIKR and Continuity Management

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with reference to
assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with a
personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in proper APA style.

Course Resources

u08d1 - Learning Components

Study internal and external security risks, threats, hazards, and vulnerabilities associated with a national
critical infrastructure.
Compare and contrast security risks, threats, hazards, and vulnerabilities from the ones that would do the
most to the least damage to a national critical infrastructure system.
Research reasons for prioritization of security risks, threats, hazards, and vulnerabilities associated with a
national critical infrastructure..

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

Creating Strong Discussion Posts [PDF]
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u09s1 - Studies

Cyberattacks on critical infrastructure continue to become more advanced and effective. To date, damages from
cyberattacks have resulted in enormous financial loss, inconvenience, and negative publicity. Cyberattacks on
critical infrastructure undoubtedly can cause grave problems, from service disruptions to physical threats to
individuals.

Cybersecurity specialists who are responsible for safeguarding national critical infrastructure systems have to
continuously plan various strategies and grow their skills and knowledge in the field. They have to know how to
communicate with each other and cultivate a complete, clear, and accurate picture of security threats,
vulnerabilities, risks, hazards and other possible impacts to the country.

Learning Activities

Readings

Use the Capella library to read the following:

Sawalha, I. H. S., Anchor, J. R., & Meaton, J. (2015). Continuity culture: A key factor for building resilience
and sound recovery capabilities. International Journal of Disaster Risk Science, 6(4), 428–437.

Use the Internet to read:

US Department of Homeland Security. (2017). DHS Combating Cyber Crime. Retrieved from
https://www.dhs.gov/topic/combating-cyber-crime

This resource is useful for the Critical Infrastructure and Key Resources (CIKR) concentration. You
should tailor your consultation of this resource to match the needs of the unit's activities.
If you are unable to open the link, go to the main page of the Web site and search for the term: DHS
Combating Cyber Crime

US Department of Homeland Security. (2017). DHS Protecting the Critical Infrastructure. Retrieved from
https://www.dhs.gov/topic/protecting-critical-infrastructure

If you are unable to open the link, go to the main page of the Web site and search for the term: DHS
Protecting the Critical Infrastructure

US Department of Homeland Security. (2017). DHS Stakeholder Engagement and Cyber Infrastructure
Resilience. Retrieved from https://www.dhs.gov/stakeholder-engagement-and-cyber-infrastructure-
resilience

If you are unable to open the link, go to the main page of the Web site and search for the term: DHS
Stakeholder Engagement and Cyber Infrastructure Resilience

US Department of Energy. (2017). Cybersecurity for Energy Delivery Systems (CEDS) Fact Sheets.
Retrieved from https://energy.gov/oe/downloads/cybersecurity-energy-delivery-systems-ceds-fact-sheets

http://library.capella.edu/login?url=https://search.proquest.com/docview/1752381678?accountid=27965
https://www.dhs.gov/topic/combating-cyber-crime
https://www.dhs.gov/topic/protecting-critical-infrastructure
https://www.dhs.gov/stakeholder-engagement-and-cyber-infrastructure-resilience
https://energy.gov/oe/downloads/cybersecurity-energy-delivery-systems-ceds-fact-sheets
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u09s2 - Assignment Preparation

If you are unable to open the link, go to the main page of the Web site and search for the term:
USDOE, CEDS

Federal Trade Commission. (2016). The NIST Cybersecurity Framework and the FTC. Retrieved from
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc

If you are unable to open the link, go to the main page of the Web site and search for the term: NIST
Cybersecurity Framework

u09s1 - Learning Components

Research theoretical support an outline of a critical infrastructure protection plan for all hazards associated
with a national infrastructure system.
Discuss protective actions for risks and hazards associated with a national infrastructure system.
Discuss criteria to determine usability of critical infrastructure protection plans for all hazards associated
with a national infrastructure system.

Next week you will submit the fourth and final component of your final project. In this assignment, you will:

1. Create an outline of a critical infrastructure protection plan for all hazards associated with a national
infrastructure system that is appropriately annotated with theoretical support from the literature. You are
encouraged to refer to the Continuity Guidance Circular (2018), pages 43-44. There you will find a list of
objectives to guide the development of your outline for a critical infrastructure protection plan.

Federal Emergency Management Agency. (2018). Continuity Guidance Circular [PDF]. Retrieved
from https://www.fema.gov/media-library/assets/documents/132130

2. Explain protective actions for risks and hazards associated with the national infrastructure system.
3. Based on the outline you created, identify relevant criteria to determine usability of the critical infrastructure

protection plan for all hazards associated with the national infrastructure system.

Take time this week to start gathering resources that will allow you to prepare for this assignment.

You are encouraged to refer to the APA Manual to ensure you are citing all your sources appropriately in your
assignment as this is part of the grading requirements. You should already have a copy of the following:

American Psychological Association. (2010). Publication manual of the American Psychological
Association (6th ed.). Washington, DC: Author. ISBN: 9781483350622

Carefully read the grading criteria for the assignment to ensure you understand how your work will be assessed.

https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.fema.gov/media-library/assets/documents/132130


/

u09d1 - Combating Cyberattacks

u09d2 - Unit 9 - Summary

How can you make the greatest contribution to combating cyberattacks?

Your initial post should be at least 250 words. Support your ideas with relevant examples and evidence. Include
at least one academic resource in addition to materials assigned in this course to support your reasoning. All
references must be cited using current APA style and format.

Response Guidelines

Review the posts of your peers and respond to at least one, using one of the following approaches:

Identify knowledge gaps or unknowns that were not considered in your peer's post.
Identify an assumption on which the post seems to be based, and pose a useful alternative or contrasting
approach based on a different assumption.
Ask a probing question.
Elaborate on a particular point.

Your response posts should be at least 75 words and substantive in nature. Support your views with reference to
assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with a
personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in proper APA style.

Course Resources

u09d1 - Learning Components

Research theoretical support an outline of a critical infrastructure protection plan for all hazards associated
with a national infrastructure system.
Discuss protective actions for risks and hazards associated with a national infrastructure system.
Discuss criteria to determine usability of critical infrastructure protection plans for all hazards associated
with a national infrastructure system.

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Creating Strong Discussion Posts [PDF]



/

Unit 10   Outlining a CIKR Protection Plan

u10s1 - Studies

Response Guidelines

You are not required to respond to this discussion.

Introduction

In this course, you learned how to measure security risks associated with the national critical infrastructure
systems and caused by intentional and unintentional threats from various threat agents. Additionally, you gained
practice in identifying the current cyber vulnerabilities that could induce threats to our environments and
investigate natural and manmade threats, including cyberterrorism against our critical infrastructure, and the
devastating consequences caused by these threats. You also learned about the incident response lifecycle
(monitor, detect, contain, mitigate, and validate) for when a security incident occurs.

Learning Activities

Readings

Use the Capella library to read the following:

Lindström, J., Samuelsson, S., & Hägerfors, A. (2010). Business continuity planning methodology.
Disaster Prevention and Management 19(2), 243–255.

Use the Internet to review the following:

Federal Emergency Management Agency. (2018). Continuity Guidance Circular [PDF]. Retrieved from
https://www.fema.gov/media-library/assets/documents/132130
Wisner, B., Blaikie, P., Cannon, T., & Davis, I. (2003). At risk: natural hazards, people's vulnerability and
disasters. (2nd edition). New York, NY: Routledge. Retrieved from
http://www.preventionweb.net/files/670_72351.pdf
US Department of Homeland Security. (2011). The Strategic National Risk Assessment in Support of
PPD 8: A Comprehensive Risk-Based Approach toward a Secure and Resilient Nation [PDF]. Retrieved
from https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf

Multimedia

http://library.capella.edu/login?url=https://search.proquest.com/docview/214377864?accountid=27965
https://www.fema.gov/media-library/assets/documents/132130
http://www.preventionweb.net/files/670_72351.pdf
https://www.dhs.gov/xlibrary/assets/rma-strategic-national-risk-assessment-ppd8.pdf
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u10a1 - Critical Infrastructure Protection Plan Outline

Managing risk and maintaining business operations requires a risk assessment. To understand this process at a
high level and in the context of the fourth component of your final project that is due in this unit, click Risk
Assessment Process to view the presentation.

Course Resources

u10s1 - Learning Components

Research theoretical support an outline of a critical infrastructure protection plan for all hazards associated
with a national infrastructure system.
Discuss protective actions for risks and hazards associated with a national infrastructure system.
Discuss criteria to determine usability of critical infrastructure protection plans for all hazards associated
with a national infrastructure system.

In this fourth component of your final project, you will use observations from all previous assignments to complete
the following:

1. Create an outline of a critical infrastructure protection plan for all hazards associated with the selected
national infrastructure system that is appropriately annotated with theoretical support from the literature. See
the Outline Format Instructions.

2. Explain protective actions for risks and hazards associated with the selected national infrastructure system.
3. Based on the outline you created, identify relevant criteria to determine usability of the critical infrastructure

protection plan for all hazards associated with the selected national infrastructure system.

Outline Format Instructions: For the outline portion of your assignment that is focused on the protective
actions, you are encouraged to refer to the Continuity Guidance Circular (2018), pages 43-44 (linked in the
Resources). There you will find a list of objectives to guide the development of your outline for a critical
infrastructure protection plan. Include your theoretical support on a separate page if necessary or if you need
additional space to articulate important elements of your outline.

Please note these helpful definitions from the Continuity Guidance Circular (2018) Appendix 2 (pages 38-39):

Continuity Plan: A documented plan that details how an individual organization will ensure it can continue
to perform its essential functions during a wide range of incidents that impact normal operations.
Continuity Planner: The continuity planner responsible for developing and maintaining an organization or
subcomponent continuity plan and integrating and coordinating the continuity plan with broader
organizational or governmental guidance, requirements, and initiatives.

Risk Assessment Process
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u10d1 - Course Reflections

Continuity Planning Team: The continuity plan impacts the entire organization and requires input from
various offices. The continuity planning team is comprised of these offices that assist the continuity
program and planning effort.

Submission Requirements

Written communication: Your writing should clearly identify where each grading criteria or part of the
assignment is addressed. Your points must be logical, substantive, and relevant based on the evidence
presented. The writing must be free of errors that detract from the overall message.
APA guidelines: Resources and citations must be formatted according to current APA style and
formatting. When appropriate, use APA-formatted headings.
Resources: Your ideas must be supported with relevant recent, scholarly sources that are properly cited
and referenced in current APA style.
Length of paper: See Outline Format Instructions. Include a title page and list of references at the end of
your outline as with all your other assignments.
Font and font size: Times New Roman, 12 point.

Writing assistance is available at the Writing Center or Smarthinking, a free online writing tutorial and review
service. Both are linked in the Resources.

Review the scoring guide for the grading criteria for this assignment.

Course Resources

Discuss how you will apply what you have learned in this course to your professional practice or future research
in the emergency management field. Support your ideas with relevant examples and evidence. Include at least

APA Style and Format

Capella University Library

Smarthinking

Writing Center

Continuity Guidance Circular [PDF]

https://campustools.capella.edu/redirect.aspx?linkid=1540
http://campustools.capella.edu/redirect.aspx?linkid=1651
http://campustools.capella.edu/redirect.aspx?linkid=1662
https://campustools.capella.edu/redirect.aspx?linkid=4068
https://www.fema.gov/media-library/assets/documents/132130
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u10d2 - Unit 10 - Summary

one academic resource in addition to materials assigned in this course to support your reasoning. All references
must be cited using current APA style and format.

You may refer to specific theories, concepts, research knowledge when commenting on ways the course content
and experiences are relevant to your work life.

Response Guidelines

Review the posts of other learners and respond to at least one, commenting on the learner's course reflection
and offering support and encouragement.

Your response posts should be at least 75 words and substantive in nature. Support your views with references
to assigned readings, as well as other theoretical, empirical, or professional literature. If you are responding with
a personal perspective or an example from your workplace experience, be sure to focus on both the theoretical
and practical implications. Cite all sources in current APA style.

Course Resources

u10d1 - Learning Components

Research theoretical support an outline of a critical infrastructure protection plan for all hazards associated
with a national infrastructure system.
Discuss protective actions for risks and hazards associated with a national infrastructure system.
Discuss criteria to determine usability of critical infrastructure protection plans for all hazards associated
with a national infrastructure system.

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and
topics.

Response Guidelines

You are not required to respond to this discussion.

Creating Strong Discussion Posts [PDF]




