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Syllabus

Course Overview

This course is very important to emergency managers and those supported by emergency management, as it is the policy of FEMA (Federal Emergency
Management Agency) to use risk-based decision-making throughout all managed processes. The basis for effective risk-based decision-making is a risk
assessment. After the risk is assessed, management must determine how to efficiently and effectively manage risk. The course project will focus on the
development of a risk management plan to form a blueprint for managing organizational risk.

Required Course Resources

You will use information from several government and organizational websites to complete the various activities in this course. One of your course texts is
the NFPA 1600, a publication of the National Fire Protection Association. This text is available to you at no cost from the organization’s website. Although
there is no charge, you are required to register.

To download the NFPA1600, visit the NFPA website and follow the prompts. Additional details are provided in your Unit 1 studies.

Course Discussions

The discussion area in the Capella courseroom is a place where you are given the opportunity to think critically about your ideas and share them with
peers. Robust threaded discussions promote reflective responses and enhance the learning experience. To allow adequate time for responding to
discussions, initial posts are due by Thursday each week. Responses are due by Sunday.

Take time to review the Creating Strong Discussion Posts document, which has been designed to provide practical suggestions and best practices for
crafting substantive responses to discussion questions. This document will also be made available in every discussion in this course.

Developing as a Writer

Your writing skills are critical to your academic and career success. Writing is an iterative process. Some of the keys to this process are creating drafts,
seeking and receiving feedback, and making revisions. In this course, you will have various opportunities to move though these steps as you work on your
unit assignments. You are strongly encouraged to take advantage of the writing resources offered, such as those in the Writing Center. These resources
are crucial to helping you become a more capable, skilled, and confident writer, both during your academic journey at Capella and beyond. If you feel you
need more help than these resources can provide, your instructor can provide a referral for you to meet with a writing consultant.

Smarthinking

Capella partners with Smarthinking, a Web-based tutoring service, to offer you online tutoring in a variety of subjects and custom critique of your papers.
You will receive 168 minutes to use toward tutoring each quarter. The tutors are called e-structors and can help you develop successful learning skills in a
professional and supportive environment. E-structors are available to help you but not to replace your instructor. Learn how to get started and how to use
Smarthinking.

With Smarthinking you can:

Get live, one-on-one online tutoring help.
Submit an essay or paper for review.
Submit questions for a tutor's response.
Subjects covered include: Writing, APA style and formatting, reading comprehension.

PSL Program Journey

Click PSL Program Journey to view a useful map that will guide you as you continue your program. It gives you an overview of all the steps required to
complete your degree and outlines the resources that will support you along the way.

Course Competencies

https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
https://www.nfpa.org/
https://atlas.capella.edu/Course_Files/cf_creating_strong_discussion_posts.pdf
https://campustools.capella.edu/redirect.aspx?linkid=4068
https://campustools.capella.edu/redirect.aspx?linkid=1662


To successfully complete this course, you will be expected to:

Course Prerequisites

Prerequisites: EMG7015, PSL7030.

Assess the role of hazard identification as the basis for effective risk assessment.1

Determine risks to a community’s critical infrastructure and key resources based on hazard identification.2

Analyze the need for risk assessment in the public, tribal, private, and nonprofit sectors.3

Integrate recent, relevant, peer-reviewed academic research and literature.4

Communicate in a manner that is scholarly, professional, and consistent with the expectations for members of the
emergency management profession.
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Syllabus  Course Materials

Required

The materials listed below are required to complete the learning activities in this course.

Library

The following required readings are provided in the Capella University Library or linked directly in this course. To find specific readings by journal or book
title, use Journal and Book Locator. Refer to the Journal and Book Locator library guide to learn how to use this tool.

Aubrecht, C., Fuchs, S., & Neuhold, C. (2013). Spatio-temporal aspects and dimensions in integrated disaster risk management. Natural Hazards,
68(3), 1205–1216.
Bandyopadhyay, K. (2001). The role of business impact analysis and testing in disaster recovery planning by health maintenance organizations.
Hospital Topics, 79(1), 16–22.
Blum, S. C., Silver, R. C., & Poulin, M. J. (2014). Perceiving risk in a dangerous world: Associations between life experiences and risk perceptions.
Social Cognition, 32(3), 297–314.
Dillon, R. L., Tinsley, C. H., & Cronin, M. (2011). Why near-miss events can decrease an individual's protective response to hurricanes. Risk
Analysis: An International Journal, 31(3), 440–449.
Ee, H. (2014). Business continuity 2014: From traditional to integrated business continuity management. Journal of Business Continuity &
Emergency Planning, 8(2), 102–105.
Hassel, H. (2012). Risk and vulnerability analysis in practice: Evaluation of analyses conducted in Swedish municipalities. Natural Hazards, 63(2),
605–628.
Hollis, S. (2014). The global standardization of regional disaster risk management. Cambridge Review of International Affairs, 27(2), 319–338.
Ivensky, V. (2016). Managing risk perceptions: Safety program support outcomes. Professional Safety, 61(8), 44–50.
Kull, D., Mechler, R., & Hochrainer-Stigler, S. (2013). Probabilistic cost-benefit analysis of disaster risk management in a development context.
Disasters, 37(3), 374–400.
Lei, Y., Wang, J., Yue, Y., Zhou, H., & Yin, W. (2014). Rethinking the relationships of vulnerability, resilience, and adaptation from a disaster risk
perspective. Natural Hazards, 70(1), 609–627.
Michel-Kerjan, E. (2015). Effective risk response needs a prepared mindset. Nature, 517(7535), 413.
Nicoll, S. R., & Owens, R. W. (2013). Emergency response and business continuity: The next generation in planning. Professional Safety, 58(9), 50–
55.
Prelipcean, G., Stancu, S., Roşca, G., & Lupan, M. (2012). Particularities of risk in the case of extreme events. Scientific Research & Education in
the Air Force AFASES, 1, 211–217.
Pritchard, C. L. (2015). Risk management: Concepts and guidance (5th ed.). Boca Raton, FL: CRC Press.
Rossignol, N., Delvenne, P., & Turcanu, C. (2015). Rethinking vulnerability analysis and governance with emphasis on a participatory approach. Risk
Analysis: An International Journal, 35(1), 129–141.
Scherer, C. W., & Cho, H. (2003). A social network contagion theory of risk perception. Risk Analysis, 23(2), 261–267.
Sikdar, P. (2011). Alternate approaches to business impact analysis. Information Security Journal: A Global Perspective, 20(3), 128–134.
Slovic, P., & Peters, E. (2006). Risk perception and affect. Current Directions in Psychological Science, 15(6), 322–325.

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some may no longer be valid. If you cannot
access a specific link, contact your instructor for an alternative URL. Permissions for the following links have been either granted or deemed appropriate
for educational use at the time of course publication.

Coleman, T. S. (2012). A practical guide to risk management (a summary) [PDF]. Retrieved from
https://www.cfainstitute.org/learning/products/publications/contributed/riskmanagement/Documents/rf_summary_practical_guide_risk_management.pdf
Department of Homeland Security. (n.d.). Learn about Presidential Policy Directive-8. Retrieved from https://www.fema.gov/learn-about-presidential-
policy-directive-8
Department of Homeland Security. (n.d.). Presidential policy directive / PPD-8: National preparedness. Retrieved from
https://www.dhs.gov/presidential-policy-directive-8-national-preparedness.
Federal Emergency Management Agency. (n.d.). Core capabilities. Retrieved from https://www.fema.gov/core-capabilities.
Federal Emergency Management Agency. (n.d.). Emergency management stakeholders [DOC]. Retrieved from
https://training.fema.gov/hiedu/docs/fem/chapter%202%20-%20emergency%20stakeholders.doc
Federal Emergency Management Agency. (n.d.). Hazards risk management: Scope community vulnerability [DOC]. Retrieved from
https://training.fema.gov/hiedu/docs/hazriskmanage/hazards%20risk%20mtmt%20-%20session%2013%20-
%20scope%20community%20vulnerability.doc

http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
http://search.proquest.com.library.capella.edu/docview/1461754029?accountid=27965
http://search.proquest.com.library.capella.edu/docview/214585922?accountid=27965
http://search.proquest.com.library.capella.edu/docview/1527413802?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=59192157&site=ehost-live&scope=site
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=100179993&site=ehost-live&scope=site
http://search.proquest.com.library.capella.edu/docview/1030119342?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=96673201&site=ehost-live&scope=site%3Cbr%3E
http://search.proquest.com.library.capella.edu/docview/1809616202?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=88105870&site=ehost-live&scope=site%3Cbr%3E
http://search.proquest.com.library.capella.edu/docview/1470504831?accountid=27965
http://search.proquest.com.library.capella.edu/docview/1649800288?accountid=27965
http://search.proquest.com.library.capella.edu/docview/1490467000?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=82405393&site=ehost-live&scope=site%3Cbr%3E
https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=100951340&site=ehost-live&scope=site
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=9614883&site=ehost-live&scope=site%3Cbr%3E
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=60900178&site=ehost-live&scope=site
http://journals.sagepub.com.library.capella.edu/doi/full/10.1111/j.1467-8721.2006.00461.x
https://www.cfainstitute.org/learning/products/publications/contributed/riskmanagement/Documents/rf_summary_practical_guide_risk_management.pdf
https://www.fema.gov/learn-about-presidential-policy-directive-8
https://www.dhs.gov/presidential-policy-directive-8-national-preparedness
https://www.fema.gov/core-capabilities
https://training.fema.gov/hiedu/docs/fem/chapter%202%20-%20emergency%20stakeholders.doc
https://training.fema.gov/hiedu/docs/hazriskmanage/hazards%20risk%20mtmt%20-%20session%2013%20-%20scope%20community%20vulnerability.doc
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Federal Emergency Management Agency. (n.d.). Planning stakeholders example from Havering, UK [DOC]. Retrieved from
https://training.fema.gov/hiedu/docs/cem/comparative%20em%20-%20session%2018%20-%20handout%202.doc
Federal Emergency Management Agency. (n.d.). Stakeholders and their roles in recovery [PDF]. Retrieved from
https://training.fema.gov/emiweb/downloads/hdr/session%204%20powerpoint.pdf
Hall, T. L. (n.d.). Business impact analysis and risk assessment can help you prepare. Retrieved from
http://www.bankingsmartsolutions.com/2015/03/business-impact-analysis-and-risk-assessment-can-help-you-prepare-2/
Kulwal, M. (2016). How to identify the firm's most relevant risks [PDF]. Retrieved from http://files.site-fusion.co.uk/webfusion75339/file/issue55-
riskidentificationcanvas.pdf
National Fire Protection Association. (2016). NFPA 1600: Standard on disaster/emergency management and business continuity/continuity of
operations programs 2016 edition. Retrieved from https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-
standards/detail?code=1600 Note: NFPA 1600 is a required course text. Instructions for accessing a free PDF version are included in Unit 1,
Study 3.
National Fire Protection Association. (n.d.). The value of standards development organizations. Retrieved from http://www.nfpa.org/codes-and-
standards/standards-development-process/the-value-of-standards-development-organizations
Ready.gov. (n.d.). Business impact analysis. Retrieved from https://www.ready.gov/business-impact-analysis
Ready.gov. (n.d.). Risk assessment. Retrieved from https://www.ready.gov/risk-assessment
Sikich, G. W. (2015). Rethinking risk and uncertainty. Retrieved from http://www.continuitycentral.com/feature1296.html
Sikich, G. W. (2016). Can you really calculate the probability of uncertainty? Retrieved from http://www.continuitycentral.com/index.php/news/erm-
news/1374-can-you-really-calculate-the-probability-of-uncertainty
Sikich, G. W. (2016). Risk and the limitations of knowledge. Retrieved from http://www.continuitycentral.com/feature1139.html
State of Maryland: Department of Information Technology. (n.d.). Risk management plan [DOC]. Retrieved from
http://doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
U.S. Coast Guard. (n.d.). Risk-based decision-making guidelines: Volume 2 introduction to risk-based decision-making [PDF]. Retrieved from
https://ntl.bts.gov/lib/19000/19500/19593/PB2002108237.pdf
U.S. Department of Health & Human Services: Public Health Emergency. (n.d.). Risk management plan [PDF]. Retrieved from
https://www.phe.gov/about/amcg/contracts/Documents/risk-management.pdf
U.S. Department of Homeland Security. (2010). Risk steering committee: DHS risk lexicon [PDF]. Retrieved from
https://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf
U.S. Department of Homeland Security. (2011). Risk management fundamentals: Homeland Security risk management doctrine [PDF]. Retrieved
from https://www.dhs.gov/xlibrary/assets/rma-risk-management-fundamentals.pdf
USAID. (2010). Developing a risk management plan [PDF]. Retrieved from https://www.usaid.gov/sites/default/files/documents/1864/Developing-a-
Risk-Management-Plan.pdf
Zawada, B. (2012). What is a management system? Retrieved from http://perspectives.avalution.com/2009/what-is-management-system/

Suggested

The following materials are recommended to provide you with a better understanding of the topics in this course. These materials are not required to
complete the course, but they are aligned to course activities and assessments and are highly recommended for your use.

Optional

The following optional materials are offered to provide you with a better understanding of the topics in this course. These materials are not required to
complete the course.

Library

The following optional readings may be available in the Capella University Library. To find specific readings by journal or book title, use Journal and Book
Locator. Refer to the Journal and Book Locator library guide to learn how to use this tool. If the full text is not available, you may be able to request a copy
through the Interlibrary Loan service.

Borowsky, P., & Delone, G. (2014). Risk and threat perception: A pilot's perspective on airline security. Journal of Airport Management, 8(4), 373–
387.
Vastveit, K. R., Eriksson, K., & Njå, O. (2014). Critical reflections on municipal risk and vulnerability analyses as decision support tools: The role of
regulation regimes. Environment Systems & Decisions, 34(3), 443–455.

External Resource

https://training.fema.gov/hiedu/docs/cem/comparative%20em%20-%20session%2018%20-%20handout%202.doc
https://training.fema.gov/emiweb/downloads/hdr/session%204%20powerpoint.pdf
http://www.bankingsmartsolutions.com/2015/03/business-impact-analysis-and-risk-assessment-can-help-you-prepare-2/
http://files.site-fusion.co.uk/webfusion75339/file/issue55-riskidentificationcanvas.pdf
https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
http://www.nfpa.org/codes-and-standards/standards-development-process/the-value-of-standards-development-organizations
https://www.ready.gov/business-impact-analysis
https://www.ready.gov/risk-assessment
http://www.continuitycentral.com/feature1296.html
http://www.continuitycentral.com/index.php/news/erm-news/1374-can-you-really-calculate-the-probability-of-uncertainty
http://www.continuitycentral.com/feature1139.html
http://doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
https://ntl.bts.gov/lib/19000/19500/19593/PB2002108237.pdf
https://www.phe.gov/about/amcg/contracts/Documents/risk-management.pdf
https://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf
https://www.dhs.gov/xlibrary/assets/rma-risk-management-fundamentals.pdf
https://www.usaid.gov/sites/default/files/documents/1864/Developing-a-Risk-Management-Plan.pdf
http://perspectives.avalution.com/2009/what-is-management-system/
http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
http://campustools.capella.edu/redirect.aspx?linkid=1676
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=99308017&site=ehost-live&scope=site


Please note that URLs change frequently. While the URLs were current when this course was designed, some may no longer be valid. If you cannot
access a specific link, contact your instructor for an alternative URL. Permissions for the following links have been either granted or deemed appropriate
for educational use at the time of course publication.

Federal Emergency Management Agency. (n.d.). Risk and vulnerability assessment resources [PDF]. Retrieved from
https://emilms.fema.gov/IS0921a/assets/Risk-VulnerabilityAssessmentResources.pdf

Projects

Project  Designing a Community Risk Management Plan

Project Overview

It is strongly recommended that you read the entire course project to understand the progression of the first to the final assignment.

The risk assessment process is critical to effective risk management. There are three main phases to the risk assessment: hazard identification,
vulnerability analysis, and impact analysis (or business impact analysis). After the analysis is complete, risk treatments are developed to respond to the
identified risks.

Hazard identification consists of determining hazards that could harm the organization (or city, corporation, tribal nation, or...). After noting all major
hazards, two questions must be asked: which hazards could harm the assets, and what is the probability of the hazards being close enough to harm
assets of the organization? A comprehensive list of hazards can be found in NFPA 1600, one of the course texts.
Following the hazard identification is a vulnerability analysis, during which the organization asks which hazards should concern leadership, based
on likelihood and extent of potential damage to organizational assets.
After the vulnerability analysis, an impact analysis is performed to predict to what extent the organizational mission or business of the organization
could be harmed.
The next step is to apply risk treatments to the hazards in the order of priority established during the impact analysis.

You will integrate the results of four assignments into your Designing a Risk Management Plan in Unit 10. You will also develop a PowerPoint presentation
of your plan for an imagined set of community stakeholders.

Project Requirements

Written communication: Your writing should clearly identify where each grading criterion or assignment element is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 6 scholarly resources.
Length of paper: 15–20 typed, double-spaced pages including revised assignments from Units 3 and 6, not including the title page and
references.
Font and font size: Times New Roman, 12 points.

https://emilms.fema.gov/IS0921a/assets/Risk-VulnerabilityAssessmentResources.pdf
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u01s1 - Studies

Unit 1   Why Risk Management?

Introduction

PSL Program Journey

Transcript

A guiding principle of the Capella Emergency Management curriculum is the continuous emphasis on theory informing policy and practice. The theories to
be studied in this course were first introduced during EMG7015.

Here are some of the primary theoretical paradigms that are commonly used when studying issues of emergency management:

Symbolic interactionism.
Functionalism.
Conflict theory.
Structuralism.
Vulnerability.
Social constructionist theories (as related to hazards and disasters).
Organizational behavior theories.
Emergent behavior theories.
Development theories (as related to economy globalization and complex societies).
Risk perception and communication theories (as related to hazards disasters and response).

In this unit, you will refine your competence in identifying and using the theoretical influences on risk and risk perception.

PSL Program Journey

Click PSL Program Journey for an overview of your degree program and supporting resources.

Things to know about this unit:

1. The purpose of this unit is to remind the learner of the strong link between theory and policy and practice in the context of risk management.
2. NFPA 1600, a required text for this course, is a no-cost download from NFPA. You are encouraged to read NFPA 1600 from cover to cover,

particularly pages 1600-5 to 1600-12. Read Chapter 5 on “Planning,” which includes risk assessment, and read the sections in Annex A, which
pertain to Chapter 5. For example, paragraph 5.1.1* on page 1600-7 alerts you to the existence of the paragraph in Annex A labeled A.5.1.1 on page
1600-15, which gives amplifying information on paragraph 5.1.1.

Course Resources

Learning Activities

Readings

Use the Capella University Library to read the following:

In your course text, Risk Management: Concepts and Guidance:

PSL Program Journey

javascript:void(open('//media.capella.edu/CourseMedia/PSL_ProgramJourney/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('//media.capella.edu/CourseMedia/PSL_ProgramJourney/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('//media.capella.edu/CourseMedia/PSL_ProgramJourney/transcript.html','650', '500')
https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
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u01d1 - Resilience and Risk

u01d2 - Unit 1 Summary

Preface, pages XXIII–XXIV.
Chapter 2 summary, pages 22–23.

Blum, S. C., Silver, R. C., & Poulin, M. J. (2014). Perceiving risk in a dangerous world: Associations between life experiences and risk
perceptions. Social Cognition, 32(3), 297–314.
Lei, Y., Wang, J., Yue, Y., Zhou, H., & Yin, W. (2014). Rethinking the relationships of vulnerability, resilience, and adaptation from a disaster risk
perspective. Natural Hazards, 70(1), 609–627.
Prelipcean, G., Stancu, S., Roşca, G., & Lupan, M. (2012). Particularities of risk in the case of extreme events. Scientific Research & Education in
the Air Force AFASES, 1, 211–217.
Slovic, P., & Peters, E. (2006). Risk perception and affect. Current Directions in Psychological Science, 15(6), 322–325.

Multimedia

Click Risk Management at the Boston Marathon to learn about risk assessment and management at the Boston Marathon in 2013.

Course Resources

Define resilience and risk in your own words and describe the relationship between these terms in the context of emergency management. Base your
responses on both your readings and your personal and professional experience. Please support your ideas with recent, scholarly sources that are
properly cited and referenced in APA style.

The initial discussion post must be made by Thursday of the current week.

Response Guidelines

Respond to the post of one other learner by Sunday of the current week.

Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

Risk Management at the Boston Marathon

Graduate Discussion Participation Scoring Guide

APA Style and Format

Creating Strong Discussion Posts

http://search.proquest.com.library.capella.edu/docview/1527413802?accountid=27965
http://search.proquest.com.library.capella.edu/docview/1470504831?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=82405393&site=ehost-live&scope=site
http://journals.sagepub.com.library.capella.edu/doi/full/10.1111/j.1467-8721.2006.00461.x
http://campus.capella.edu/redirect.aspx?linkid=1540
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u01a1 - Community Selection

u01s2 - Obtaining your NFPA1600

Before you begin, make sure you have read the entire course project thoroughly and ask your instruction for clarification as needed. For this assignment,
select a community to use for your course project. Follow these guidelines.

Select an actual community of at least 500,000 with which you are familiar.
Describe the community demographics and hazards that put the community at risk, including sources of the hazards.
Analyze commercial enterprises and high-risk industries in the community and their relation to community hazards.
Analyze existing public safety organizations in the selected community, including the mission capabilities of each agency, such as fire department:
extinguish fires, contain or control hazardous material releases, rescues.
Your instructor will provide feedback on approval within 48 hours.

Submission Requirements

Written communication: Your writing should clearly identify where each grading criterion or assignment component is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 3 scholarly resources.
Length of paper: 5–7 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 points.

Writing assistance is available through the Capella Writing Center or Smarthinking, the free, online writing tutorial and review service. Read the scoring
guide for the assignment grading criteria.

Course Resources

One of your course texts, NFPA1600: Standard on Disaster/Emergency Management and Business Continuity/Continuity of Operations Programs
2016 edition, is available as a no-cost download from the National Fire Protection Association (NFPA).

To download your PDF copy:

1. Go to www.NFPA.org.
2. If you are an NFPA member, sign in with your member number. If not, create a user profile. Note: NFPA membership is not required.
3. Go to www.NFPA.org/1600.
4. Click the red booklet image on the screen.
5. Check 2016 NFPA 1600 PDF. Choose the option without a price listed.
6. Select Add to Cart.
7. Select Purchase NFPA 1600 pdf 2016 Edition.
8. Select My Profile.

Capella University Library

APA Style and Format

Capella Writing Center

Smarthinking Tutoring

http://www.nfpa.org/
http://www.nfpa.org/1600
https://campustools.capella.edu/redirect.aspx?linkid=1651
http://campus.capella.edu/redirect.aspx?linkid=1540
http://campustools.capella.edu/redirect.aspx?linkid=1541
https://campustools.capella.edu/redirect.aspx?linkid=1662
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Unit 2   Risk Concepts

9. Select My PDFs in the left margin.
10. Select 2016 NFPA 1600 PDF to access your no-cost PDF copy of this standard.

Introduction

Learning the terminology of risk management will help you build competence in the risk management process.

The International Organization for Standardization (ISO) offers the following risk term definitions and considerations.

Risk. The effect of uncertainty on objectives. Level of risk: magnitude of a risk or a combination or risks, expressed in terms of consequences and
their likelihood. Consequences: outcome of an event affecting objectives. Likelihood: chance of something happening. What is the relationship
between risk and safety?
Risk Management. Coordinated activities to direct and control an organization with regard to risk.
Risk Assessment. Overall process of risk identification, risk analysis, and risk evaluation.
Risk Identification. Identification of sources, events, and their potential consequences.
Risk Source. Element that alone or in combination has the intrinsic potential to give rise to risk. Sources include behaviors and conditions that
increase the likelihood of harm and other unintended consequences. Threat generally refers to an intentional act that increases the potential to
cause harm. Terrorism, for example, is intentional. Note: The term threat is not found in ISO Guide 73.
Event. Occurrence or change of a particular set of circumstances. An event can be one or more occurrence, and can have several causes. An event
can sometimes be referred to as an incident or accident. An event without consequences can also be referred to as a near miss, near hit, or close
call. In emergency management, the term incident is usually used. It is often stated that an event can be scheduled or accurately predicted; an
incident cannot be scheduled or accurately predicted.
Potential Consequences. Outcome of event-affective objectives.
Risk Analysis. Process to comprehend the nature of risk and to determine the level of risk.
Risk Treatment. Your choices include:

Avoiding risk by deciding not to start or continue with the activity that gives rise to risk.
Removing the risk source.
Changing the likelihood.
Changing the consequences.
Sharing the risk with another party or parties.
Retaining the risk by informed decision.

As alternative explanations of the basic terminology, we can use National Fire Protection Association (NFPA) NFPA 1250:

3.3.11 Hazard. A condition, situation, attitude, or action that creates or increases expected loss frequency or severity.
3.3.12 Incident. An occurrence, either human-caused or a natural phenomenon, that requires action or support by emergency services personnel to
prevent or minimize loss of life or damage to property and/or natural resources.
3.3.14 Loss. The unintentional decline in or disappearance of value arising from an incident.
3.3.21 Risk. A measure of the probability and severity of adverse effects that result from an exposure to a hazard.
3.3.22 Risk Assessment. An assessment of the likelihood, vulnerability, and magnitude of incidents that could result from exposure to hazards.
[Please note: NFPA 1600 includes impact analysis in risk assessment.}
3.3.23 Risk Control. The management of risk through stopping losses via exposure avoidance, prevention of loss (addressing frequency) and
reduction of loss (addressing severity), segregation of exposures, and contractual transfer techniques.
3.3.25 Risk Management. The process of planning, organizing, directing, and controlling the resources and activities of an organization in order to
minimize detrimental effects on assets at risk.

Reference

American National Standards Institute. (2011). ISO guide 73: Vocabulary for risk management. Retrieved from http://www.iso.org/iso/catalogue_detail?
csnumber=44651

National Fire Protection Association. (2015). NFPA 1250: Recommended practice in fire and emergency service organization risk management, 2015
edition. Retrieved from http://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards?
mode=code&code=1250&tab=about

http://www.iso.org/iso/catalogue_detail?csnumber=44651
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Things to know about this unit:

1. It is important that you master the terminology used in the readings for this unit. You are expected to use the correct terminology for your
assignments. Conduct an Internet search for FEMA risk-based decision-making Web sites.

2. FEMA requires effective risk management competence for individuals and risk management capabilities for organizations.

Learning Activities

Readings

Use the Capella library and the Internet to read the following:

Aubrecht, C., Fuchs, S., & Neuhold, C. (2013). Spatio-temporal aspects and dimensions in integrated disaster risk management. Natural Hazards,
68(3), 1205–1216.
Federal Emergency Management Agency. (n.d.). Core capabilities. Retrieved from https://www.fema.gov/core-capabilities
Hollis, S. (2014). The global standardization of regional disaster risk management. Cambridge Review of International Affairs, 27(2), 319–338.
Ivensky, V. (2016). Managing risk perceptions: Safety program support outcomes. Professional Safety, 61(8), 44–50.
Sikich, G. W. (2015). Rethinking risk and uncertainty. Retrieved from http://www.continuitycentral.com/feature1296.html
U.S. Department of Homeland Security. (n.d.). Presidential policy directive / PPD-8: National preparedness. Retrieved from
https://www.dhs.gov/presidential-policy-directive-8-national-preparedness
U.S. Department of Homeland Security. (n.d.). Learn about Presidential Policy Directive-8. Retrieved from http://www.fema.gov/learn-about-
presidential-policy-directive-8

Multimedia

Click Risk Assessment Process to view the illustration.

Course Resources

Next week you will submit an analysis of the hazards you have identified for your selected community. To prepare for this assignment, begin to consider
the hazards faced by members of the community. 

What does the “effect of uncertainty on objectives” mean in the context of risk management? Base your responses on both your readings and your
personal and professional experience. Please support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

The initial discussion post must be made by this Thursday.

Response Guidelines

Respond to the post of one other learner by this Sunday.

Risk Assessment Process

http://search.proquest.com.library.capella.edu/docview/1461754029?accountid=27965
https://www.fema.gov/core-capabilities
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=96673201&site=ehost-live&scope=site
http://search.proquest.com.library.capella.edu/docview/1809616202?accountid=27965
http://www.continuitycentral.com/feature1296.html
https://www.dhs.gov/presidential-policy-directive-8-national-preparedness
http://www.fema.gov/learn-about-presidential-policy-directive-8
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Unit 3   The Risk Management Structure

Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

The standards approved to guide the development, maintenance, and auditing of a program form the basis of a risk-management structure.

Standards are the criteria by which we evaluate performance acceptability. In this course we measure personal competencies and entity capabilities
against Federal Emergency Management Agency (FEMA) Core Capabilities. The criteria for effective human performance start with competencies; the
criteria for effective organizations are defined as capabilities. FEMA's national preparedness goal identified 32 Core Capabilities—these are the distinct
critical elements needed to achieve the goal. For the purposes of this course, the following three Core Capabilities are critical to effective, efficient risk-
based decision-making.

1. Risk management for protection programs and activities.
Mission area: Protection.
Description: Identify, assess, and prioritize risks to inform protection activities and investments.

2. Risk and disaster resilience assessment.
Mission Area: Mitigation.
Description: Assess risk and disaster resilience so that decision makers, responders, and community members can take informed action to

reduce their entity's risk and increase their resilience.

3. Threats and hazard identification.
Mission Area: Mitigation.
Description: Identify the threats and hazards that occur in the geographic area; determine the frequency and magnitude; and incorporate this

into analysis and planning processes to clearly understand the needs of a community or entity.

FEMA made a significant contribution to the subject of performance standards in September 2011 with the issuance of its Emergency
Management Competencies. For the purpose of this course, you should be aware of these competencies, but no in-depth study is expected. However,
one of the goals of this course is to generate ideas for research. The FEMA Emergency Management Core Competencies could well be the genesis of
many research projects.

The Threat and Hazard Identification and Risk Assessment (THIRA) is a four-step common risk-assessment process that helps the whole community—
individuals, businesses, faith-based organizations, nonprofit groups, educational institutions, and all levels of government—understand its risks and

Graduate Discussion Participation Scoring Guide
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http://campus.capella.edu/redirect.aspx?linkid=1540
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estimate capability requirements. The THIRA process helps communities map their risks to the core capabilities, enabling them to determine whole-
community informed desired outcomes, capability targets, and the resources needed to achieve capability targets.

The outputs of this process inform various emergency management efforts, including emergency operations planning, mutual aid agreements, and hazard
mitigation planning. Ultimately, the THIRA process helps communities answer the following questions:

What do we need to prepare for?
What shareable resources are required to be prepared?
What actions could be employed to avoid, divert, lessen, or eliminate a threat or hazard?”

The Comprehensive Preparedness Guide (CPG) 201, Second Edition published in August 2013, provides communities additional guidance for
conducting a THIRA. The first edition of this guide, released in April 2012, presented the basic steps of the THIRA process. Specifically, the first edition
described a standard process for identifying community-specific threats and hazards and setting capability targets for each core capability identified in
the National Preparedness Goal as required in Presidential Policy Directive (PPD) 8: National Preparedness.

Things to know about this unit:

FEMA Core Capabilities can be found at: https://www.fema.gov/core-capabilities
You can learn more about FEMA's concept of whole communities at: https://www.fema.gov/whole-community

Learning Activities

Readings

Use the Capella University Library to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 4, "Expert Interviews," pages 65–74.
Chapter 6, "Risk Practice Methodology," pages 85–96.
Chapter 7, "Documentation Reviews," pages 97–104.

Use the Internet to read the following.

Ready.gov. (n.d.). Risk assessment. Retrieved from http://www.ready.gov/risk-assessment
U.S. Department of Homeland Security. (2011). Risk management fundamentals: Homeland security risk management doctrine [PDF]. Retrieved
from https://www.dhs.gov/xlibrary/assets/rma-risk-management-fundamentals.pdf

Use the Internet to browse the following resources:

U.S. Coast Guard. (n.d.). Risk-based decision-making guidelines: Volume 2 introduction to risk-based decision-making [PDF].
http://www.au.af.mil/au/awc/awcgate/uscg/rbdm_guide.pdf
U.S. Department of Homeland Security. (2010). Risk steering committee: DHS risk lexicon [PDF]. Retrieved from
https://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf

What does it mean to perform the risk assessment process efficiently and effectively? Base your responses on both your readings and your personal and
professional experience. Please support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

The initial discussion post must be made by this Thursday.

Response Guidelines

Respond to the post of one other learner by this Sunday.

https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
http://www.ready.gov/risk-assessment
https://www.dhs.gov/xlibrary/assets/rma-risk-management-fundamentals.pdf
http://www.au.af.mil/au/awc/awcgate/uscg/rbdm_guide.pdf
https://www.dhs.gov/xlibrary/assets/dhs-risk-lexicon-2010.pdf
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Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

The first step in managing risk is to identify the hazards that constitute the risk of harm to the community. For this assignment, complete the following:

Identify hazards in the community. Use NFPA 1600, Section 5.2.2.1, as a guide to determine potential community hazards.
Categorize the probability of occurrences of each hazard using the table below. Explain your categorization.
Evaluate the likelihood of occurrences of each hazard using the Probability of Occurrences table that follows. Include a rationale for your evaluation.
Assess the overall risk each hazard presents by multiplying the probability of occurrences by the severity of impacts. Prioritize the hazards based on
the overall risks using the Severity of Impacts table.

Probability of Occurrences

Frequent Likely Occasional Seldom Improbable

Occurs frequently.

Will be continuously
experienced unless
action is taken to
change occurrences.

Occurs less
frequently if process
is corrected.

Issues identified with
minimal audit activity.

Process
performances
failures evident to
trained auditors or
regulators.

Occurs sporadically.

Potential issues
discovered during
focused review.

Unlikely to occur.

Minimal issue
identification during
focused review.

Highly unlikely to
occur.

Value of multiplier: 5 Value of multiplier: 4 Value of multiplier: 3 Value of multiplier: 2 Value of multiplier: 1

Use the following table to categorize the severity of occurrences of the hazard:

Graduate Discussion Participation Scoring Guide
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Severity of Impacts

Catastrophic Critical Moderate Minor Negligible

Services stopped; no
mutual aid available.

Production delay.

Technical
miscommunications.

Security breaches.

Regulatory/compliance
violations/issues.

Severe reduction of
services, mutual aid
available, probably
needed.

Recurring violation of
safety resulting in
serious injury.

Production errors.

Security issues
requiring immediate
corrective action.

Some disruption of
service, no
requirement for
mutual
augmentation.

Production error that
may pose indirect
consequences to the
operation.

Small reduction in
services provided,
possible delay of
regular of delivery of
services.

No compliance
impact anticipated.

Production errors
are minor and
generate “areas for
improvement.”

No regulatory
compliance
violations.

No security elements
affected.

Regular level of
services provided.

Value of multiplier: 5 Value of multiplier: 4 Value of multiplier: 3 Value of multiplier: 2 Value of multiplier: 1

Submission Requirements

Written communication: Your writing should clearly identify where each grading criterion or assignment component is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 3 scholarly resources.
Length of paper: 5–7 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 points.

Writing assistance is available with the Capella Writing Center or Smarthinking, the free, online writing tutorial and review service. Read the scoring guide
for the grading criteria for this assignment.

Course Resources

Introduction

Capella University Library

APA Style and Format

NFPA 1600

Smarthinking Tutoring

Capella Writing Center

https://campustools.capella.edu/redirect.aspx?linkid=1651
http://campus.capella.edu/redirect.aspx?linkid=1540
https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-standards/detail?code=1600
https://campustools.capella.edu/redirect.aspx?linkid=1662
http://campustools.capella.edu/redirect.aspx?linkid=1541
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NFPA 1600 is an integrated disaster/emergency management and business continuity/continuity of operations system.

Discussions in the National Fire Protection Association Technical Committee on Health Care in the late 1980s led to the recommendation to the
Association Standards Council to form a separate technical committee (TC) for emergency management. NFPA 99 Health Care Facilities Code has a
chapter devoted to emergency management. The NFPA 99 Technical Committee recommended that the topic has a much wider application than health
care. The Technical Committee on Emergency Management was formed in 1991. In 1995, the new committee developed and NFPA published NFPA®

1600: Guide to Good Practices for Emergency Management.

In 1998, the TC made two important decisions:

1. NFPA 1600 would integrate business continuity (BC) and emergency management (EM) into one program because organizations need both EM and
BC, and some of the elements overlap. To achieve synergy between EM and BC, a new approach was proposed.

2. The guide would be converted from a guide to good practice to a program standard applicable to private, public, and nonprofit-sector organizations.
An entity is defined in NFPA 1600 as a macro term to apply to organizations, corporations, agencies, and so on. The document would outline what
would be included in a program that integrates disaster/emergency management and business continuity/continuity of operations, but does not direct
program implementation. It is the responsibility of the entity or authority having jurisdiction (AHJ) to specify how the program would be implemented.

In 2000, the first 1600 standard was published with the new title: NFPA 1600 Standard for Disaster/Emergency Management and Business Continuity
Programs. The new standard was an integrated EM and BC program standard. The words disaster/emergency were chosen, and reviewed during
subsequent editions to be inclusive of both domestic and international entities.

In 2016, NFPA added the term continuity of operations to the title to remind users that NFPA 1600 is applicable to private, public, and nonprofit sectors
alike. Users in the public sector use continuity of operations for initiatives to ensure continuity of critical functions during disruptive incidents. In common
usage, the word business in "business continuity" often creates some confusion related to the assumption that use is intended for commercial
enterprises.

The terrorist attacks on the United States on September 11, 2001 were a critical influence on the development of the standard. The 9/11 Commission
determined the private-sector entities in the World Trade Center needed a preparedness standard and requested that the American National Standards
Institute (ANSI) identify an existing standard. ANSI formed the Homeland Security Standards Panel, which recommended NFPA 1600 to the 9/11
Commission as meeting the need for a national standard for preparedness.

The 2004 edition of NFPA 1600 was endorsed by the 9/11 Commission Report as the national standard for private-sector preparedness for two reasons:

1. There are no national requirements for emergency preparedness in the private and nonprofits sectors, with the exceptions of certain highly regulated
industries in the private sector (such as banking and financial, health care, and transportation). Many federal government directives imply a
requirement for preparedness by the private and nonprofit sectors but there are no federal preparedness statutes.

2. The attack on the Pentagon was characterized by the 9/11 commission as an exemplary response both internally and externally. The success of the
response was attributed to improvements made after just five of the 79 passengers were rescued following the tragic Air Florida accident in 1992 in
which an insufficiently de-iced plane took off from National Airport (now Reagan National Airport), rapidly lost altitude, and struck the 14th Street
Bridge over the ice-clogged Potomac River. 

The response from most of the private-sector organizations—the majority of the tenants of the World Trade Center attacked on 9/11—led to the call for a
national standard for preparedness among the private sector.

Concurrent with the release of the 9/11 report, NFPA chose to make NFPA 1600 a free download. The decision was reaffirmed for the 2007, 2010, 2013,
and 2016 editions.

Annex A is intended to provide additional, optional information to users of the standard. An asterisk (*) following the number or letter designating a
paragraph indicates that an explanatory paragraph can be found in Annex A. For example: 1.1* Scope found on page 15005 has a corresponding
explanatory paragraph A.1.1 on page 1600-12.

Things to know about this unit:

1. This is your introduction to a unique document: NFPA 1600. It is the only document that integrates the requirements for managing emergencies while
ensuring continuity of critical parts of an organization's mission.

2. NFPA 1600 is being used as a text in all courses in the Capella emergency management curriculum.

Learning Activities
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Readings

Use your NFPA 1600 to read the following:

Pages 1600-1 to 1600-25.
Pages 1600-28 to 1600-30.

Use the Capella library and the Internet to read the following.

In your course text, Risk Management: Concepts and Guidance:
Appendix B: An Abbreviated List of Risk Sources, pages 387–396.
Appendix C: Basic Probability Concepts, pages 397–408.

Dillon, R. L., Tinsley, C. H., & Cronin, M. (2011). Why near-miss events can decrease an individual's protective response to hurricanes. Risk
Analysis: An International Journal, 31(3), 440–449.
Kulwal, M. (2016). How to identify the firm's most relevant risks [PDF]. Retrieved from http://files.site-fusion.co.uk/webfusion75339/file/issue55-
riskidentificationcanvas.pdf
National Fire Protection Association. (n.d.). The value of standards development organizations. Retrieved from http://www.nfpa.org/codes-and-
standards/standards-development-process/the-value-of-standards-development-organizations
Nicoll, S. R., & Owens, R. W. (2013). Emergency response and business continuity: The next generation in planning. Professional Safety, 58(9), 50–
55.
Sikich, G. W. (2016). Can you really calculate the probability of uncertainty? Retrieved from http://www.continuitycentral.com/index.php/news/erm-
news/1374-can-you-really-calculate-the-probability-of-uncertainty
Sikich, G. W. (2016). Risk and the limitations of knowledge. Retrieved from http://www.continuitycentral.com/feature1139.html

Why is risk management essential for each project? Base your responses on both your readings and your personal and professional experience. Please
support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

The initial discussion post must be made by this Thursday.

Response Guidelines

Respond to the post of one other learner by this Sunday.

Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines
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https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=59192157&site=ehost-live&scope=site
http://files.site-fusion.co.uk/webfusion75339/file/issue55-riskidentificationcanvas.pdf
http://www.nfpa.org/codes-and-standards/standards-development-process/the-value-of-standards-development-organizations
http://search.proquest.com.library.capella.edu/docview/1490467000?accountid=27965
http://www.continuitycentral.com/index.php/news/erm-news/1374-can-you-really-calculate-the-probability-of-uncertainty
http://www.continuitycentral.com/feature1139.html
http://campus.capella.edu/redirect.aspx?linkid=1540
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You are not required to respond to this discussion.

Introduction

A major part of organizational management is recognizing and utilizing finite resources with an awareness of their limits. Such constraints require
the prioritization of the use of resources. Vulnerability assessment is used to prioritize and maximize the effective and efficient use of resources.

Vulnerability is defined as "a measure of the propensity of an object, area, individual, group, community, country, or other entity to incur the consequences
of a hazard." (Coppolla)

Three components define a community’s vulnerability:

1. The community’s hazard profile:
The existence of a hazard to which a community is vulnerable.

2. The capacity of the emergency management systems to manage disasters:
Emergency management capabilities and capacities are shaped by need for services, which in turn is driven by vulnerability.

3. The four vulnerability profiles:
Physical: what in the built environment is physically at risk of being affected.
Social: individual, societal, political, and cultural factors that increase or decrease a population’s propensity to incur harm or damage as result

of a specific hazard.
Economic: financial means of individuals, towns, cities, communities, or nations to protect themselves from the effects of disasters.
Environmental: health and welfare of the natural environment within the area of study that either contributes to or reduces the propensity of the

affected population to incur the consequences.

Reference

Coppola, D. P. (2015). Introduction to International Disaster Management (3rd ed.). Waltham, MA: Butterworth-Heinemann.

Things to know about this unit:

1. Vulnerability analysis is often known as vulnerability assessment.  For our purposes, we will use vulnerability analysis. 
2. We must ensure that the analysis of vulnerabilities prevents inefficient use of resources.
3. "Inefficient use of resources" means the cost of achieving a goal exceeds the value added by its achievement.

Learning Activities

Readings

Use the Capella library and the Internet to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 8, "Analogy Comparisons," pages 105–114.
Chapter 10, "Delphi Technique," pages 127–134.
Chapter 11, "Brainstorming," pages 135–142.
Chapter 12, "Crawford Slip Method (CSM),"  pages 143–150.
Chapter 13, "SWOT Analysis," pages 151–158.
Chapter 14, "Checklists," pages 159–166.

Federal Emergency Management Agency.  (n.d.). Hazards Risk Management:  Scope Community Vulnerability [DOC]. Retrieved from
https://training.fema.gov/hiedu/docs/hazriskmanage/hazards%20risk%20mtmt%20-%20session%2013%20-
%20scope%20community%20vulnerability.doc

https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
https://training.fema.gov/hiedu/docs/hazriskmanage/hazards%20risk%20mtmt%20-%20session%2013%20-%20scope%20community%20vulnerability.doc
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Hassel, H. (2012). Risk and vulnerability analysis in practice: Evaluation of analyses conducted in Swedish municipalities. Natural Hazards, 63(2),
605–628.
Rossignol, N., Delvenne, P., & Turcanu, C. (2015). Rethinking vulnerability analysis and governance with emphasis on a participatory approach. Risk
Analysis: An International Journal, 35(1), 129–141.
Sikich, G. W. (2008). Transparent vulnerabilities: How we overlook the obvious, because it is too clear that it is there [PDF]. 

Optional Readings

Federal Emergency Management Agency. (n.d.). Risk and Vulnerability Assessment Resources [PDF]. Retrieved from
https://emilms.fema.gov/IS0921a/assets/Risk-VulnerabilityAssessmentResources.pdf
Vastveit, K. R., Eriksson, K., & Njå, O. (2014). Critical reflections on municipal risk and vulnerability analyses as decision support tools: The role of
regulation regimes. Environment Systems & Decisions, 34(3), 443–455.

Next week you will submit a vulnerability analysis for your selected community. To prepare for this assignment, consider areas of your selected community
that are vulnerable to the hazards you have identified. Analyze how your risk management plan and decrease those vulnerabilities. 

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

Whether an organization belongs to the private, public, or nonprofit sector, all organizations have a business. The business of a fire department
includes extinguishing fires, rescuing people from hazardous situations, and containing spills of hazardous materials. The business of a police department
includes enforcing laws, controlling crowds, and responding to emergency situations. A nonprofit or NGO may have business functions such as providing
emergency food, shelter, or clothing.

Planning for recovery from a business interruption requires a view of the aftermath of the interruptions. Organizations can prepare for the possibility of
adverse events that interrupt their operations by developing a business impact analysis (BIA).

It is important to remember that a hazard continues to be a hazard even though none of the organization’s people or property is at risk of consequences.
For example, the other drivers you encounter while operating a motor vehicle remain hazards even though you are no longer exposed.

Things to know about this unit:

1. Business impact analysis and impact analysis usually refer to the same process.

http://search.proquest.com.library.capella.edu/docview/1030119342?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=100951340&site=ehost-live&scope=site
https://atlas.capella.edu/bbcswebdav/institution/EMG/EMG7045/Course_Files/cf_sikich_transparent_vulnerabilities.pdf
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2. Critical business functions are identified to establish the order in which business functions will be restored in the aftermath of a crisis.

Learning Activities

Readings

Use the Capella library and the Internet to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 15, "Risk Breakdown Structure," pages 167–174.
Chapter 16, "Root Cause Identification and Analysis," pages 175–182.
Chapter 17, "Risk Registers/Tables," pages 183–190.
Chapter 18, "Project Templates," pages 191–198.
Chapter 19, "Assumptions Analysis," 199–206.
Chapter 20, "Decision Analysis: Expected Monetary Value," pages 207–216.
Chapter 21, "Estimating Relationships," pages 217–224.
Chapter 22, "Network Analysis (Excluding PERT)," pages 225–234.
Chapter 23, "PERT," pages 235–244.

Bandyopadhyay, K. (2001). The role of business impact analysis and testing in disaster recovery planning by health maintenance
organizations. Hospital Topics, 79(1), 16–22.
Ee, H. (2014). Business continuity 2014: From traditional to integrated business continuity management. Journal of Business Continuity &
Emergency Planning, 8(2), 102–105.
Hall, T. L. (n.d.). Business impact analysis and risk assessment can help you prepare. Retrieved from
http://www.bankingsmartsolutions.com/2015/03/business-impact-analysis-and-risk-assessment-can-help-you-prepare-2/
Ready.gov. (n.d.). Business impact analysis. Retrieved from https://www.ready.gov/business-impact-analysis
Sikdar, P. (2011). Alternate approaches to business impact analysis. Information Security Journal: A Global Perspective, 20(3), 128–134.

Is a business impact analysis appropriate for the public sector? Base your responses on both your readings and your personal and professional
experience. Please support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

Make your initial discussion post by Thursday of this week.

Response Guidelines

Respond to the post of one other learner by this Sunday.

Course Resources

Graduate Discussion Participation Scoring Guide

APA Style and Format
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https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
http://search.proquest.com.library.capella.edu/docview/214585922?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=100179993&site=ehost-live&scope=site
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u06a1 - Vulnerability Analysis

u06d2 - Unit 6 Summary

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

For our purposes, vulnerability is defined as "a measure of the propensity of an object, area, individual, group, community, country, or other entity to incur
the consequences of a hazard." (Coppola, 2015, p. 33).

For this assignment, please complete the following:

Summarize the community’s hazard profile using the hazards identified in your Unit 3 assignment.
Analyze the capability of the community’s emergency management systems to cope with identified hazards, fleshing out what you started in your Unit
1 assignment.
Analyze the vulnerability profiles—physical, social, economic, and environmental—for your selected community.
Qualitatively estimate the vulnerability rating for each of the four profiles. Provide a rationale for your estimates.

For this course, we will use a simple, estimated qualitative approach to predicting the vulnerability. Please be aware that FEMA has provided resources
and training for the analysis of vulnerability. If you are tasked with planning and managing a vulnerability analysis in a work environment, it is strongly
recommended that you seek further training. FEMA provides details in the HAZUS program.

Three components define the vulnerability of a community:

1. The community’s hazard profile, which you determined in Unit 3:
The existence of a hazard creates vulnerability.

2. The capability of the community’s emergency management systems to manage disasters, which you determined in Unit 1:
Emergency management capabilities and capacities are shaped by a society's need for their services, primarily a factor of vulnerability.

3. The four vulnerability profiles:
Physical: what in the built environment is physically at risk of being affected.
Social: individual, societal, political, and cultural factors that increase or decrease a population’s propensity to incur harm or damage

resulting from a specific hazard.
Economic: financial means of individuals, towns, cities, communities, or nations to protect themselves from the effects of disasters.
Environmental: health and welfare of the natural environment within the area of study that either contributes to or reduces the propensity of

the affected population to incur the consequences.

Use the following categories to estimate the vulnerability rating for each of the four vulnerability profiles in your selected community.

Very High: One or more major weaknesses that make the asset extremely susceptible to an aggressor or hazard have been identified .
High: One or more significant weaknesses that make the asset highly susceptible to an aggressor or hazard have been identified.
Medium High: An important weakness that makes the asset very susceptible to an aggressor or hazard has been identified.
Medium: A weakness that makes the asset fairly susceptible to an aggressor or hazard has been identified.
Medium Low: A weakness that makes the asset somewhat susceptible to an aggressor or hazard has been identified.
Low: A minor weakness that slightly increases the susceptibility of the asset to an aggressor or hazard has been identified.
Very Low: No weaknesses exist.

Reference

Coppola, D. P. (2015). Introduction to International Disaster Management (3rd ed.). Waltham, MA: Butterworth-Heinemann.

Submission Requirements
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Unit 7   Stakeholders in Your Risk Management Process

u07s1 - Studies

Written communication: Your writing should clearly identify where each grading criterion or assignment element is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 3 scholarly resources.
Length of paper: 5–7 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 points.

Writing assistance is available via the Capella Writing Center or Smarthinking, the free, online writing tutorial and review service. Read the scoring guide
for the grading criteria for this assignment.

Course Resources

Introduction

Stakeholders are people who have—or think they have—a personal interest in the outcome of a policy, procedure, or plan. Stakeholders are important to
public, private, and nonprofit organizations, and identification can be very problematic. It is recommended the approval of a stakeholder be the
responsibility of the board of directors (private and nonprofit sector) or the city or town council or upper management in the case of public-sector
organizations.

An additional concern when identifying and vetting stakeholders is the issue of access to classified information, reinforcing the importance of high-level
involvement in the process.

Things to know about this unit:

1. Stakeholder identification and integration can be very problematic for an organization.
2. Identification of and approval of stakeholders should be a function of upper-level management or leadership.
3. No matter how careful the selection process, some people are not going to agree on stakeholder choices.

Learning Activities

Readings

Use the Capella library and the Internet to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 24, "Other Diagramming Techniques," pages 245–254.
Chapter 25, "Rating Schemes," pages 255–266.
Chapter 26, "Urgency Assessment," pages 267–274.
Chapter 27, "Futures Thinking," pages 275–282.

Capella University Library

APA Style and Format

Smarthinking Tutoring

Capella Writing Center
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u07d1 - Identifying Stakeholders

u07d2 - Unit 7 Summary

u07s2 - Assignment Preparation

Chapter 28, "Risk Modeling," pages 283–294.

Federal Emergency Management Agency. (n.d.). Emergency management stakeholders [DOC]. Retrieved from
https://training.fema.gov/hiedu/docs/fem/chapter%202%20-%20emergency%20stakeholders.doc
Federal Emergency Management Agency. (n.d.). Planning stakeholders example from Havering, UK [DOC]. Retrieved
fromhttps://training.fema.gov/hiedu/docs/cem/comparative%20em%20-%20session%2018%20-%20handout%202.doc
Federal Emergency Management Agency. (n.d.). Stakeholders and their roles in recovery [PDF]. Retrieved
fromhttps://training.fema.gov/emiweb/downloads/hdr/session%204%20powerpoint.pdf

Which stakeholders should be invited to participate in a community risk assessment and development of a risk management plan? Use the community
you selected for your course project for this discussion. Base your responses on both your readings and your personal and professional experience.
Please support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

Make your initial discussion post by this Thursday.

Response Guidelines

Respond to the post of one other learner by Sunday of the current week.

Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

Next week you will submit an impact analysis of your selected community. To prepare for this assignment, determine the potential impacts that hazards
and vulnerabilities might have on the community and how you can mitigate them.

Graduate Discussion Participation Scoring Guide

APA Style and Format

Creating Strong Discussion Posts
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Unit 8   Risk Treatments

u08s1 - Studies

Introduction

Risk is a part of life. It is safe to guess that most of your “risk management” activities are done automatically. When we get into a car, it is unlikely that we
review a "hazard checklist" before traveling. The reason we do not formalize the management of risk in operating a motor vehicle is because we have a
history of successful risk management.

To help you learn about risk management, let us continue the example of risk management while driving:

We can avoid the risk by completely avoiding travel on streets and highways. We have managed the risk presented by other drivers and their
vehicles by avoiding all exposure to the hazard.
Most states require motor vehicle insurance. This is an example of risk transference. Consequences of a motor vehicle accident often involve
property damage. Depending upon the level of coverage and the deductible, out-of-pocket expenses are covered by transferring or sharing the risk.
Even if you obey all motor vehicle regulations, you may still be involved in an accident because of improper operations of a vehicle. You will
experience some consequences but you have mitigated the risk with defensive driving. 
Implicit with operating a motor vehicle is acceptance of the risk that other drivers pose to you and your vehicle.

Things to know about this unit:

1. There are different kinds of risk treatments. We will use risk avoidance, risk transference, risk mitigation, and risk acceptance.
2. Rarely is the choice of risk treatment singular in nature. Rather, risk treatments are usually a combination of two or more of these treatments.
3. Risk acceptance must be based on retaining the risk through informed decision. (ISO 31000). The operative word here is informed—this is the key

learning concept in this course.
4. Most of this course is focused on avoiding or minimizing the effect of negative consequences caused directly or indirectly by the risk exposure to the

hazard.
5. Some risk management focuses on positive consequences. The stock market is based on the management of both and positive and negative

consequences. Anticipating positive consequences of risk exposure is sometimes called speculative risk.

Learning Activities

Readings

Use the Capella library to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 3, "The Risk Management Structure," pages 48–51.
Chapter 29, "Sensitivity Analysis," pages 295–302.
Chapter 30, "Monte Carlo Simulations," pages 303–314.
Chapter 31, "Risk Factors," pages 315–320.
Chapter 32, "Risk Response Matrix/Pugh Matrix," pages 321–330.
Chapter 33, "Performance Tracking and Technical Performance Measurement," pages 331–346.
Chapter 34, "Risk Reviews and Audits," pages 347–354.
Chapter 35, "Other Common Techniques," pages 355—360.

Kull, D., Mechler, R., & Hochrainer-Stigler, S. (2013). Probabilistic cost-benefit analysis of disaster risk management in a development
context. Disasters, 37(3), 374–400.

Optional Reading

Borowsky, P., & Delone, G. (2014). Risk and threat perception: A pilot's perspective on airline security. Journal of Airport Management, 8(4), 373–
387.

https://ebookcentral-proquest-com.library.capella.edu/lib/capella/detail.action?docID=1732145
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=88105870&site=ehost-live&scope=site
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=tsh&AN=99308017&site=ehost-live&scope=site


/

u08d1 - Organizational Prerequisites

u08d2 - Unit 8 Summary

u08a1 - Impact Analysis and Risk Treatments

What prerequisites do you consider necessary for knowledgeable risk acceptance in an organization? Base your responses on both your readings and
your personal and professional experience. Please support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

The initial discussion post must be made by Thursday of this week.

Response Guidelines

Respond to the post of one other learner by this Sunday.

Course Resources

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

In this assignment, you will compile your previous assignments and what you have learned in the last two units into an impact analysis. You will also begin
to define treatments to respond to identified risks. Complete the following:

Describe sources of information you would use to perform an impact analysis. Note that you may not have access to all of these sources in your
selected community.
Identify perceived obstacles to an effective impact analysis.
Identify a team of potential stakeholders with whom you would work to complete the impact analysis. Note that you are not required to meet with this
team for this project.
Create an impact analysis identifying all potential consequences and impacts of identified risks based on the information you gathered about your
selected community.
List potential risk treatments and costs in qualitative terms for each risk in order of impact:

Risk Avoidance.
Risk Transference.
Risk Mitigation.
Risk Acceptance.

Graduate Discussion Participation Scoring Guide

APA Style and Format

Creating Strong Discussion Posts
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Unit 9   Structure of the Risk Management Plan

u09s1 - Studies

Submission Requirements

Written communication: Your writing should clearly identify where each grading criterion or part of the assignment is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 3 scholarly resources.
Length of paper: 5–7 typed, double-spaced pages, not including the title page and references.
Font and font size: Times New Roman, 12 points.

Remember, writing assistance is available via the Capella Writing Center and Smarthinking, the free, online writing tutorial and review service. Read the
scoring guide for the grading criteria for this assignment.

Course Resources

Introduction

The risk management plan will identify how the organization will manage risk, and should be approved by top-level management (private and nonprofit)
and leadership (public sector).

Involving stakeholders, if feasible based on the sensitivity of the material and processes, is a way to gain buy-in. The effectiveness and efficiency of the
process involving stakeholders is directly related to preparation for the development of the risk management plan.

As the risk of hazard exposure becomes more damaging, the more the risk management plan will receive public scrutiny.

Things to know about this unit:

1. The risk management plan should describe the system used by the entity to reduce the effect of uncertainty on the effective and efficient achievement
of the goals articulated in the mission and vision statement.

2. The risk management plan we are discussing should not be confused with the federal statute under Section 112 of the Clean Air Act Section.
3. The purpose of this unit is to provide final guidance for the preparation of assignment u10a1.

Learning Activities

Readings

Use the Capella library and the Internet to read the following:

In your course text, Risk Management: Concepts and Guidance:
Chapter 5, "Planning Meetings: The Risk Management Plan," pages 75–84.
Chapter 9, "Plan Evaluation," pages 115–126.

Capella University Library

Smarthinking Tutoring

APA Style and Format

Capella Writing Center
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u09s2 - Assignment Preparation

u09d1 - Units 9 & 10 Summaries

Unit 10   Risk Management Plan

Michel-Kerjan, E. (2015). Effective risk response needs a prepared mindset. Nature, 517(7535), 413.
Scherer, C. W., & Cho, H. (2003). A social network contagion theory of risk perception. Risk Analysis, 23(2), 261–267.
USAID. (2010). Developing a risk management plan [PDF]. Retrieved from https://www.usaid.gov/sites/default/files/documents/1864/Developing-a-
Risk-Management-Plan.pdf
Zawada, B. (2012). What is a management system? Retrieved from http://perspectives.avalution.com/2009/what-is-management-system/

Refer to these sample risk management plans for help in completing your final project:

State of Maryland: Department of Information Technology. (n.d.). Risk management plan [DOC]. Retrieved from
doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
U.S. Department of Health & Human Services: Public Health Emergency. (n.d.). Risk management plan [PDF]. Retrieved from
https://www.phe.gov/about/amcg/contracts/Documents/risk-management.pdf

Next week you will submit your final proposed risk management plan. To prepare for this assignment, begin compiling and revising your previous
assignments. 

You should also start work on your promotional PowerPoint presentation summarizing your plan for hypothetical community stakeholders:

Because the purpose of this presentation is to “sell” your plan to community stakeholders, it should be visually appealing and informative. Include
diagrams, charts, and tables as appropriate. 
Adherence to APA guidelines is required for citations only.
Include a short narrative for each slide in the Slide Notes.
Length: 8–10 slides.

Refer to Guidelines for Effective PowerPoint Presentations for design tips.

At the completion of this unit, your instructor will post a summary of key points from the week's concepts and topics.

Response Guidelines

You are not required to respond to this discussion.

Introduction

The purpose of this course is teaching various techniques to support effective, efficient risk management programming. Although some learners may
choose to pursue a PhD in Emergency Management or a Doctor of Emergency Management, many learners will not study another course on risk
management as part of the Capella curriculum.

The course project is intended to provide you the opportunity to develop competence in writing a risk management plan.

http://search.proquest.com.library.capella.edu/docview/1649800288?accountid=27965
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=9614883&site=ehost-live&scope=site
http://www.usaid.gov/sites/default/files/documents/1864/Developing-a-Risk-Management-Plan.pdf
http://perspectives.avalution.com/2009/what-is-management-system/
https://atlas.capella.edu/doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
https://www.phe.gov/about/amcg/contracts/Documents/risk-management.pdf
http://campustools.capella.edu/redirect.aspx?linkid=3639
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u10s1 - Studies

u10d1 - Goal of Risk Management

u10a1 - Community Risk Management Plan

PSL Program Journey

Click PSL Program Journey to review this useful resource.

Things to know about this unit:

1. The course project allows practice in developing a risk assessment for community (public sector).
2. The approach used to perform a risk assessment for the public, private, and nonprofit sectors are similar.

Course Resources

Learning Activities

Readings

Use the Internet to read the following.

Coleman, T. S. (2012). A practical guide to risk management (a summary) [PDF]. Retrieved from
https://www.cfainstitute.org/learning/products/publications/contributed/riskmanagement/Documents/rf_summary_practical_guide_risk_management.pdf

What is the ultimate goal of risk management? Base your responses on both your readings and your personal and professional experience. Please
support your ideas with recent, scholarly sources that are properly cited and referenced in APA style.

Make your initial discussion post by Thursday.

Response Guidelines

Respond to the post of one other learner.

Course Resources

PSL Program Journey

Graduate Discussion Participation Scoring Guide

APA Style and Format

Creating Strong Discussion Posts
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Your final project is a compilation of your previous assignments revised with the help of instructor feedback. Please read the project overview for a full
description. Your paper should contain the following sections:

Introduction.
Community Information.
Hazards Identification and Evaluation.
Vulnerability Assessment.
Business Impact Analysis.
Risk Treatments. 

Your final project paper should also meet the following requirements:

Written communication: Your writing should clearly identify where each grading criterion or part of the assignment is addressed. Your points are
required to be logical, substantive, and relevant based on the evidence presented. The writing must be free of errors that detract from the overall
message.
APA Guidelines: Resources and citations are formatted according to current APA style and formatting. When appropriate, use APA-formatted
headings.
Resources: A minimum of 6 scholarly resources.
Length of paper: 15–20 typed, double-spaced pages including revised assignments from Units 3 and 6, not including the title page and
references.
Font and font size: Times New Roman, 12 points.

In addition, you will include a promotional PowerPoint presentation summarizing your plan for hypothetical community stakeholders:

Because the purpose of this presentation is to “sell” your plan to community stakeholders, it should be visually appealing and informative. Include
diagrams, charts, and tables as appropriate. Refer to Guidelines for Effective PowerPoint Presentations [PPTX] linked in Resources.
Adherence to APA guidelines is required for citations only.
Include a short narrative for each slide in the Slide Notes.
Length: 8–10 slides.

Writing assistance is available via the Capella Writing Center or Smarthinking, the free, online writing tutorial and review service. Review the scoring
guide for the grading criteria for this assignment.

Course Resources

Capella University Library

Smarthinking Tutoring

Guidelines for Effective PowerPoint Presentations [PPTX]

Capella Writing Center

APA Style and Format
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