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Syllabus

Course Overview

IAS5310 is an introduction to health care information assurance and security for the information technology
professional. This course provides a broad overview of the health care environment, from regulation to
technology implementation. Learners will actively engage in the design of a health care information technology
implementation, applying legal knowledge, technical acumen, and project management skills. This course will
provide foundational knowledge of the laws, vocabulary, and technical aspects of the health care environment
that are relevant to the information assurance and security (IAS) professional.

Technology Resources

Capella University offers tutorials, labs, or a virtual desktop as part of this course. These resources offer
software or guided practice in performing tasks related to achieving course competencies and completing
assessments. If you require the use of assistive technology or alternative communication methods to participate
in these activities, please contact Disability Services to request accommodations.

Course Competencies

To successfully complete this course, you will be expected to:

Course Prerequisites

Analyze privacy laws and regulations related to health care, both in the United States
and internationally.

1

Explain basic health care terminology.2

Identify sources of health care data.3

Analyze health information management systems.4

Interact professionally with internal and external stakeholders.5

Preview: IAS5310 : Health Care Environment

http://campustools.capella.edu/redirect.aspx?linkid=1625


Prerequisite(s): For MS in Information Assurance and Security learners only.
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Syllabus  Course Materials

Required

The materials listed below are required to complete the learning activities in this course.

Library

The following required readings are provided in the Capella University Library or linked directly in this course. To
find specific readings by journal or book title, use Journal and Book Locator. Refer to the Journal and Book
Locator library guide to learn how to use this tool.

Fourie, I. (2000). The information systems development life cycle: A first course in information systems.
Electronic Library, 18(1), 70–71.
Pascot, D., Bouslama, F., & Mellouli, S. (2011). Architecturing large integrated complex information
systems: An application to healthcare. Knowledge and Information Systems, 27(1), 115–140.
Rice, J., & Perry, F. (2012). Electronic health records: Strategies for long-term success. (pp. 139–166).
Chicago, IL: ACHE Management Series.
Rosenfeld, K. (2006). What is application-attached storage costing your facility? Health Management
Technology, 27(8), 22–25.
Simpson, K. R., Lyndon, A., Wilson, J., & Ruhl, C. (2012). Nurses' perceptions of critical issues requiring
consideration in the development of guidelines for professional registered nurse staffing for perinatal units.

http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
http://search.proquest.com.library.capella.edu/docview/218251923?accountid=27965
http://search.proquest.com.library.capella.edu/docview/858708477?accountid=27965
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10921553
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=ccm&AN=106136529&site=ehost-live&scope=site
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=ccm&AN=104477589&site=ehost-live&scope=site
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Journal of Obstetric, Gynecologic, & Neonatal Nursing, 41(4), 474–482. doi:10.1111/j.1552-
6909.2012.01383.x
Urhuogo, I., Vann, V., & Chandan, H. C. (2013). Global information systems innovation: Healthcare digital
records. Journal of Business Studies Quarterly, 4(3), 1–12.
Wager, K. A., Lee, F. W., & Glaser, J. P. (2013). Health care information systems: A practical approach
for health care management. Somerset, NJ: John Wiley & Sons.

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some
may no longer be valid. If you cannot access a specific link, contact your instructor for an alternative URL.
Permissions for the following links have been either granted or deemed appropriate for educational use at the
time of course publication.

AHIMA. (n.d.). Retrieved from http://www.ahima.org/
Driscoll Children's Hospital. (n.d.). About Us. Retrieved from http://www.driscollchildrens.org/about-us
eHEALTH. (n.d.). VistA. Retrieved from http://www.ehealth.va.gov/VistA.asp
eHEALTH. (n.d.). What is VistA? Retrieved from http://www.ehealth.va.gov/VistA.asp
HealthIT.gov. (2011). Vendor meaningful use compare tool. Retrieved from
https://www.healthit.gov/providers-professionals/implementation-resources/vendor-meaningful-use-
compare-tool
HealthIT.gov. (2014). How to implement EHRs. Retrieved from https://www.healthit.gov/providers-
professionals/ehr-implementation-steps/step-1-assess-your-practice-readiness
HHS.gov. (n.d). Guidance on risk analysis. Retrieved from http://www.hhs.gov/hipaa/for-
professionals/security/guidance/guidance-risk-analysis/index.html
HIMSS. (n.d.). HIMSS EHR Association. Retrieved from http://www.himssehra.org/ASP/index.asp
openEHR. (n.d.). Retrieved from http://openehr.org/home
U.S. Department of Veterans Affairs. (n.d.). Infrastructure Section. Retrieved from
http://www.va.gov/vdl/section.asp?secid=2
U.S. Department of Veterans Affairs. (n.d.). VistA Imaging Overview. Retrieved from
http://www.va.gov/health/imaging/overview.asp

Suggested

The following materials are recommended to provide you with a better understanding of the topics in this course.
These materials are not required to complete the course, but they are aligned to course activities and
assessments and are highly recommended for your use.

Optional

http://search.proquest.com.library.capella.edu/docview/1450019639?accountid=27965
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
http://www.ahima.org/
http://www.driscollchildrens.org/about-us
http://www.ehealth.va.gov/VistA.asp
http://www.ehealth.va.gov/VistA.asp
https://www.healthit.gov/providers-professionals/implementation-resources/vendor-meaningful-use-compare-tool
https://www.healthit.gov/providers-professionals/ehr-implementation-steps/step-1-assess-your-practice-readiness
http://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
http://www.himssehra.org/ASP/index.asp
http://openehr.org/home
http://www.va.gov/vdl/section.asp?secid=2
http://www.va.gov/health/imaging/overview.asp
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The following optional materials are offered to provide you with a better understanding of the topics in this
course. These materials are not required to complete the course.

Projects

Project  Project Charter for a Health Care Information Technology Implementation

Project Overview

The assignments in Units 1–6 of this course are part of a course project based on a project scenario. The
scenario imagines a health care information technology implementation in Driscoll Children's Hospital (DCH), a
clinic and hospital system in South Texas. A summary of the health care system characteristics appears in this
project description. Learners will also seek additional resources through research as the course progresses.

The project is titled Project Charter for a Health Care IT Implementation. Before beginning this project, learners
should review the Sample Project Charter on page 653 in Appendix B of the textbook Health Care Information
Systems: A Practical Approach for Health Care Management. The Project Charter will serve as a model for the
course project.

Scenario

DCH was established by Clara Driscoll in 1953 with funds derived from oil and gas exploration. Today it is the
largest nonprofit health care provider in South Texas and one of the oldest and most respected health care
facilities specializing in children's medicine.

The system's area of coverage includes the lower one-third of the state, consisting of more than 20 counties
spread across hundreds of miles of sparsely populated countryside that is dominated by oil and gas, ranching,
and farming economies. Satellite clinics are located in small and medium size towns throughout the area that
include Laredo, Victoria, Harlingen, and the lower Rio Grande Valley (LRGV) located along the border between
the United States and Mexico. The area has historically suffered above normal rates of medical issues attributed
to poverty.

The main campus and headquarters of DCH are located in Corpus Christi, Texas, a medium size city
(Population: 400,000, Metropolitan Statistical Area, 2014) located approximately 20 miles from the Gulf of
Mexico. While Corpus Christi is nominally protected from hurricanes by Padre Island, one major concern with
any IT infrastructure in South Texas is the prevalence of hurricanes and tropical storms along the Texas coast.

San Antonio, a large metropolitan area (Population: 2,000,000, Metropolitan Statistical Area, 2014) 140 miles
north of Corpus Christi, has a robust IT infrastructure and technology workforce. Rackspace, Inc., a large cloud
storage and networking company, is located in San Antonio along with the NSA-certified National Center of
Academic Excellence in Information Assurance/Cyber Defense at the University of Texas at San Antonio
Department of Computer Science.
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Unit 1   Introduction to the Health Care Environment

VistA Implementation Project

The goal of the course project is to create a Project Charter that will describe the implementation plan for an
electronic health information system. The Veterans Health Information Systems and Technology Architecture
(VistA), built by the U.S. Department of Veterans Affairs, will be the basis of the system. The VistA system
consists of two major applications: an office practice application for each of the satellite clinics and a main
hospital-based application located at the Corpus Christi headquarters where the DCH Management Information
Technology Department infrastructure is located.

Project Charter Target Audience

The final project report targets two distinct audiences: upper level health care executives not in IT and
prospective bidders to provide software integration services in the form of a Request for Proposal (RFP). In
order to meet the needs of both groups you will be combining a good narrative with useful graphics to
communicate the background information and technical details.

Written communication: Written communication is free of errors that detract from the overall message.
References: Resources and citations are formatted according to current  APA style and format
guidelines.
Format:  Each assignment paper includes a title page and a reference page.
Number of resources: Minimum number of resources as dictated by individual assignment instructions.
Length: Indicated by individual assignment instructions.
Font and font size: Times New Roman, 12 point.

Introduction

http://campustools.capella.edu/redirect.aspx?linkid=1540
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u01s1 - Studies

In Unit 1 you will discover the rules and regulations that dictate the use of electronic medical records systems.
You will learn the terminology of the industry and get an introduction to the federal laws that regulate it. You will
also study the components of health care information, including the industry standards that define the patient
record schema.

Learning Activities

Unit 1 Vocabulary

Transcript

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Chapter 1, "Introduction to Health Care Information," pages 3–47. This chapter introduces the types of
health care information, including internal and external data, generated in health care organizations and
interactions.

Pay special attention to the sections on the Health Insurance Portability and Accountability Act
(HIPAA), National Health Information Technology (NHIT) definitions, and Joint Commission
definitions. Ask yourself how these laws and organizations control what goes into a health care data
management system such as the Veterans Health Information Systems and Technology Architecture
(VistA).

Internet Search

Visit the U.S. Department of Veterans Affairs What is VistA? Web page and complete the following:

 View the video overview of the VistA Electronic Healthcare Records (EHR) software to gain a
fundamental understanding of its history.
 Read the VistA Imaging Overview Web page to discover the features of its imaging system.
 Familiarize yourself with the VistA Infrastructure Section so that you are aware of all of VistA's interfaces
and extensions.

Visit the HIMSS EHR Association Web page and explore the EHR code of conduct.

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-1/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-1/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('//media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-1/transcript.html','650', '500')
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
http://www.ehealth.va.gov/VistA.asp
http://www.va.gov/health/imaging/overview.asp
http://www.va.gov/vdl/section.asp?secid=2
http://www.himssehra.org/ASP/index.asp
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u01s2 - Course Project--Getting Started

u01s3 - Microsoft Resources

Media

Click Unit 1 Vocabulary to launch the interactive media piece. The flashcards are based on major concepts
and terminologies from the Unit 1 readings and activities. The acronym usages are specific to this field and
whenever possible, try to activate this knowledge in discussions and assignments to reflect and reinforce your
acquisition of the terms.

Resources

Course Resources

This course includes a project for which you will complete and submit assignments during Units 1–6. The project
requirements and background scenario are described in the project description in the syllabus.

Please read the project description in order to prepare for the assignment in this unit. The underlying
technological, geographic, and patient care conditions described in the scenario are important to consider as
you research and complete your assignment. Also, in your textbook Health Care Information Systems: A
Practical Approach for Health Care Management, you should familiarize yourself with the Sample Project
Charter in Appendix B on page 653. The Project Charter will serve as a model for your course project.

In addition, visit the DCH About Us Web page. Focus on the locations and services and familiarize yourself with
the organization, its goals, geography, and clientele.

Resources

Using Microsoft Software

Throughout this course, you will be using various products from Microsoft Office. If you need to brush up on using
the software or improve your skills, please see the iGuide: Microsoft Office Software Web page, which will
provide links to tutorials and tip sheets.

Unit 1 Vocabulary

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch%26assetid=_ss_book:58155
http://www.driscollchildrens.org/about-us
http://campustools.capella.edu/redirect.aspx?linkid=2975
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u01a1 - Business Requirements and Vision

Resources

Overview

Every project starts with a charter. The charter is the originating document used to start the process of planning
and implementing a project within an organization. The project charter is somewhat analogous with a country's
constitution. The charter lays out the basic plan for a project and provides guidelines that will direct the overall
implementation of the project.

The charter will be further refined by the project manager after the project begins, but its first role is to give the
project a starting point that can be easily understood by nontechnical managers and the external stakeholders
that will be impacted by the project.

For this first assignment you will begin the charter document with two sections: a Business Requirements
Statement and a Vision Statement. These sections will provide a brief description of DCH that includes its
goals, customers, history, mission, purpose, and geographical information.

Your Business Requirements Statement and a Vision Statement will also describe the business need for the
project and establish expectations among the project stakeholders. You will analyze the organizational context
for an EHR implementation by considering the specific characteristics of DCH along with the risks and
limitations inherent in a health care IT (HIT) implementation project.  

Instructions

Write a Business Requirements Statement and a Vision Statement for your Project Charter that envisions a HIT
implementation for DCH using VistA. Your readings about health care regulation, DCH, and VistA software will
influence your understanding of the organizational setting for the project, as well as the benefits, risks, and
limitations of such a project.

Note: Review the Sample Project Charter in Appendix B on page 653 in Wager's Health Care Information
Systems: A Practical Approach for Health Care Management, which will be the model for the course project.

Your Business Requirements Statement should include the following:

Background: Provide a general introduction to each organization so the reader is informed about the
necessary facts about the company in order to understand the setting for the project (no more than one
page).
Project Overview: Briefly describe the goals of the project (one or two paragraphs).
Project Objectives: Describe the objectives of the project that will impact patient services at DCH (no more
than two paragraphs).
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u01d1 - Patient Information From Health Care Organizations

Business Risk: Outline any risks associated with the VistA implementation you have identified in your
research (no more than 3 paragraphs).

Follow these steps to complete your Vision Statement:

Research the VistA website and other Internet resources to learn the benefits of an EHR implementation.
Emphasize the benefits expected to result from implementing VistA, including improved patient service
and organization.
Highlight in bullet points the major features to be implemented.
Include a paragraph about the assumptions for the project's limitations. 
Include a paragraph that explains the external environmental factors that may impact the implementation.

Submission Requirements

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: No more than 5 double-spaced, typed pages, not including title and reference pages.
Font and font size: Times New Roman, 12 point.

Refer to the Business Requirements and Vision Scoring Guide to ensure that you meet the grading criteria for
this assignment.

Resources

Patient information is the core asset of any health care information application. The capture, storage,
transmission, and use of patient information are regulated by HIPAA. To understand health care information
technology and HIPAA, you must first understand patient information. In this discussion, you will explore the
definitions of patient information described in Chapter 1 of Health Care Information Systems: A Practical
Approach for Health Care Management.

The text describes two categories of information: internal and external.

For this discussion:

Explain the differences in purpose and content of internal and external information.
Use examples to illustrate your explanations.
Identify two data classification systems used in the United States to describe patient information.

Response Guidelines
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Unit 2   Health Care Information and Data Quality Assurance

u02s1 - Studies

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

Introduction

Unit 2 will dive deeper into building your understanding of health care information. You will explore the data
quality model created by the American Health Information Management Association (AHIMA) for defining the
attributes of quality patient data. You will also examine methods for preventing, detecting, and fixing common
errors in patient records, and investigate the challenges associated with ensuring the quality of health care
information.

Course Resources

Learning Activities

SWOT Analysis

Transcript

Graduate Discussion Participation Scoring Guide

AHIMA. (n.d.). Retrieved from http://www.ahima.org/

javascript:void(open('http://media.capella.edu/CourseMedia/MHA5026/SWOT_Analysis/interactive_wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('http://media.capella.edu/CourseMedia/MHA5026/SWOT_Analysis/interactive_wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('http://media.capella.edu/CourseMedia/MSN6516/transcript.html','650', '500')
http://www.ahima.org/
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Unit 2 Vocabulary Drag and Drop

Transcript

SWOT Analysis and Organization Summary

Transcript

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Review Chapter 1, "Introduction to Health Care Information," pages 3–47.
Pay special attention to page 28 and familiarize yourself with the Uniform Hospital Discharge Data
Set (UHDDS).

Read Chapter 2, "Health Care Data Quality," pages 49–65.

Media

Click Unit 2 Vocabulary to launch the interactive media piece. The flashcards are based on major concepts
and terminologies from the Unit 2 readings and activities. The acronym usages are specific to this field and
whenever possible, try to activate this knowledge in discussions and assignments to reflect and reinforce your
acquisition of the terms.

Click SWOT Analysis to launch the interactive media piece.

Click SWOT Analysis and Organization Summary to launch the media piece.

Resources

Course Resources

SWOT Analysis

Unit 2 Vocabulary Drag and Drop

SWOT Analysis and Organization Summary

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-2/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-2/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('//media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-2/transcript.html','650', '500')
javascript:void(open('http://media.capella.edu/CourseMedia/IAS5310/SWOT/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('http://media.capella.edu/CourseMedia/IAS5310/SWOT/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('http://media.capella.edu/CourseMedia/IAS5310/SWOT/transcript.html','650', '500')
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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u02a1 - Project Success Factors SWOT Analysis

Overview

As an IAS professional in a health care setting, your responsibility is defined by the overall health care
environment and the specific needs of the institution you serve. Health care institutions in general have many of
the same information and security needs. For this assignment, you will explore the medical and IT needs of a
specific institution, given its patient population and setting.

Your exploration will take the form of a SWOT analysis that explains the strengths, weaknesses, opportunities,
and threats facing an organization. You will analyze a health care organization in relation to the security issues it
faces in its IT implementation.

Instructions

Develop a SWOT analysis chart that outlines the security issues that should be addressed by the IT
implementation project at DCH. Keep in mind that there are both internal and external factors as part of a SWOT
analysis. Internal factors are those within the organization. External factors are outside the organization, such as
federal laws. Use the following steps to achieve a successful outcome:

Research the needs of DCH using its website and other Internet resources, such as reports produced by
DCH (internal factors).
Determine the medical, information, and technology needs of DCH based on its geographic setting and
patient population (internal factors).
Research HIPAA and the Health Information Technology for Economic and Clinical Health Act (HITECH),
which drive many medical information and related security needs (external factors).
Use the Capella SWOT media tool to prepare a document for your assignment.

Submission Requirements

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: 2–3 double-spaced, typed pages, not including title and reference pages.
Font and font size: Times New Roman, 12 point.

Refer to the Project Success Factors SWOT Analysis Scoring Guide to ensure that you meet the grading criteria
for this assignment.

Resources
 SWOT Analysis and Organization Summary |  Transcript.

 

http://media.capella.edu/CourseMedia/IAS5310/SWOT/wrapper.asp
http://media.capella.edu/CourseMedia/IAS5310/SWOT/transcript.html
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u02d1 - Data Quality Assurance

Unit 3   Privacy Laws, Professional Accreditation, and a Project Timeline

Course Resources

The quality of patient information is the paramount concern for any health care IAS administrator. Understanding
the characteristics of data quality and how best to ensure it is essential knowledge for all IAS professionals. 

For this discussion answer the following questions:

How does patient data get transformed into information and then into knowledge?
What are the negative impacts of poor quality or faulty data?
What are the components of the AHIMA Data Quality Model?

Please include two or more references, one of which may be your textbook Health Care Information Systems: A
Practical Approach for Health Care Management.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

Introduction

In Unit 1 you discovered the federal laws, regulations, and standards that both define and control the health care
information industry. In Unit 3 you will examine the history of health care laws in order to develop a broad, long-

SWOT Analysis and Organization Summary | Transcript

Graduate Discussion Participation Scoring Guide
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u03s1 - Studies

u03a1 - Project Timeline

term perspective on the evolution of these laws over the past decades. In addition, you will learn to understand
how professionals meet the requirements to work in the field by exploring the organizations that serve as
accreditation boards for both software and professionals in the industry. Finally, your assignment for this unit
asks you to apply new knowledge about the health care environment, and your knowledge of information
systems, to the project scenario. You will do this in an exploration of the budget and time constraints on a health
care information system implementation project.

Learning Activities

Unit 3 Vocabulary Flashcards

Transcript

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Chapter 3, "Health Care Information Regulations, Laws, and Standards," pages 67–99.
Chapter 4, "History and Evolution of Health Care Information Systems," pages 103–131.

Media 

Click Unit 3 Flashcards to launch the interactive media piece. The flashcards are based on major concepts
and terminologies from the Unit 3 readings and activities. The acronym usages are specific to this field and
whenever possible, try to activate this knowledge in discussions and assignments to reflect and reinforce your
acquisition of the terms.

Resources

Course Resources

Unit 3 Vocabulary Flashcards

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-3/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-3/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-3/transcript.html','650', '500')
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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Overview

Every project has two overriding factors that drive it: schedule and budget. Both factors have a tremendous
influence on how a project is managed and how the implementation team reacts at different stages of the
project. In order to plan and execute a project the first two factors that must be established are the budget and
the deadline for delivery of the finished product.

Instructions

For this project, assume you have nine months from inception to completion. In those nine months, your project
team will complete the following steps:

Needs analysis.
Stakeholder meetings.
Planning.
Project specification.
RFI/RFP creation.
EHR selection.
Vendor selection.
Application installation.
Test and launch. 

Note: Review the Sample Project Charter in Appendix B on page 653 in Health Care Information Systems: A
Practical Approach for Health Care Management, which will be the model for the course project.

Complete the following, using a standard Gantt chart:

Document the major phases of the project.
Estimate the duration for each activity leading up to the project conclusion.
Choose your own activities and milestones to include in the Gantt chart.
Keep the chart to a single page and limit the number of items to no more than 10 activities.
Refer to figure 7.4 on page 235 in Health Care Information Systems: A Practical Approach for Health
Care Management for a model of a Gantt chart.
Use Microsoft Excel to develop your chart.

Submission Requirements:

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
APA formatting: Resources and citations are formatted according to current APA style and format
guidelines.
Length: 1–2 double-spaced, typed pages, not including title and reference page.
Font and font size: Times New Roman, 12 point.

Refer to the Project Timeline Scoring Guide to ensure that you meet the grading criteria for this assignment.
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u03d1 - Legislation Controlling Health Care Information

Unit 4   Health Care Information Systems

Resources
 SWOT Analysis and Organization Summary | Transcript.

Course Resources

Just as the Family Educational Rights and Privacy Act (FERPA) controls access and conditions to your student
data stored by Capella, HIPAA controls patient information stored in HIT databases. As an IAS professional, you
must be well-acquainted with the applicable laws and regulations controlling patient information.

Briefly describe each of the following terms and differentiate them:

Licensure.
Certification.
Accreditation.

Also, identify two of the federal privacy laws impacting patient information and describe their impact on health
care information assurance and security.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

Introduction

SWOT Analysis and Organization Summary | Transcript

Graduate Discussion Participation Scoring Guide
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u04s1 - Studies

u04a1 - Vendor System Specifications

In Unit 4 you will discover the systems development life cycle for health care information technology applications
design and acquisition. The readings for this unit cover the systems acquisition process in depth, with case
studies to reinforce the learning objectives. Your assignment requires that you analyze the characteristics of EHR
software, and that your discussion centers on the steps in an acquisition process.

Learning Activities

Readings

Read the following:

Health Care Information Systems: A Practical Approach for Health Care Management:
Chapter 5, "Clinical Information Systems," pages 133–178.
Chapter 7, "System Acquisition," pages 209–240.

Fourie, I. (2000). The information systems development life cycle: A first course in information systems.
The Electronic Library, 18(1), 70–71.
Pascot, D., Bouslama, F., & Mellouli, S. (2011). Architecturing large integrated complex information
systems: An application to healthcare.   Knowledge and Information Systems, 27(1), 115–140.
Urhuogo, I., Vann, V., & Chandan, H. C. (2013). Global information systems innovation: Healthcare digital
records.  Journal of Business Studies Quarterly, 4(3), 1–12.

Resources

Overview

Privacy and security requirements for health care information, in addition to the spreading adoption of health
care information technology systems, are driving the growth of the industry that provides software and other
solutions for these needs. As a professional in the field, you must acquire knowledge of the industry, its players,
and what they provide.

In this assignment, you will examine health care software vendors with that goal in mind. You will research
recommendations for information systems adoption to clarify the qualifications vendors must have. This work will
help you understand the types of organizations active in the field.

Instructions

http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
http://search.proquest.com.library.capella.edu/docview/218251923?accountid=27965
http://search.proquest.com.library.capella.edu/docview/858708477?accountid=27965
http://search.proquest.com.library.capella.edu/docview/1450019639?accountid=27965


/

Create a Vendor System Specifications section for your Project Charter. This section is composed of two parts,
a summary of EHR system specifications from the Vendor Meaningful Use Compare Tool you will download and
a brief comparison of two pieces of EHR software based on the features identified by the Vendor Meaningful
Use Comparison Tool.

Note: Review the Sample Project Charter in Appendix B on page 653 in your textbook Health Care Information
Systems: A Practical Approach for Health Care Management, which will be the model for the course project.

To create the first part of your assignment:

Explore the guidelines at How to Implement EHRs by Healthit.gov, located in the Resources section, to
learn about Certified EHRs.
Download the Vendor Meaningful Use Compare Tool, located in the Resource section.
Read the introduction, including the description of rankings by number. Proceed to the Vendor MU
Compare spreadsheet and read about all features (1–20) and subfeatures.
Create an Excel spreadsheet in which you summarize each of the features on the Vendor Meaningful Use
Compare Tool (1–20). Taking into account each feature and its subfeatures, write a brief summary of each
feature on the Tool. This will provide you a list of EHR system specifications.

Part two of the assignment should be done after you are finished with part one:

Research two different examples of health care software. Recommended examples are Veterans Health
Information Systems and Technology Architecture (VistA) and openEHR.
Pay attention to two of the rating subfeatures from the Vendor Meaningful Use Compare Tool, numbers
13.1 and 13.5, as you research the software.
Rate each piece of software on points 13.1 and 13.5, using the rating scale explained on the Vendor
Meaningful Use Compare Tool.
Write a summary in which you explain how you ranked each piece of software and which software ranks
more highly.

Submission Requirements

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
APA formatting: Resources and citations are formatted according to current APA style and format
guidelines.
Length: 2–3 double-spaced, typed pages, not including title and reference page.
Font and font size: Times New Roman, 12 point.

Refer to the Vendor System Specifications Scoring Guide to ensure that you meet the grading criteria for this
assignment.

Resources
 How to Implement EHRs.
 openEHR.
 Vendor Meaningful Use Compare Tool. 

https://www.healthit.gov/providers-professionals/ehr-implementation-steps
http://openehr.org/home
https://www.healthit.gov/providers-professionals/implementation-resources/vendor-meaningful-use-compare-tool
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u04d1 - System Acquisition and Project Management

Unit 5   Clinical Information Systems and Project Staffing

 VistA.

Course Resources

Exhibit 7.1 on page 214 in your textbook  Health Care Information Systems: A Practical Approach for Health
Care Management lists 11 steps in the system acquisition process. Select two of these steps, one from the first
six items listed and one from the last five items listed.  Discuss each of the steps you choose in one or two
paragraphs. Use Health Care Information Systems: A Practical Approach for Health Care Management and
at least one other resource. In your post cover problems to avoid, recommendations to follow, or both.  

Response Guidelines

Since you and your peers are choosing discussion items independently, the posts should cover a broad
selection of the 11 items. Read the posts of your peers and respond to at least two other learners. When
responding, seek clarification, share your personal experiences that relate to their experiences, and provide
feedback.

Resources

Course Resources

Introduction

How to Implement EHRs

Vendor Meaningful Use Compare Tool

VistA

Graduate Discussion Participation Scoring Guide

http://www.ehealth.va.gov/VistA.asp
https://www.healthit.gov/providers-professionals/ehr-implementation-steps/step-1-assess-your-practice-readiness
https://www.healthit.gov/providers-professionals/implementation-resources/vendor-meaningful-use-compare-tool
http://www.ehealth.va.gov/VistA.asp
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u05s1 - Studies

u05a1 - Project Staffing Requirements

Unit 5 provides an introduction to clinical information systems with a detailed examination of the electronic health
record. You will examine computerized medical systems including common hospital-based applications. You will
determine staffing requirements for an EHR implementation. The latest in telemedicine and telehealth are
discussed along with management practices to overcome barriers to their adoption.

Learning Activities

Readings

Read the following:

Health Care Information Systems: A Practical Approach for Health Care Management:
Chapter 8, "System Implementation and Support," pages 241–270.
Chapter 12, "Organizing Information Technology Services," pages 395–436.

Rice, J., & Perry, F. (2012). Electronic health records: Strategies for long-term success (pp. 139–166).
Chicago, IL: ACHE Management Series.
Simpson, K. R., Lyndon, A., Wilson, J., & Ruhl, C. (2012). Nurses' perceptions of critical issues requiring
consideration in the development of guidelines for professional registered nurse staffing for perinatal
units.  Journal of Obstetric, Gynecologic, & Neonatal Nursing, 41(4), 474–482. doi:10.1111/j.1552-
6909.2012.01383.x

Resources

Overview

Health care organizations need qualified staff to properly implement and secure health care information
systems. You have already explored the business requirements, vision, and organizational challenges related to
a health care information implementation. This assignment puts staffing requirements at center stage. Staffing
needs are determined by information technology capabilities, medical needs, and legal requirements.

Just as the legal and regulatory environment influences decisions about information systems, it shapes
organizational staffing decisions as well. By exploring the staff needed to assure an effective implementation
with adequate privacy and security assurance, you will learn about the qualifications and experience required of
professionals in your field.

Instructions

http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10921553
http://web.a.ebscohost.com.library.capella.edu/ehost/detail/detail?sid=14f8e031-8736-4991-9743-124f5a4c9c04%40sessionmgr4002&vid=0&hid=4204&bdata=JnNpdGU9ZWhvc3QtbGl2ZSZzY29wZT1zaXRl&preview=false#AN=104477589&db=ccm
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u05d1 - EHRs and HIXes

Using Appendix B in the textbook as an example of a Project Charter, create a list of Project Staffing
Requirements for this document.

Use the Sample Project Charter on page 653 in Appendix B in Health Care Information Systems: A Practical
Approach for Health Care Management to create a list of project staffing requirements for your document.
Create a list of project staff needed to meet the requirements of the planned information technology
implementation at DCH. The following steps will help to guide you in the preparation of your assignment:

Refer to the case study on pages 215–218 in your textbook Health Care Information Systems: A
Practical Approach for Health Care Management for ideas about required personnel.
Use pages 243–245, also in your textbook, for ideas about required personnel.
Refer to the DCH Web site for information on its existing personnel and any gaps.
Consider the needs specified in laws and regulations concerning health care information and the
personnel needed to secure it.
Identify key personnel as specifically as possible.
Explain your rationale for the team members you name.
Include the following vocabulary terms in your narrative. Also embed a brief explanation of each term, also
embedded in the narrative:

EHR: Electronic health record.
EMR: Electronic medical record.
HIE: Health information exchange.
PHR: Personal health record.

Note: Cite references from any resources that you use.

Submission requirements

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
APA formatting: Resources and citations are formatted according to current APA style and format
guidelines.
Length: Fewer 2 double-spaced, typed pages, not including title and reference page.
Font and font size: Times New Roman, 12 point.

 Refer to the Project Staffing Requirements Scoring Guide to ensure that you meet the grading criteria for this
assignment.

Resources
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Unit 6   Technologies, Training, and Certification Pathways

u06s1 - Studies

One of the advantages offered by EHR is the ability of organizations to share patient data, often facilitated by
Health Information Exchanges (HIX). The seamless integration of EHRs between providers allows each
organization to have the latest information on a patient with no redundancy.

Write a post in which you do the following related to EHRs and HIXes:

Discuss the regulations and standards that enable HIXes to operate.
Discuss patient protection regulations that limit access as necessary.
Address the value of HIXes in performing epidemiology studies in populations.
Include the need for precautions that protect uniquely identifiable personal health information.
Cite references to Health Care Information Systems: A Practical Approach for Health Care
Management and at least one other published resource.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

Introduction

Unit 6 focuses on the personnel typically involved in Health Information Technology (HIT) implementation and
maintenance. You will discover the critical job roles and responsibilities necessary to manage a complex EHR
application. This unit covers the relevant professional certifications and accreditations that impact the HIT
industry and the certification pathways for technicians and managers in the health care information and
assurance and security field.

Learning Activities

Graduate Discussion Participation Scoring Guide
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Unit 6 Vocabulary Drag and Drop

Transcript

Relational Databases

Transcript

Readings

Read the following:

Health Care Information Systems: A Practical Approach for Health Care Management:
Read Chapter 9, "Technologies That Support Health Care Information Systems" pages 273–316.

Rosenfeld, K. (2006). What is application-attached storage costing your facility?.  Health Management
Technology, 27(8), 22–25.

Media

Click Unit 6 Flashcards to launch the interactive media piece. The flashcards are based on major concepts
and terminologies from the Unit 6 readings and activities. The acronym usages are specific to this field and
whenever possible, try to activate this knowledge in discussions and assignments to reflect and reinforce your
acquisition of the terms.

Click Relational Databases to launch the multimedia presentation. This media piece will provide background
information for your Unit 6 discussion.

Resources

Course Resources

Unit 6 Vocabulary Drag and Drop

Relational Databases

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-6/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-6/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('//media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-6/transcript.html','650', '500')
javascript:void(open('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/relationalDatabase_OuterWrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=550, height=550, resizable=1, scrollbars=1'));
javascript:void(open('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/relationalDatabase_OuterWrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=550, height=550, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/ts2230_relationaldatabase_SVP_transcript.html','650', '500')
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
http://web.a.ebscohost.com.library.capella.edu/ehost/detail/detail?sid=b1ac0e49-fe9d-4744-a54d-4c8ee1d0df00%40sessionmgr4003&vid=0&hid=4204&bdata=JnNpdGU9ZWhvc3QtbGl2ZSZzY29wZT1zaXRl&preview=false#AN=106136529&db=ccm
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u06a1 - Project Training and Certification Pathways

Overview

Any EMR implementation is a complex and complicated undertaking. The IAS professional must address not
only the hardware and software technical issues, but must also address the personnel who operate the software.
No implementation is complete without a clear plan for end user training, education, and certification. 

Upper level management will look to your management guidance as an IAS professional to direct the career
paths of those responsible for using and maintaining the system. In this assignment, you will demonstrate your
expertise in identifying applicable certifications and career pathways for your organization's EHR/EMR
applications.  

Instructions

Create a document that presents Project Training and Certification Pathways for the Project Charter.

For your Project Training and Certification Pathways document, design a training/career pathways document for
the EMR staff, including the IT professionals in charge of the software and the end users in the organization. Use
the following steps to guide your assignment preparation:

Refer to the document on page 663 in Appendix B in Health Care Information Systems: A Practical
Approach for Health Care Management to get a brief overview of the training scope and approach.
Expand upon this minimum documentation to include applicable vendor-specific or industry-wide
certifications, accreditations, and other third-party forms of quality assurance to your customers. For
example, VistA provides its own proprietary training for customers through VA eHealth University. Is this
appropriate for your implementation? What advantages does it offer?
Answer whether aside from vendor-specific certification, what other nonprofit professional organizations
offer certification relevant to your EMR implementation? Is there outside certification you can direct or
encourage your technicians to achieve? How do you plan to build them a training/certification career path?
What can you learn about this from AHIMA? 

Provide a minimum of three distinct job descriptions that you will plan for.
Create a visual chart or graphic to document the career pathway for these three (or more) positions and
note any relevant certifications or other milestone they should achieve.
Include graphics and tables in your 3-5 page training strategy document.
Utilize a minimum of three references in the assignment.

Submission Requirements

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and reference page.
APA formatting: Resources and citations are formatted according to current APA style and format
guidelines.
Length: 3–5 double-spaced, typed pages, not including title and reference page.
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u06d1 - Database Implementation and Security

u06d2 - Course Project Reflection

Font and font size: Times New Roman, 12 point.

Refer to the Project Training and Certification Pathways Scoring Guide to ensure that you meet the grading
criteria for this assignment.

Resources
 AHIMA.
 VA eHealth University.

Course Resources

At the heart of any EHR application is a relational database management system (RDBMS), which allows for the
organized storage, retrieval, and reporting of data. Using two or more references as citations, discuss the
advantages of databases over traditional file-oriented systems. Your discussion should include a basic
explanation of standard database operations, such as storage and querying. Include a brief overview of securing
databases from unauthorized access.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

AHIMA

Graduate Discussion Participation Scoring Guide

http://www.ahima.org/
http://www.vehu.va.gov/
http://www.ahima.org/
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Unit 7   Health Care Datastructures

u07s1 - Studies

For this discussion you will submit the complete a Project Charter as a PDF for your peers to review. Make
certain your document meets the following requirements: 

Free from errors that detract from the overall message.
Includes title and a reference pages.
Includes references formatted according to APA (6th ed.) style and formatting.

Reflect on your experience in creating the document along with a brief overview of future health care technology
developments you believe will impact the industry in 5–10 years, such as cloud storage, personal mobile health
records, international health care exchanges, et cetera.

Read the posts of your peers and reply to one peer, preferably one that has not received a previous comment.
Note the similarities and differences between the learner's paper and your paper along with any strengths and
weaknesses.

Resources

Course Resources

Introduction

Unit 7 covers the datastructures that comprise the electronic medical record (EMR) applications. Before you can
implement a data security and assurance plan to protect critical patient data, you must have a thorough
understanding of the underlying datastructures. In this unit you will learn to apply the datastructures to the EMR
system through the reading, assignment, and discussion. 

Learning Activities

Graduate Discussion Participation Scoring Guide

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-7/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
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u07a1 - Datastructures

Unit 7 Vocabulary Flashcards

Transcript

Relational Databases

Transcript

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Chapter 9, "Technologies that Support the Health Care Information System," pages 273–316.

Media

Click Unit 7 Flashcards to launch the interactive media piece. The flashcards are based on major concepts
and terminologies from the Unit 7 readings and activities. The acronym usages are specific to this field and
whenever possible, try to activate this knowledge in discussions and assignments to reflect and reinforce your
acquisition of the terms.

Optional Media

Click Relational Databases to launch the multimedia presentation. This media piece will provide background
information for your Unit 7 assignment.

Resources

Course Resources

Overview

As a health care IAS professional, you need a working knowledge of electronic health care records software.
Without the secure and reliable functioning of this software, medical organizations cannot provide the care that is
needed. The software is vital to internal and external communication, record keeping, billing, and patient care.

Unit 7 Vocabulary Flashcards

javascript:void(open('https://media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-7/wrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=1000, height=700, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('//media.capella.edu/CourseMedia/IAS5310/vocabulary/unit-7/transcript.html','650', '500')
javascript:void(open('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/relationalDatabase_OuterWrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=550, height=550, resizable=1, scrollbars=1'));
javascript:void(open('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/relationalDatabase_OuterWrapper.asp', 'newWin', 'menubar=0, toolbar=0, location=0, status=0, left=0, top=0, screenX=0, screenY=0, width=550, height=550, resizable=1, scrollbars=1'));
javascript:loadPopupWithParmNoToolbar('http://media.capella.edu/CourseMedia/TS2230/relationalDatabases/SVP/ts2230_relationaldatabase_SVP_transcript.html','650', '500')
http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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u07d1 - Securing the Health Care Information Environment

Datastructures are used to organize patient and clinical data into manageable units that align with relational
database model theory. Health care records in this type of datastructure store easily in relational database
software.

From there, health care providers or information security professionals can retrieve, organize, update, report,
and secure the information. IAS professionals need to know about datastructures to implement security and
assurance policies and procedures. You will learn the internal design of these datastructures and how they are
applied to an organization's EMR/EHR. Through this experience you discover the datastructures defined in both
HIPAA and HITECH and demonstrate your ability to synthesize meaningful application of these federal
regulations.

Instructions

Complete all readings and steps in the Datastructures lab in Toolwire.

Relying on the Toolwire Introduction text and any external references noted in Toolwire needed to fill in knowledge
gaps, write your paper as described in Exercise 4 in the Toolwire Introduction.

As you complete the lab steps, choose an appropriate screen capture to support the argument you make in your
paper. Paste your screenshot into the Microsoft Word document containing your paper. Convert the whole
document to a PDF that you will submit in the courseroom.

Submission Requirements:

Written communication: Written communication is free of errors that detract from the overall message.
Format: Title page and reference page required.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: 2 pages or fewer, not including the title and reference pages.
Font and font size: Times New Roman, 12 point.

 

Resources
 Relational Databases | Transcript.

 

Course Resources

Relational Databases | Transcript
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u07v1 - Toolwire Activity

Unit 8   Management Issues in Health Care Information Systems

Protection of sensitive patient health care information is the single most important job of any professional. Select
one of the following three topics to research further:

Remote access.
Mobile computing.
Data encryption.
Wireless environment.
Cloud-based storage.

Write a post in which you examine the security issues and safeguards related to your topic.  Refer to, and cite, at
least two published resources in your post; and discuss both the benefits and risks associated with the topic.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

In units 7–10, you will use lab exercises provided via Toolwire. For each of these units, your assignment requires
you to complete introduction readings and lab steps via Toolwire. Specific assignment instructions indicate
which tasks to complete and how to choose an object to screenshot from the lab and submit with your
assignment.

Resources

Introduction

Graduate Discussion Participation Scoring Guide
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u08s1 - Studies

u08a1 - Data Quality

Unit 8 focuses on management issues for health care databases related to health care information systems.
Project management skills and techniques for managing system implementation and support are solutions to
these problems in health care information systems. The use of networks and data communications will be
examined including hardware, protocols, and application.

Learning Activities

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Chapter 11, "Security of Healthcare Information Systems," pages 241–270.

Resources

Overview

Data quality is the core of information assurance. Without quality data, the entire purpose of electronic health
care records is unobtainable. By ensuring the data is accurate, complete, and current, you will ensure the
integrity of the EHR and EMR systems. This assignment will provide you with the knowledge and skills required
to plan and prepare the guidelines and procedures to ensure the data entered into your health care information
system meets all requirements. You will also be able to critically analyze a health care application and
recommend the needed data to meet the application requirements. You will apply the correct datastructures to
implement the application and incorporate relational database design principles into the design.

Instructions

Complete all readings and steps in the Data Quality lab in Toolwire.

Relying on the Toolwire Introduction text and any other research needed to fill in knowledge gaps, write your
paper as described in Quiz #4 in the Toolwire Introduction.

In your narrative include the following vocabulary terms and provide a brief explanation of each term along with
explanations embedded in your narrative:

1. Relational Database Management System (RDBMS): software that organizes files into tables that can be
stored, accessed, and reported.

http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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u08d1 - Security through Access Controls

2. Data definition: data elements must be provided so that both current and future data users will understand
what the data mean.

3. Information: data that is accurate and timely, specific and organized for a purpose, and presented within a
context that gives it meaning and relevance, and can lead to an increase in understanding and decrease in
uncertainty.

4. Data consistency: data that represent the entity accurately over time.

As you complete the lab steps, choose an appropriate screen capture to support the argument you make in your
paper. Paste your screenshot into the Microsoft Word document containing your paper. Convert the whole
document to a PDF that you will submit in the courseroom.

Submission Requirements:

Written communication: Written communication is free of errors that detract from the overall message.
Format: Title page and reference page required.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: 2 pages or fewer, not including title and references pages.
Font and font size: Times New Roman, 12 point.

 

Resources

Describe each of the following three types of access controls:

1. User-based.
2. Role-based.
3. Context-based. 

For each of these types of controls, describe a scenario in which the control could be used to limit user access
to sensitive patient information.

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources
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u08v1 - Toolwire Activity

Unit 9   Security and Information Assurance

u09s1 - Studies

 In units 7–10, you will use lab exercises provided via Toolwire. For each of these units, your assignment requires
you to complete introduction readings and lab steps via Toolwire. Specific assignment instructions indicate
which tasks to complete and how to choose an object to screenshot from the lab and submit with your
assignment.

Resources

Introduction

Unit 9 covers the HIPAA security rules and the implementation of health care information systems. The HIPAA
rule is examined in-depth from a managerial perspective followed by a detailed description of its technical
implementation in a health care organization. Wireless security is reviewed along with Internet-based
applications. End user awareness of HIPAA and other relevant legislation through employee training programs
is critical to ensuring organizations meet their legal obligations to protect and secure patient data. Education
and training are integral to that goal.

Learning Activities

Readings

Read the following:

Health Care Information Systems: A Practical Approach for Health Care Management:
Chapter 11, "Security of Healthcare Information Systems," pages 241–270. 

Graduate Discussion Participation Scoring Guide

http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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u09a1 - Content of Electronic Health Records

u09d1 - Understanding HIPAA Security Rules

HHS.gov Web site:  Guidance on Risk Analysis. This Web page provides guidance on the HIPAA security
rule, which will be referred to in your unit assignment.

Resources

Overview

This assignment acquaints you with the data stored in EHR/EMR. It is essential that you understand the content
of patient records in order to design security policies and procedures to ensure security and accuracy.

Instructions

Complete all readings and steps in the Content of Electronic Health Records lab in Toolwire. 

Relying on the Toolwire readings and any other research needed to fill in knowledge gaps, write a paper as
described in Quiz #2 in Toolwire.

As you complete the lab steps, choose an appropriate screen capture to support the argument you make in your
paper. Paste your screenshot into the Microsoft Word document containing your paper. Convert the whole
document to a PDF that you will submit in the courseroom.

Submission Requirements:

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and a reference page.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: 2 pages or fewer, not including title and reference pages.
Font and font size: Times New Roman, 12 point.

 

Resources

http://www.hhs.gov/hipaa/for-professionals/security/guidance/guidance-risk-analysis/index.html
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u09v1 - Toolwire Activity

Unit 10   Role of the Federal Government

HIPAA is the keystone guiding our implementation and use of health care information systems. Examine the
HIPAA security rule in Chapter 11 in Health Care Information Systems: A Practical Approach for Health Care
Management and discuss its impact on health care.

You should consider the following three things in your discussion:

1. Guidelines.
2. Personnel.
3. Controls. 

Keep your post to three paragraphs (approximately one page).

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

In units 7–10, you will use lab exercises provided via Toolwire. For each of these units, your assignment requires
you to complete introduction readings and lab steps via Toolwire. Specific assignment instructions indicate
which tasks to complete and how to choose an object to screenshot from the lab and submit with your
assignment.

Resources

Introduction

Graduate Discussion Participation Scoring Guide
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u10s1 - Studies

u10a1 - Standards and Regulations

Unit 10 examines the federal organizations and regulations impacting health care information technologies. You
will review the HIPAA and HITECH acts in detail and determine their impact on patient data security and use.
For example, you will study this impact through an examination of health care information exchanges, including
their regulation, risks, and opportunities. 

Learning Activities

Readings

Read the following in Health Care Information Systems: A Practical Approach for Health Care Management:

Chapter 6, "Federal Efforts to Enhance Quality of Patient Care through the Use of Health Information
Technology," pages, 179–207.
Chapter 10, "Health Care Information System Standards," pages 317–348.

 

Resources

Overview

The role of the U.S. Federal Government in electronic health care has vastly increased since the passage of the
2010 Affordable Care Act (ACA 2010), also known as Obamacare. The ACA, along with HIPAA and HITECH,
have greatly influenced the organization and use of patient data.

It is absolutely critical that you understand the role of federal legislation and how it impacts your own
organization's HIT. In this assignment you will examine the laws that impact EHR/EMR and review how to
incorporate the specifics of each act into the design and operation of health care information technology
applications.

Instructions

Complete all readings and steps in the Standards and Regulations lab in Toolwire.

Relying on the Toolwire Introduction text and any other research needed to fill in knowledge gaps, write your
paper as described in Quiz # 3 in Toolwire.

http://site.ebrary.com.library.capella.edu/lib/capella/detail.action?docID=10734602
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u10d1 - Federal Oversight of National Health Care Information

u10v1 - Toolwire Activity

As you complete the lab steps, choose an appropriate screen capture to support the argument you make in your
paper. Paste your screenshot into the Microsoft Word document containing your paper. Convert the whole
document to a PDF that you will submit in the courseroom.

Submission Requirements:

Written communication: Written communication is free of errors that detract from the overall message.
Format: Include a title page and a reference page.
References: Resources and citations are formatted according to current APA style and format guidelines.
Length: 2 pages or fewer.
Font and font size: Times New Roman, 12 point.

 

Resources

National health care has come to the forefront with the 2010 ACA, better known as Obamacare. This massive
law includes many regulations related to HIT. Using Chapter 6 in Health Care Information Systems: A Practical
Approach for Health Care Management, and at least one other resource as citations, provide a brief overview
of the impact of federal regulations, including the Office of National Coordinator and HIX. What lessons can we
learn from past experience with these rules and regulations?

Response Guidelines

Read the posts of your peers and respond to at least two other learners. When responding, seek clarification,
share your personal experiences that relate to their experiences, and provide feedback.

Resources

Course Resources

Graduate Discussion Participation Scoring Guide




