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Syllabus

Course Overview

This course focuses on the architectural methodologies used in the design and development of computer
networks, including the physical structure of internal components of network devices and their interactions in
local area networks (LANs) and wide area networks (WANs). You will study the planning, methods, procedures,
and tools necessary to prevent vulnerabilities in networked systems and examine the procedures used to
validate and restore network services following an incident. Topics also include the management, operation, and
maintenance of networked and managed systems, linked systems, and peripherals.

Technology Resources

This Capella course offers real-world, hands-on labs provided by Practice-Labs.com. These labs offer guided
practice in performing tasks related to achieving course competencies and completing assessments. If you
require the use of assistive technology or alternative communication methods to participate in these activities,
please contact DisabilityServices@Capella.edu to request accommodations.

Course Competencies

To successfully complete this course, you will be expected to:

Course Prerequisites

Plan a strategy for designing and employing an enterprise internetworking infrastructure
to solve an organizational problem.

1

Configure complex Cisco-based network services, protocols, and wireless devices.2

Design an enterprise internetworking infrastructure using Cisco technologies, including
security infrastructure.

3

Troubleshoot advanced Cisco-based services, protocols, and devices.4

Communicate effectively and professionally.5

Preview: IT4155 : Internetworking Architectures 2

https://practice-labs.com/
mailto:DisabilityServices@Capella.edu


Prerequisite(s): Completion of or concurrent registration in IT4150.
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Syllabus  Course Materials

Required

The materials listed below are required to complete the learning activities in this course.

Integrated Materials

Many of your required books are available via the VitalSource Bookshelf link in the courseroom, located in your
Course Tools. Registered learners in a Resource Kit program can access these materials using the courseroom
link on the Friday before the course start date. Some materials are available only in hard-copy format or by using
an access code. For these materials, you will receive an email with further instructions for access. Visit the
Course Materials page on Campus for more information.

Book

Odom, W. (2017). CCNA routing and switching ICND2 200-105 official cert guide. Indianapolis, IN: Cisco
Press. ISBN: 9781587205798.

Library

The following required readings are provided in the Capella University Library or linked directly in this course. To
find specific readings by journal or book title, use Journal and Book Locator. Refer to the Journal and Book
Locator library guide to learn how to use this tool.

Skillsoft. (2018). CCENT: Discovery protocols [Video].
Skillsoft. (2018). CCENT: Functions of routing [Video].
Skillsoft. (2018). CCENT: IPv4 addressing part 1 [Video].
Skillsoft. (2018). CCENT: IPv4 addressing part 2 [Video].
Skillsoft. (2018). CCENT: IPv6 addressing [Video].
Skillsoft. (2018). CCENT: IPv6 configuration [Video].
Skillsoft. (2018). CCENT: Network components, topologies, and architectures [Video].
Skillsoft. (2018). CCENT: Port security [Video].
Skillsoft. (2018). CCENT: RIPv2 configuration [Video].

https://campus.capella.edu/course-materials/home
http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_21_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_23_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_06_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_07_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_10_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_13_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_04_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_22_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_26_enus
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Skillsoft. (2018). CCENT: Switching functions [Video].
Skillsoft. (2018). DESGN 3.0: Cisco wireless LAN requirements [Video].
Skillsoft. (2018). DESGN 3.0: Security control considerations [Video].
Skillsoft. (2018). IINS 3.0: ASA security and policies [Video].
Skillsoft. (2018). IINS 3.0: Firewall features [Video].
Skillsoft. (2018). IINS 3.0: Firewall technology [Video].
Skillsoft. (2018). IINS 3.0: Introduction to Cisco security [Video].
Skillsoft. (2018). IINS 3.0: Management plane access [Video].
Skillsoft. (2018). IINS 3.0: Network access control [Video].
Skillsoft. (2018). IINS 3.0: Network address translation [Video].
Skillsoft. (2018). IINS 3.0: SIEM technology and security terminology [Video].
Skillsoft. (2018). ROUTE 2.0: Frame relay operations [Video].
Skillsoft. (2019). DESGN 3.0: Branch network design [Video].
Skillsoft. (2019). DESGN 3.0: Design methodology [Video].
Skillsoft. (2019). DESGN 3.0: Routing protocol scalability [Video].

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some
may no longer be valid. If you cannot access a specific link, contact your instructor for an alternative URL.
Permissions for the following links have been either granted or deemed appropriate for educational use at the
time of course publication.

contactus@practice-labs.com
https://practice-labs.com/Help-support.aspx
Practice Labs. (n.d.). Retrieved from https://practice-labs.com/

Suggested

The following materials are recommended to provide you with a better understanding of the topics in this course.
These materials are not required to complete the course, but they are aligned to course activities and
assessments and are highly recommended for your use.

Optional

The following optional materials are offered to provide you with a better understanding of the topics in this
course. These materials are not required to complete the course.

Projects

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_16_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_20_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_21_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_30_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_31_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_27_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_01_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_11_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_16_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_28_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_02_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnprtv_06_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_18_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_03_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_12_enus
mailto:contactus@practice-labs.com
https://practice-labs.com/Help-support.aspx
https://practice-labs.com/
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Unit 1   Physical Network and LAN Switching

Project  Final Infrastructure Proposal

Project Overview

The course project is based upon a scenario described in the Evergreen Financial Project [PDF] document. It
comprises five weekly assignments that include:

Week 1: High-Level WAN Design.
Week 2: IP Addressing and Hardware Infrastructure Design.
Week 3: Security Infrastructure Design.
Week 4: Advanced Routing Protocol Design.
Week 5: MPLS Design and Final Infrastructure Proposal.

You will receive weekly feedback and use it to update your designs for the final project submission. This 
feedback will include an evaluation of how well you have articulated designs that are clearly and directly creating 
an effective an advanced Cisco-based WAN.

Practice Labs
You will practice actual skills associated with administering a network in Practice Lab activities. Although these 
activities do not contribute directly to completion of the assignments, they will deepen your understanding of 
these networks in ways that will help you facilitate and improve your designs.

Introduction

https://atlas.capella.edu/Course_Files/cf_evergreen_financial_project.pdf
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u01s1 - Studies

This week, you will:

Discuss network switching scenarios.
Complete three virtual labs (one is an introduction to the Practice Labs environment):
Create a high-level WAN design.

In this unit, you will explore some of the advanced concepts surrounding switching. You will also look at specific
concepts such as switch operations, forwarding techniques, VLANs, and VTP. The unit readings will focus on
troubleshooting enhanced switching.

In the labs this week, you will learn how to configure VLANs and trunking using Cisco switches. You will verify
VTP and VLAN status, associate VLANs with ports on a switch, and create a VTP management domain.

This week, you will also begin your course project by developing a scope and a diagram that depicts the
physical layout of the existing infrastructure of your organization. The Skillsoft videos in this unit will help you
become familiar with your organization and guide you in developing your project scope.

Learning Activities

Course Scenario

Review the Evergreen Financial Project [PDF] document. You will use it as a basis to complete the assignments
in this course.

Readings

Use your CCNA Routing and Switching ICND2 200-105 Official Cert Guide text to read the following:

Chapter 4, "LAN Troubleshooting."
Chapter 2, "Spanning Tree Protocol Concepts."
Chapter 1, "Implementing Ethernet Virtual LANs."

These chapters cover topics surrounding advanced switch configuration. You will explore virtual LANs and virtual
trunking protocol (VTP) as these chapters provide instructions for configuring, verifying, and troubleshooting
these common enhanced switching topics.

Skillsoft Videos

View the following videos. Please note that you do not need to watch each in its entirety. Focus on areas that fill
in knowledge gaps or answer questions that you might in particular areas.

https://atlas.capella.edu/Course_Files/cf_evergreen_financial_project.pdf
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u01s2 - Software Preparation and Technology Access

Skillsoft. (2019). DESGN 3.0: Branch network design [Video].
Skillsoft. (2019). DESGN 3.0: Routing protocol scalability [Video].
Skillsoft. (2019). DESGN 3.0: Design methodology [Video].
Skillsoft. (2018). CCENT: Network components, topologies, and architectures [Video].

Optional – Microsoft Tutorials

This course gives you the option to complete assignments using Microsoft products, including Visio. Capella
University supplies optional tutorials for these software products. Go to the Microsoft Office Software page to
access these resources.

In this course, you will be using software and technology that is needed to complete designated activities and
assignments. There is no additional cost for this software and technology. Some software packages will be
made available to you at no additional cost through Capella's subscription with Microsoft, while other software
packages are available for free download through open-source licensing.

If you use a Mac, refer to Installing a Windows Virtual Environment in the Tools and Resources section of the
courseroom.

The software and technologies below are strongly recommended to support you in completing the course
objectives. If you have access to other tools that you believe may still meet course requirements or if you have
any difficulties accessing this resource or completing the related assignments, please contact your course
faculty member to discuss potential alternatives.

If you use assistive technology or any alternative communication methods to access course content, please
contact DisabilityServices@Capella.edu with any access-related questions or to request accommodations.

Microsoft Software

1. Visit Capella's Microsoft Software page for instructions on obtaining free Microsoft software.
2. Identify the version of MS Visio that is compatible with your operating system.
3. Download and install.

Practice Labs

This Capella course offers real-world, hands-on labs provided by Practice Labs in many of the units of this
course. Click the Practice Labs Orientation link in this unit to access an introductory lab.

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_18_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_12_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_03_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_04_enus
http://campustools.capella.edu/redirect.aspx?linkid=2975
https://campustools.capella.edu/redirect.aspx?linkid=4540
mailto:DisabilityServices@Capella.edu
https://campustools.capella.edu/redirect.aspx?linkid=4541
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u01d1 - Network Switching Scenarios

u01v1 - Practice Labs Orientation: Module Zero – Basics

A local company has decided to upgrade its LAN configuration from five hubs and a single router to one that
implements 10 switches. The switches the company is planning to buy have more ports than necessary to
support each segment. However, the company wants to divide its 10 departments into separate entities. The
company is planning to use routers between each switch, thereby dividing the broadcast domains between the
switches.

Address the following:

What alternative configuration would you suggest?
Do you plan to use the Spanning Tree protocol? Justify your decision.

Response Guidelines

Read the posts of your peers and respond to two (minimum), expanding on the concepts covered in their initial
post. The quantity and quality of your posts will determine the value of the group's learning experience. Provide a
substantive and appropriate response.

The minimum expectation within course discussions is to respond to at least two posts at the earliest, but it is
highly recommended that you extend the dialogue further. Responding over multiple days will help in stimulating
a lively discussion. Provide responses to your peers early if possible so that you will have more opportunity for
an in-depth interaction with your peers and the instructor.

Course Resources

This lab is designed to familiarize you with the Practice Labs platform. This is a great time to ensure that you can
access the labs without any technical difficulty.

Click the linked title heading above to access the hands-on lab.

Graduate Discussion Participation Scoring Guide
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u01v2 - Hands-On Lab: Configure and Verify Device-Monitoring Protocols

u01v3 - Hands-On Lab: Troubleshoot Network Connectivity Issues Using ICMP Echo-Based IP SLA

u01a1 - High-Level WAN Design

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

By now, you should have completed the following hands-on labs and their associated reports for submission with
this assignment:

1. Configure and Verify Device-Monitoring Protocols.
2. Troubleshoot Network Connectivity Issues Using ICMP Echo-Based IP SLA.

Note: To reach the Distinguished level for your lab-related criteria each week, you will need to describe how the
lab activities supported your assignment work. Include it in your assignment document.

Overview
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The first step creating your advanced WAN Cisco-based infrastructure is to make decisions regarding
topology and devices (including their placement) within the context of the physical characteristics of the
environment in which the WAN will operate.

Preparation

Review the Evergreen Financial Project document found in the resources.

Note: You will use this document as a basis for each course assignment. Alternately, if you decided to use a
scenario of your own, you will need to state assumptions and include descriptions that provide the details
required to reasonably design an advanced WAN. If you choose your own scenario, you must share the
details of the project with the instructor for approval.

Instructions

Important note: When asked to create designs in this course, you should carefully plan your work in the manner
of your choice. However, your designs will be communicated through your diagrams. There is no need to write a
separate textual description as these elements should be included in your design analysis.

Part 1: Design Diagram

Create an overarching design for your WAN, based upon what you learned in the labs and studies and the
information provided in your chosen scenario. Complete the following:

Diagram the physical layout of the existing infrastructure described in your chosen scenario using Visio or
other appropriate diagramming tool. It should include remote sites, data centers, office locales, et
cetera, detailed in the scenario. 
Add your initial high-level plans for integrating an advanced WAN Cisco-based infrastructure into the
physical layout depicted in the diagram. It should include:

Network topology.
Hardware devices (that is, routers, switches, servers, firewalls, et cetera) and their placement. 
A switch VLAN's topology that includes labels for all broadcast domains and appropriate models. 

Part 2: Design Analysis and Risks

Complete the following:

Write an analysis of your physical design, providing appropriate rationale for the chosen topology,
hardware choices, network segmentation, and device placement.
Describe two significant business or IT risks involved in deploying your advanced WAN Cisco-based
infrastructure design.

Briefly describe strategies for mitigating them. 

Submission Instructions
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Unit 2   IP Routing and TCP/IP

u02s1 - Studies

Submit the following:

All fully completed lab reports that document the specified configuration of Cisco devices.
A well-labeled and organized Word document with:

A description of how the lab activities supported your assignment work.
Your design diagram (pasted into the document). 
Design analysis and risk assessment (two pages).

Your work should be professionally written and free of errors, and use current APA formatting.

Course Resources

Introduction

This week, you will:

Discuss IPv6.
Complete five virtual labs.
Create an address and hardware design.

In this unit, you will be introduced to topics related to improving IP addressing and scalability using IPv6 within an
enterprise network. You will create an effectively designed network diagram, applying the hardware that was
identified in the design document you created for the Unit 1 assignment, and an effective addressing
architecture for your organization. You will also review routing protocols and be introduced to the structure of an
IPv6 address.

This unit's project will require you to apply IPv6 concepts to the physical design that you created last week. You
will also be required to calculate variable length subnet mask (VLSM) IP addressing designs to your network
and determining the appropriate classless addressing scheme using VLSM.

Learning Activities

Evergreen Financial Project [PDF]
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u02d1 - IPv6 Debate

Readings

Use your CCNA Routing and Switching ICND2 200-105 Official Cert Guide text to read the following:

Chapter 7, "Understanding OSPF Concepts."
Chapter 9, "Understanding EIGRP Concepts."
Chapter 11, "Troubleshooting IPv4 Routing Protocols."

These chapters explore topics surrounding IP routing and addressing. They analyze routes and how VLSMs are
used to design subnets and schemes. The chapters also provide instructions for converting IPv4 addresses to
IPv6 addresses and the steps to calculate IPv6 addressing schemes.

Skillsoft Tutorials

View the following videos. Please note that you do not need to watch each in its entirety. Focus on areas that fill
in knowledge gaps or answer questions that you might in particular areas.

Skillsoft. (2018). CCENT: IPv6 addressing [Video].
Skillsoft. (2018). CCENT: IPv6 configuration [Video].
Skillsoft. (2018). CCENT: IPv4 addressing part 1 [Video].
Skillsoft. (2018). CCENT: IPv4 addressing part 2 [Video].
Skillsoft. (2018). DESGN 3.0: Cisco wireless LAN requirements [Video].

In the lunchroom, you overhear John and Francine, two network administrators for HHS, having a heated
discussion about IPv6. John is insisting that "once we move to a full IPv6 network environment, there will no
longer be a need for private addressing and NAT." He claims that there will be enough addresses for each
individual in the world to own and use over 1,000 IP addresses.

Francine argues that this way of thinking is a mistake that people in the technology field have continued to make
throughout history. She claims that it is necessary to continue to conserve addresses, stating that by the time
IPv6 is implemented, each individual in the world may actually need this many IP addresses, as even our most
basic devices will then be connected to some type of network.

Address the following:

With whom do you agree? Support your statement.
What are other benefits of IPv6 addressing schemes?

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_10_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_13_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_06_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_07_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_20_enus
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u02v1 - Hands-On Lab: Configure, Verify, and Troubleshoot Single Area OSPFv2 for IPv4

u02v2 - Hands-On Lab: Configure, Verify, and Troubleshoot Single Area OSPFv3 for IPv6

u02v3 - Hands-On Lab: Configure, Verify, and Troubleshoot Multi Area OSPFv3 for IPv6

Response Guidelines

Read the posts of your peers and respond to two (minimum), expanding on the concepts covered in their initial
post. The quantity and quality of your posts will determine the value of the group's learning experience. Provide a
substantive and appropriate response.

Course Resources

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Graduate Discussion Participation Scoring Guide



/

u02v4 - Hands-On Lab: Configure and Verify EIGRP for IPv4

u02v5 - Hands-On Lab: Configure and Verify EIGRP for IPv6e and Verify EIGRP for IPv6

u02a1 - IP Addressing and Hardware Infrastructure Design

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

By now, you should have completed the following hands-on labs and their associated reports for submission with
this assignment:
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1. Configure, Verify, and Troubleshoot Single Area OSPFv2 for IPv4. 
2. Configure, Verify, and Troubleshoot Single Area OSPFv3 for IPv6. 
3. Configure, Verify, and Troubleshoot Multi Area OSPFv3 for IPv6.
4. Configure and Verify EIGRP for IPv4.
5. Configure and Verify EIGRP for IPv6.

Remember: To reach the Distinguished level for your lab-related criterion each week, you will need
to describe how the lab activities supported your assignment work. Include it in your assignment document.

Overview

The next step in your advanced WAN Cisco-based infrastructure design is to create an overall IP addressing
schema to showcase your overall LAN and WAN connectivity, the type of IP address types (IPv4 versus IPv6), IP
address classes (Class A, B, and or C), its associated subnet masks (VLSM), and hardware Infrastructure
design (WAN backbone network devices, FWs, storage, backup, and monitoring). 

Instructions

Part 1: Hardware and Addressing Design Diagram 

Create an overall IP addressing and hardware infrastructure design and depict it on the physical layout diagram
that you created in the first bullet point in the week 1 assignment. It should:

Display your IP integration points. 
Display an addressing scheme that includes labels relative to IPv6 address ranges, subnets, and VLSM
strategies.

Part 2: Design Description and Analysis

Complete the following:

Write an analysis of your addressing scheme, providing appropriate rationale for the chosen IPv6 address
ranges, subnets, and VLSM strategies. 
Explain how your design choices maintain performance, conservation, and privacy within the network.
Describe VLSM and identify its role in network addressing. 

Submission Instructions

Submit the following:

All fully completed lab reports that document the specified configuration of Cisco devices. 
A well-labeled and organized Word document with:

A description of how the lab activities supported your assignment work.
Your design diagram (pasted into the document). 
Design analysis and risk assessment (two pages).
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Unit 3   Security and Route Analysis

u03s1 - Studies

Your work should be professionally written and free of errors, and use current APA formatting.

Introduction

This week, you will:

Discuss routing protocols.
Complete two virtual labs.
Create a router design.

This unit expands on the previous section by further exploring the concepts of security infrastructure; type
firewall; access control lists (ACLs); non-routable, routed, and routing protocols; and exploring major protocols in
each category. In addition, you will learn the proper way to configure and monitor network address translation
(NAT) and port address translation (PAT) on routers. This unit presents the concepts and techniques needed to
configure static routing and default routes, along with discussions and configuration examples of NAT and PAT.

For your lab this week, you will configure and troubleshoot inside and outside NAT interfaces and enable PAT
using Cisco devices.

Your project this week will require you to create a routing topology and to identify a NAT and PAT deployment
strategy.

Learning Activities

Readings

Use your CCNA Routing and Switching ICND2 200-105 Official Cert Guide text to read the following:

Chapter 16, "Basic IPv4 Access Control Lists."
Chapter 17, "Advanced IPv4 Control Access Lists."
Chapter 18, "Quality of Service (QoS)."

These chapters cover advanced topics on ACLs and quality of service (QoS). They identify routable and non-
routable protocols and analyze route summaries.
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u03d1 - Routing Protocols

Skillsoft Tutorials

View the following videos. Please note that you do not need to watch each in its entirety. Focus on areas that fill
in knowledge gaps or answer questions that you might in particular areas.

Skillsoft. (2018). IINS 3.0: Network address translation [Video].
Skillsoft. (2018). DESGN 3.0: Security control considerations [Video].
Skillsoft. (2018). CCENT: Port security [Video].
Skillsoft. (2018). IINS 3.0: ASA security and policies [Video].
Skillsoft. (2018). IINS 3.0: Firewall technology [Video].
Skillsoft. (2018). IINS 3.0: Firewall features [Video].

AB's, an international food service, wants to implement a WAN link between its 25 plants. You have been
brought in as a consultant on the project. AB's wants to connect hosts to the Internet securely, but the hosts do
not have globally unique IP addresses and so you recognize the need to run NAT.

Discuss the following:

Provide another reason that you might need to run NAT.
Identify the benefits of NAT.
List your security recommendations that ensure proper and secure connection is established.
Identify the method of NAT you would choose to run (for example, static, dynamic, or overload). Why?

Response Guidelines

Read the posts of your peers and respond to two (minimum), expanding on the concepts covered in their initial
post. The quantity and quality of your posts will determine the value of the group's learning experience. Provide a
substantive and appropriate response.

Course Resources

Graduate Discussion Participation Scoring Guide

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_28_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccdatv_21_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_22_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_30_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_27_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_31_enus
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u03v2 - Hands-On Lab: Configure and Verify IPv4 and IPv6 Access Lists for Traffic Filtering

u03a1 - Security Infrastructure Design

u03v1 - Hands-On Lab: Configure, Verify, and Troubleshoot VLANs

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

By now you should have completed the following hands-on labs and their associated reports for submission with
this assignment:

1. Configure, Verify, and Troubleshoot VLANs.
2. Configure and Verify IPv4 and IPv6 Access Lists for Traffic Filtering.

Remember: To reach the Distinguished level for your lab-related criteria each week, you will need
to describe how the lab activities supported your assignment work. Include it in your assignment document.

Overview

The next step in your advanced WAN Cisco-based infrastructure project is to define, select, and design your
overall security infrastructure for the WAN. Overall security infrastructure design will include the type of firewalls,
security policies, security risk assessment, and the main routing and routed protocols that are relevant to the
WAN security (NAT, PAT, Open Shortest Path First (OSPF), Enhanced Interior Gateway Routing Protocol
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Unit 4   OSPF and EIGRP

(EIGRP), Border Gateway Protocol (BGP), et cetera). You will also identify and position core routers and
switches of the WAN as part of the security infrastructure.

Instructions

Expand upon your existing network design by creating a workable security infrastructure and router configuration
design that takes into account the use of firewalls, ACLs, NAT, and PAT for IP security and scalability. The design
should involve at least two separate locations within the organization. Do the following:

Part 1: Design Diagram

Create a security diagram that depicts your security infrastructure topology, and defines firewall types, router
selection, and placement. It should integrate well with the designs that you previously developed.

Part 2: Design Analysis

Complete the following:

Write an analysis of your physical security and routing and switching design, providing appropriate
rationale for the chosen topology and device placement.
Compare and contrast NAT and PAT, explaining the role that these services play within a network
infrastructure.
Describe how NAT will be implemented within your network environment to optimize security.

Submission Instructions

Submit the following:

All fully completed lab reports that document the specified configuration of Cisco devices. 
A well-labeled and organized Word document with:

A description of how the lab activities supported your assignment work.
Your design diagram (pasted into the document). 
Design analysis (two pages).

Your work should be professionally written and free of errors, and use current APA formatting.

Introduction
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u04s1 - Studies

u04d1 - Troubleshooting EIGRP

This week, you will:

Discuss network switching scenarios.
Complete three virtual labs.
Create and analyze an advanced routing protocol design for the Cisco-based infrastructure.

This unit explores exterior and interior gateway routing protocols—EIGRP and OSPF. Throughout the week, you
will be introduced to the major concepts surrounding these two protocols to prepare for next week's introduction
to WANs. You will also learn how these protocols operate and be given instructions for configuring, verifying, and
troubleshooting these on Cisco devices.

Learning Activities

Readings

Use your CCNA Routing and Switching ICND2 200-105 Official Cert Guide text to complete the following:

Chapter 8, "Implementing OSPF for IPv4."
Chapter 10, "Implementing EIGRP for IPv4."
Chapter 12, "Implementing External BGP."

These chapters offer information on implementing interior and exterior gateway protocols. You will learn to
configure, troubleshoot, and verify OSPF, BGP, and EIGRP. You will also explore the operation of these protocols
as well as neighboring processes and services.

Skillsoft Tutorials

View the following videos. Please note that you do not need to watch each in its entirety. Focus on areas that fill
in knowledge gaps or answer questions that you might in particular areas.

Skillsoft. (2018). CCENT: Discovery protocols [Video].
Skillsoft. (2018). CCENT: RIPv2 configuration [Video].
Skillsoft. (2018). CCENT: Functions of routing [Video].
Skillsoft. (2018). IINS 3.0: Management plane access [Video].
Skillsoft. (2018). CCENT: Switching functions [Video].

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_21_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_26_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_23_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_11_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccenttv_16_enus
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u04v1 - Hands-On Lab: Configure, Verify, and Troubleshoot Inter-VLAN Routing

u04v2 - Hands-On Lab: Configure and Verify PPP on WAN Interfaces

A few months into your senior network engineering position with IBM, you receive a call for help from one of your
old IT4155 classmates. It seems that they are experiencing EIGRP-related difficulty within their infrastructure and
cannot remember how to troubleshoot EIGRP issues. Your friend mentions that the dynamic routes are not being
redistributed into EIGRP.

Discuss the steps you would recommend to your old IT4155 classmate to resolve this issue.

Response Guidelines

Read the posts of your peers and respond to two (minimum), expanding on the concepts covered in their initial
post. The quantity and quality of your posts will determine the value of the group's learning experience. Provide a
substantive and appropriate response.

Course Resources

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Graduate Discussion Participation Scoring Guide
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u04v3 - Hands-On Lab: Troubleshoot Basic Layer 3 End-to-End Connectivity Issues

u04a1 - Advanced Routing Protocol Design

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

By now, you should have completed the following hands-on labs and their associated reports for submission with
this assignment:

1. Configure, Verify, and Troubleshoot Inter-VLAN Routing.
2. Configure and Verify PPP on WAN Interfaces.
3. Troubleshoot Basic Layer 3 End-to-End Connectivity Issues.

Remember: To reach the Distinguished level for your lab-related criteria each week, you will need
to describe how the lab activities supported your assignment work. Include it in your assignment document.

Overview

The next step in your advanced WAN Cisco-based infrastructure design is to follow up what you completed in
week 3 (designing your routing protocols). In this assignment, you are to continue clarifying your selection criteria
for all advanced WAN routing protocols (OSPF and EIGRP), and share why security can play a key role in
selecting a specific routing protocol. 

Instructions

Part 1: Edge Routing Diagram

Create an advanced routing protocol design for the Cisco-based infrastructure and depict it on a diagram. It
should include:
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Unit 5   Wide Area Networks

Topology:
Hardware devices and their placement.
Identification, defining, designing, and deployment plan for an advanced routing protocol such as
EIGRP and OSPF.

Part 2: Design Analysis and Implementation Plan

Complete the following:

Write an analysis of your advanced routing protocol design. Provide appropriate rationale for the chosen
topology, hardware selection, and device placement.
Compare and contrast OSPF and EIGRP, explaining the role these protocols play within a network
infrastructure.
Describe a brief high-level plan for the effective deployment of EIGRP and OSPF on the network.

Submission Instructions

Submit the following:

All fully completed lab reports that document the specified configuration of Cisco devices. 
A well-labeled and organized Word document with:

A description of how the lab activities supported your assignment work.
Your design diagram (pasted into the document). 
Design analysis and implementation plan.

Your work should be professionally written and free of errors, and use current APA formatting.

Introduction

This week, you will:

Reflection on the course on the discussion boards.
Complete three virtual labs.
Create a multiprotocol label switching (MPLS) design and compile your final WAN design. 

This week, you will be introduced to Cisco-based WAN technologies. As part of your lab experience in this
week, you will learn to apply WAN protocols, such as frame relay and PPP, and obtain an understanding of the
different components that make up a WAN infrastructure.
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u05s1 - Studies

u05d1 - Reflection

Learning Activities

Readings

Use your CCNA Routing and Switching ICND2 200-105 Official Cert Guide text to complete the following:

Chapter 13, "Implementing Point-to-Point WANs."
Chapter 14, "Private WANs with Ethernet and MPLS."
Chapter 15, "Private WANs with Internet VPN."

These chapters provide an introduction to WAN technologies. They explore the PPP and frame relay protocols
and provide instructions for configuring and verifying frame relay on Cisco devices.

Skillsoft Tutorials

View the following videos. Please note that you do not need to watch each in its entirety. Focus on areas that fill
in knowledge gaps or answer questions that you might in particular areas.

Skillsoft. (2018). IINS 3.0: Network access control [Video].
Skillsoft. (2018). IINS 3.0: SIEM technology and security terminology [Video].
Skillsoft. (2018). IINS 3.0: Introduction to Cisco security [Video].
Skillsoft. (2018). ROUTE 2.0: Frame relay operations [Video].

Address the following regarding your experience in this course:

What you have learned in this course?
How might your new knowledge benefit you in the future?
How would you rate your experience using the practice labs and exams offered in this course?

No responses are required for this discussion.

Course Resources

Graduate Discussion Participation Scoring Guide

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_16_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_02_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnastv_01_enus
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=it_ccnprtv_06_enus
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u05v1 - Hands-On Lab: Configure, Verify, and Troubleshoot Interswitch Connectivity

u05v2 - Hands-On Lab: Configure, Verify, and Troubleshoot Spanning Tree Protocols

u05v3 - Hands-On Lab: Configure and Verify PPPoE Client-Side Interfaces

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.

Read the requirements for all related course activities in this unit before completing this lab. Follow the lab
instructions carefully, as you may be required to take screen captures or produce lab-related documents as part
of graded activities. Take notes as needed as you complete the lab to help you meet all requirements.

Click the linked title heading above to access the hands-on lab.
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u05a1 - MPLS Design and Final Infrastructure Proposal

By now, you should have completed the following hands-on labs and their associated reports for submission with
this assignment:

1. Configure, Verify, and Troubleshoot Interswitch Connectivity.
2. Configure, Verify, and Troubleshoot Spanning Tree Protocols.
3. Configure and Verify PPPoE Client-Side Interfaces.

Remember: To reach the Distinguished level for your lab-related criteria each week, you will need
to describe how the lab activities supported your assignment work. Include it in your assignment document.

Overview

In this assignment, you will create MPLS deployment plan and incorporated it into a complete WAN proposal
that contains revised work from your previous assignments.

Instructions

Part 1: MPLS Deployment Plan

Design a plan for deploying a network that is based on an MPLS circuit and that correlates with stated
organizational and IT goals and the designs you created in previous assignments.

MPLS Diagram

Create a MPLS data communication design and depict it on a diagram. It should include: 

Typology.
Hardware selection and its placement.

MPLS Design Analysis

Write an analysis of your MPLS design. Provide appropriate rationale for the chosen topology, hardware
selection, and device placement.

Part 2: Final Advanced WAN Cisco-Based infrastructure design

Revise your assignments in Units 1–4 to reflect improved design, based upon your reflection and instructor
feedback, to create your final WAN proposal. The proposal should be well organized and professional and
include:

An introduction.
A table of contents
An executive summary.



Other elements as necessary, such as diagram and appendix.
The following sections (each should accurately represent the design using diagrams, and a written
analysis that is comprehensive and appropriately meets the organization needs):

Physical infrastructure and project scope.
Hardware infrastructure plan.
NAT and PAT deployment plan.
Edge routing deployment strategy.
MPLS proposal (integrated from this assignment).

Submission Instructions

Submit the following:

All fully completed lab reports that document the specified configuration of Cisco devices.
A well-labeled and organized Word document with:

A description of how the lab activities supported your assignment work.
Your design diagram (pasted into the document).
Design analysis.

Your final advanced WAN Cisco-based infrastructure design document.

Your work should be professionally written and free of errors, and use current APA formatting.




