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Syllabus

Course Overview

In this course, you develop the skills to plan, design, analyze, and implement servers in an enterprise
environment. You acquire and apply knowledge of implementation strategies specific to server migration,
virtualization planning, dynamic host configuration protocol (DHCP) design, virtual private network (VPN)
solutions, deploying file and storage services, and Active Directory configuration.

Assignments

Week 1: Write a proposal for a server deployment infrastructure strategy.  – 15% of grade. Scoring Guide.

Week 2: Write a proposal for designing a server storage infrastructure strategy.  – 15% of grade. Scoring
Guide.

Week 3: Write a proposal for designing a scalable Hyper-V solution.  – 15% of grade. Scoring Guide.

Week 4: Write a proposal for implementing a server infrastructure security strategy.  – 15% of grade. Scoring
Guide.

Week 5: Write a proposal for building a monitoring and domain infrastructure solution.  – 15% of grade. Scoring
Guide.

Discussions

There will be a discussion each week that will help you understand and organize concepts to help you with the
hands-on labs and assignments. Participation in discussions will count for 25% of your final grade.

Week 1: Participate in a discussion about server deployment infrastructure.

Week 2: Participate in a discussion about designing server storage infrastructure.

Week 3: Participate in a discussion about designing a Hyper-V solution.

Week 4: Participate in a discussion about planning, designing, and managing the security of a company's
server infrastructure.

Week 5: Participate in a discussion about implementing a server monitoring solution.

Preview: IT4541 : Enterprise Server Infrastructure I
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(Read Only)

Hands-On Labs

This Capella course offers real-world, hands-on labs provided by Practice Labs. These labs offer guided
practice in performing tasks related to achieving course competencies and completing assignments. If you
require the use of assistive technology or alternative communication methods to participate in these activities,
please contact DisabilityServices@Capella.edu to request accommodations.

Week 1: Practice installing a server core, installing Windows Server 2016, configuring and managing Nano
Server, working with the Microsoft Assessment and Planning (MAP) Toolkit, maintaining operating system
images using deployment image servicing and management (DISM), and managing operating system images
with Windows Deployment Services.

Week 2: Practice managing local storage and virtual hard disks, implementing storage pools, configuring
Server Message Block (SMB) and network file system (NFS) file shares, managing Internet small computer
systems interface (iSCSI) storage, and installing and configuring data deduplication.

Week 3: Practice enabling nested virtualization, managing virtual machine settings, storage, and networks, and
implementing Hyper-V Replica.

Week 4: Practice installing and configuring network load balancing, managing Hyper-V fault tolerance using
failover clustering, implementing failover clustering for scale-out file servers, and implementing Windows Server
Update Services (WSUS).

Week 5: Practice managing virtual machine movement, implementing centralized event logs, and managing
server performance.

Course Competencies

To successfully complete this course, you will be expected to:

Course Prerequisites

Prerequisite(s): Completion of or concurrent registration in IT4530.

Plan a Windows Server infrastructure upgrade and troubleshooting strategy for an
organization.

1

Develop an enterprise domain infrastructure that meets an organization's business
needs.

2

Design a Windows enterprise security and remote infrastructure strategy.3

Communicate effectively.4

https://practice-labs.com/
mailto:DisabilityServices@Capella.edu
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Syllabus  Course Materials

Required

The materials listed below are required to complete the learning activities in this course.

Integrated Materials

Many of your required books are available via the VitalSource Bookshelf link in the courseroom, located in your
Course Tools. Registered learners in a Resource Kit program can access these materials using the courseroom
link on the Friday before the course start date. Some materials are available only in hard-copy format or by using
an access code. For these materials, you will receive an email with further instructions for access. Visit the
Course Materials page on Campus for more information.

Software

Microsoft Software

Some assessments in this course require network diagramming. You may use network
diagramming software such as Microsoft Visio or PowerPoint. For Microsoft software:

1. Visit Capella’s Microsoft Azure for Education (Formerly Microsoft Imagine) page for instructions on

obtaining free Microsoft software.

2. Identify the version of MS Visio that is compatible with your operating system.

3. Download and install.

Microsoft Visio

eBook

Zacker, C. (2017). Exam ref 70-740 installation, storage and compute with Windows Server 2016. Upper
Saddle River, NJ: Pearson. ISBN: 9780735698826.

https://campus.capella.edu/course-materials/home
https://campustools.capella.edu/redirect.aspx?linkid=4895
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Unit 1   Server Deployment Infrastructure

Library

The following required readings are provided in the Capella University Library or linked directly in this course. To
find specific readings by journal or book title, use Journal and Book Locator. Refer to the Journal and Book
Locator library guide to learn how to use this tool.

Skillsoft. (n.d.). Windows Server 2016 - Install, store, and compute: Exercise: Choose Server 2016
installation options [Video]. Skillsoft Ireland.
Strom, D. (2013). Firewalls play by new rules. Information Security, 15(7), 12–17.

External Resource

Please note that URLs change frequently. While the URLs were current when this course was designed, some
may no longer be valid. If you cannot access a specific link, contact your instructor for an alternative URL.
Permissions for the following links have been either granted or deemed appropriate for educational use at the
time of course publication.

Homeland Security. (n.d.) Cyber security division transition to practice technology guide [PDF]. Retrieved
from https://www.dhs.gov/sites/default/files/publications/csd-ttp-technology-guide-vol1.pdf
https://practice-labs.com/Help-support.aspx
Practice Labs. (n.d.). Retrieved from https://practice-labs.com/

Suggested

The following materials are recommended to provide you with a better understanding of the topics in this course.
These materials are not required to complete the course, but they are aligned to course activities and
assessments and are highly recommended for your use.

Optional

The following optional materials are offered to provide you with a better understanding of the topics in this
course. These materials are not required to complete the course.

Introduction

You Have Been Deployed

http://campustools.capella.edu/redirect.aspx?linkid=1678
http://capellauniversity.libguides.com/journalbooklocator
https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=_ss_video:108678
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=90222687&site=ehost-live&scope=site
https://www.dhs.gov/sites/default/files/publications/csd-ttp-technology-guide-vol1.pdf
https://practice-labs.com/Help-support.aspx
https://practice-labs.com/
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u01s1 - Activity Overview

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company.
This company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the
latest technology trends (such as cloud, virtualization, storage, and security). The team handing the IT-related
duties reports directly to you. Your job is to solve the company's IT challenges and improve day-to-day
business by implementing IT solutions to meet the company's application requirements and the demands of
5,000 users.

First up, you'll need to design a server deployment infrastructure strategy. Planning and implementing servers
is a key strategy for successfully building an enterprise Windows infrastructure. However, nowadays, with the
technology growth the world is experiencing, cloud computing, Internet of things (IoT), and security policies
have changed the way IT professionals think when running their IT departments. Knowing these IT challenges,
as an IT consultant, how would you prepare and educate your management to cope with such challenges?

This week, to assess the current environment and to upgrade all servers to Windows Server 2016, you will do
the following:

Prepare for installing, upgrading, and migrating servers and workloads.
Review installation steps and explore Nano Server configuration techniques.
Explore server deployment strategies for creating, managing, and maintaining images.

To-Do List:

Discussion: Participate in a discussion about server deployment infrastructure.
Assignment: Complete and submit the assignment, Server Deployment Infrastructure Strategy.
What You Need to Know: Learn about installing Windows Servers in host and computer environments.
Hands-On Lab: Download any needed software such as MS Visio and MS PowerPoint. Complete the
Practice Labs Orientation to familiarize you with the Practice Labs platform.
Hands-On Lab: Practice installing a server core, installing Windows Server 2016, configuring and
managing Nano Server, working with the Microsoft Assessment and Planning (MAP) Toolkit, managing
operating system images using deployment image servicing and management (DISM), and managing
operating system images with Windows Deployment Services.
Plan: Explore industry certification resources.

Learning Activities

Discussion Overview

In your discussion this week, you and the enterprise server infrastructure team at CAP, Inc., will be upgrading the
company servers. You will need to identify the best approach or method for migrating servers to Windows Server
2016.
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u01s2 - What You Need to Know

Assignment Overview

Complete all the week's labs before beginning the assignment. You may be directed to save screen captures
from the labs for submission with your assignment.  At CAP, Inc., you have been asked to assess the current
environment, upgrade the servers to Windows Server 2016, and write a proposal for a server infrastructure
deployment. The hands-on labs this week allow you to practice installing, configuring, and managing servers.
This should help you articulate the strategies you lay out in your proposal for the server infrastructure deployment.

Installing Windows Servers

This week's resources introduce key concepts that will help you prepare for installing, upgrading, and
migrating servers and workloads. Reviewing installation steps and exploring Nano Server configuration
techniques is important because these actions will save you more time and effort during the installation and
upgrades of your existing server environment. 

Use your Exam Ref 70-740 Installation, Storage and Compute With Windows Server 2016 textbook to
complete the following readings:

Chapter 1, "Install Windows Servers in Host and Compute Environments," pages 1–80.
This chapter will also explore server deployment strategies for creating, managing, and maintaining
images. 

Explore Windows Server 2016 further with this brief tutorial:

Skillsoft. (n.d.). Windows Server 2016 - Install, store, and compute: Exercise: Choose Server 2016
installation options [Video]. Skillsoft Ireland.

Critical Thinking and Bloom's Taxonomy

Critical thinking is an important skill to cultivate for both your coursework and professional development. Many
learners do not initially realize that there are different ways of thinking and levels of depth in understanding.
Bloom's taxonomy provides a structure to help conceptualize these different levels. Awareness of different ways
to approach information helps you move beyond basic understanding to more effectively analyze, evaluate, and
synthesize important concepts. It also helps you to clarify expectations and provide an appropriate level of
response for your coursework.

Examine the Bloom's Taxonomy Campus page and the Bloom's Taxonomy presentation to see how the levels
are defined and to explore how this can help in your academic and professional work.

https://capella.skillport.com/skillportfe/custom/login/saml/login.action?courseaction=launch&assetid=_ss_video:108678
http://campustools.capella.edu/redirect.aspx?linkid=3543
http://campustools.capella.edu/redirect.aspx?linkid=2709
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u01s3 - Prepare: Software and Technology Access

Academic Resources

For help with navigating the Capella library, with navigating the Writing Center, and with critical thinking, refer to
the Tools and Resources section of the courseroom.

In this course, you will be using software and technology that is needed to complete designated activities and
assignments. There is no additional cost for this software and technology. Some software packages will be
made available to you at no additional cost through Capella's subscription with Microsoft, while other software
packages are available for free download through open-source licensing.

If you use a Mac, refer to Installing a Windows Virtual Environment in the Tools and Resources section of the
courseroom.

The software and technologies below are strongly recommended to support you in completing the course
objectives. If you have access to other tools that you believe may still meet course requirements or if you have
any difficulties accessing this resource or completing the related assignments, please contact your course
faculty member to discuss potential alternatives.

For this course, follow the instructions provided through the links below to download and install software or
register for an account, as required.

Microsoft Software

Some assignments in this course require network diagramming. You may use network diagramming software
such as Microsoft Visio or PowerPoint.  For Microsoft software:

1. Visit Capella’s Microsoft Azure for Education (Formerly Microsoft Imagine) page for instructions on obtaining
free Microsoft software.

2. Identify the version of MS Visio that is compatible with your operating system.
3. Download and install.

Practice Labs

This Capella course offers real-world, hands-on labs provided by Practice Labs in many of the weeks of this
course. In the first week, click the link for Practice Labs Orientation: Module Zero – Basics to access an
introductory lab.

http://campustools.capella.edu/redirect.aspx?linkid=4540
https://campus.capella.edu/technical-support/courseroom-help/courseroom-resources/microsoft-azure-for-education
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u01d1 - Write Your Discussion Post

Additional Online Resources

Note: As a Capella learner, you have access to IT online resources through Capella's Skillsoft subscription,
where you can find helpful materials.

Server Deployment Infrastructure

As part of CAP, Inc., you have been assigned to the enterprise server infrastructure team responsible for
upgrading company servers. Currently, the company has 15 file servers on a single Hyper-V physical host that
contains two eight-core processors. Each server is running Windows Server 2012 and Windows Server 2012R2
standard edition on a single host.

The project is to migrate these servers to Windows Server 2016. While running Microsoft Assessment and
Planning (MAP) over a four-day period for these servers, you discover the following:

1. Servers 1 through 5 are running on 25 (average processing time) and 5% of CPU utilization.
2. Servers 6 through 10 are running on 35 (average processing time) and 10% of CPU utilization.
3. Servers 11 through 15 are running on 15 (average processing time) and 3% of CPU utilization.

Address the following:

How would you use Hyper-V virtual machine and PowerShell as part of your deployment tools? 

For this discussion, address the following:

What is the best approach or method for migrating the servers to Windows Server 2016?
Do you need to purchase the Microsoft license for this type of upgrade or share your Microsoft licensing
strategy? Explain your answer.
Explain your strategy for consolidating the servers.

Complete your initial post by midweek.

Response Guidelines

Respond to the posts of at least two other learners. Be sure to clearly outline in your discussion with your peers
the key approaches to migrating an existing environment to Windows Server 2016, the need for acquiring new
Windows 2016 Server licenses, and the way to consolidate servers within the same environment.

Course Resources

http://campustools.capella.edu/redirect.aspx?linkid=2019
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u01v1 - Hands-On Lab: Practice Labs Orientation: Module Zero – Basics

u01v2 - Hands-On Lab: Installing Server Core

u01v3 - Hands-On Lab: Installing Windows Server 2016

This lab is designed to familiarize you with the Practice Labs platform. This is a great time to ensure that you can
access the labs without any technical difficulty.

Click the button below to access the Practice Labs Orientation: Module Zero – Basics.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Installing Server Core.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Installing Windows Server 2016.

Undergraduate Discussion Participation Scoring Guide
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u01v4 - Hands-On Lab: Configuring and Managing Nano Server

u01v5 - Hands-On Lab: Working With Microsoft Assessment and Planning (MAP) Toolkit

u01v6 - Hands-On Lab: Maintaining Operating System Images Using DISM

u01v7 - Hands-On Lab: Manage Operating System Images With Windows Deployment Services

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Configuring and Managing Nano Server.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Working with Microsoft Assessment and Planning (MAP)
Toolkit.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Maintaining Operating System Images Using DISM.
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u01a1 - Server Deployment Infrastructure Strategy

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Manage Operating System Images with Windows
Deployment Services.

Note: This assignment requires you to use Visio or other network diagramming software to create diagrams.
See the preparation activity, Software and Technology Access, for information on downloading a free copy.

Assignment Preparation

Before beginning work on this assignment, complete all the week's labs:

Each lab may contain activities for which you can take a screenshot to assist in your assignment to support
your written work.
If no screenshots are used in your assignment, submit a minimum of three screenshots from the lab at the
end of your assignment.

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company. This
company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the latest
technology trends (such as cloud, virtualization, storage, and security). The team handling the IT-related duties
reports directly to you. Funding has been secured to redesign a new network and infrastructure in parallel with
current operations. Your job is to solve the company's IT challenges by designing, implementing, and maintaining
this new network and infrastructure to improve day-to-day business operations and the demands of 5,000 users.

The current environment consists of the following IT infrastructure:

120 infrastructure servers with Windows Servers 2012, 2012R2, and 2016 operating system, divided as
follows: 
1. 80 as virtual servers:

These servers support the following infrastructure services: 
Dynamic host configuration protocol (DHCP), domain name system (DNS), Active

Directory, security services, print services, domain controllers, SharePoint, and file
share servers.  

2. 40 as physical servers:
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These servers primarily serve as applications and database servers. 

Storage area network (SAN) and network-attached storage (NAS) devices.
Networking devices (routers and switches).
Security devices (firewalls [Palo Alto, F5, and Checkpoint FWs]).

Assignment Instructions

Your job is to solve the company's IT challenges and improve day-to-day business by implementing IT solutions
to meet its infrastructure expansion, new application requirements, and users' demands. You are tasked with
assessing the current environment and upgrading all servers to Windows Server 2016. Write a proposal in which
you do the following:

1. Define the current problem this global company is experiencing that includes the mix of various server
infrastructure technologies.

2. Develop a plan for role migration to include the following:
Migrating server roles.
Migrating servers across domains and forests.
Designing a server consolidation strategy.
Planning for capacity and resource optimization.

3. Design an assessment plan for the current infrastructure to showcase the differences in technology and your
plans for upgrading the environment.

4. Classify the different types of server installation strategies to upgrade the current environment within the
organization.

5. Define a plan for deploying servers to Microsoft Azure infrastructure as a service (IaaS), and plan for
deploying servers to public and private clouds by using AppController and Windows PowerShell.

6. Describe the steps you will take to manage the deployment of a server infrastructure.
7. Provide Visio diagrams showing the layout of your server installation and upgrade strategy.
8. Identify best practices related to professionalism and incident management.
9. Describe a troubleshooting strategy for solving server-related infrastructure installation issues as the strategy

relates to this company.
10. Discuss the risks and benefits of transitioning from a traditional computing environment to one based on

strategic use of virtualization.
11. Describe appropriate concepts and activities presented in the hands-on labs that support your server

deployment infrastructure strategy.

Assignment Requirements

Written Communication: Written communication should be free of errors that detract from the overall
message.
APA Formatting: Paper, resources, and citations should be formatted according to current APA style and
formatting.
Number of Resources: Include at least three references from authoritative articles, books, or websites.
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u01s4 - Plan: Industry Certification

Suggested Length of Proposal: 4–5 double-spaced pages (screenshots do not count toward the page
limit).
Font and Font Size: Times New Roman, 12-point.
Submission Requirements: Submit your proposal as a Word document in the assignment area. Attach
your Visio diagrams.

Note: Your instructor may use the Writing Feedback Tool when grading this assignment. The Writing Feedback
Tool is designed to provide you with guidance and resources to develop your writing based on five core skills.
You will find writing feedback in the Scoring Guide for the assignment, once your work has been evaluated.
Learn more about the Writing Feedback Tool on the course Tools and Resources page.

Competencies Measured

By successfully completing this assignment, you will demonstrate your proficiency in the following course
competencies:

Competency 1: Plan a Windows Server infrastructure upgrade and troubleshooting strategy for
an organization.

Manage the deployment of a server infrastructure.
Implement a server upgrade and migration strategy for a global company.
Troubleshoot a server infrastructure installation.

Competency 2: Develop an enterprise domain infrastructure that meets an organization's
business needs.

Create a server installation strategy, providing Visio diagrams showing the layout.
Evaluate the fundamental structural components of a server.

Competency 4: Communicate effectively.
Provide a logical argument in support of conclusions or recommendations.
Organize content so ideas flow logically with smooth transitions.

After you complete several Capella courses, you may choose to pursue industry certification. Capella provides
access to preparation materials for industry-recognized certification exams. Courses like this one contain
certification-related content, and completing the course is the first step toward preparing for a corresponding
certification exam.

For a list of certification exams and related courses, visit the Industry Certifications page. Here, you can also
learn more about qualifications, the process, how to prepare for the exam, and how to earn a free exam voucher.

http://campustools.capella.edu/redirect.aspx?linkid=2037
https://campustools.capella.edu/redirect.aspx?linkid=3877
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Unit 2   Designing a Server Storage Infrastructure

u02s1 - Activity Overview

Introduction

Running Out of Space?

Having enough space for everything is a challenge. Storage technologies such as virtual disks and hypervisor
storage will be key to successfully implement and deploy proper storage solutions for your organization to
address storage challenges. Your manager, Pam Michaels, calls you into her office. She says, “We just ran
out of space on the servers again! I hope you’re making sure we have enough storage in your design. We
need enough for our current needs and to meet projected growth." Because CAP, Inc., has increased its
expectations for the IT department to provide enough storage space for all data including virtual storage in
the cloud, how do you ensure that you have enough storage available?

This week, you will provide a new storage infrastructure design based on Windows Server 2016 technologies.
You will do the following:

Configure disks and volumes.
Install server storage.
Explore storage deployment strategies for data deduplication.

To-Do List:

Discussion: Participate in a discussion about designing server storage infrastructure.
Assignment: Complete and submit the assignment, Designing a Server Storage Infrastructure Strategy.
What You Need to Know: Learn about implementing storage solutions.
Hands-On Lab: Practice managing local storage and virtual hard disks (VHDs), implementing storage
pools, configuring Server Message Block (SMB) and network file system (NFS) file shares, managing
Internet Small Computer Systems Interface (iSCSI) storage, and installing and configuring data
deduplication.

Learning Activities

Discussion Overview
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u02s2 - What You Need to Know

u02d1 - Write Your Discussion Post

In your discussion this week, you will identify a server storage issue, develop a troubleshooting strategy to
resolve the issue, and identify costs, security risks, and other effects of your solution.

Assignment Overview

Complete all the week's labs before beginning the assignment. You may be directed to save screen captures
from the labs for submission with your assignment. CAP, Inc., would like to reassess the structure of current
storage infrastructure components and asks you to provide a new design strategy. The hands-on labs this week
allow you to practice managing, implementing, and configuring storage. This should help you articulate the
strategies you lay out in your proposal for the new design strategy for storage.

Implementing Storage Solutions

This week's resources introduce key concepts central to storage infrastructure design on Windows Server
2016. Your storage infrastructure design will include configuring disks and volumes, installing server storage,
and deploying storage strategies for data deduplication.    

Use your Exam Ref 70-740 Installation, Storage and Compute With Windows Server 2016textbook to
complete the following readings:

Chapter 2, "Implement Storage Solutions," pages 81– 164.

Designing a Server Storage Policy

As part of CAP, Inc., you have been assigned to the Enterprise Server Infrastructure team responsible for
designing and managing the company's enterprise server’s infrastructure. Currently, the company has multiple
storage systems, which include the use of globally unique identifier (GUID) partition table (GPT) disks, VHD and
Hyper-V virtual hard disk (VHDX) files, NTFS, Resilient File Systems (ReFS), and Server Message Block
(SMB) shares using Server Manager. A storage policy must be in place to manage the overall storage usage
within the Windows Server 2016 environment. The company has been running into various storage issues
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u02v1 - Hands-On Lab: Managing Local Storage and Virtual Hard Disks

u02v2 - Hands-On Lab: Implementing Storage Pools

including running out of space, not choosing the right storage technologies, and facing the urge to move to the
cloud. 

For this discussion, address the following:

Define the main issue outlined in the scenario.
What is your troubleshooting strategy to solving the storage issues in this scenario?
What should be configured to resolve the issue?

How would the following affect the storage solution: type of storage being selected, cost, and security?

Complete your initial post by midweek.

Response Guidelines

Respond to the posts of at least two other learners. Clearly outline for your peers what the issue described in the
scenario is, share key troubleshooting strategies for solving day-to-day storage issues, and provide the key
criteria for selecting specific storage devices for your environment.

Course Resources

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Local Storage and Virtual Hard Disks.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents

Undergraduate Discussion Participation Scoring Guide
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u02v3 - Hands-On Lab: Configuring SMB and NFS File Shares

u02v4 - Hands-On Lab: Managing iSCSI Storage

u02v5 - Hands-On Lab: Installing and Configuring Data Deduplication

as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Implementing Storage Pools.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Configuring SMB and NFS File Shares.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing iSCSI Storage.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Installing and Configuring Data Deduplication.
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u02a1 - Designing a Server Storage Infrastructure Strategy

Note: This assignment requires you to use Visio or other network diagramming software to create diagrams.
See the preparation activity, Software and Technology Access, for information on downloading a free copy.

Assignment Preparation

Before beginning work on this assignment, complete all this week's labs:

Each lab may contain activities for which you can take a screenshot to assist in your assignment to support
your written work.
If no screenshots are used in your assignment, submit a minimum of three screenshots from the lab at the
end of your assignment.

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company. This
company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the latest
technology trends (such as cloud, virtualization, storage, and security). The team handling the IT-related duties
reports directly to you. Funding has been secured to redesign a new network and infrastructure in parallel with
current operations. Your job is to solve the company's IT challenges by designing, implementing, and maintaining
this new network and infrastructure to improve day-to-day business operations and the demands of 5,000 users.

Assignment Instructions

The company would like to reassess the structure of current storage infrastructure components and asks you to
provide a new design strategy. You are tasked with providing a new storage infrastructure design based on
Windows Server 2016 technologies. Write a proposal in which you do the following:

1. Design and maintain a storage solution for this global company.
2. Design considerations to include a highly available storage solution, including the following:

Storage Spaces Direct.
Windows Server 2016 (software-defined storage [SDS]).
Implement and configure storage-based redundancy systems.

3. Identify Hyper-V storage best practices as part of the overall storage solution strategy.
4. Define a storage quality of service (QoS) in Windows Server 2016 to include the following: 

Mitigate noisy neighbor issues.
Monitor end-to-end storage performance.
Manage storage input/output (I/O) per workload business needs.

5. Describe the role of virtual storage services within Windows Server 2016.
6. Design and manage a storage migration strategy.  
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7. Create Visio diagrams showing the overall storage solution infrastructure strategy.
8. Troubleshoot the storage configuration of a Windows Server 2016.
9. Share your insights about what you have learned from the hands-on labs.
10. Describe appropriate concepts and activities presented in the hands-on labs that support your server

infrastructure structure.

Assignment Requirements

Written Communication: Written communication should be free of errors that detract from the overall
message.
APA Formatting: Paper, resources, and citations should be formatted according to current APA style and
formatting.
Resources: Include at least three references from authoritative articles, books, or websites.
Suggested Length of Proposal: 4–5 double-spaced pages (screenshots do not count toward the page
limit).
Font and Font Size: Times New Roman, 12-point.
Submission Requirements: Submit your proposal as a Word document in the assignment area. Attach
your Visio diagrams.

Note: Your instructor may use the Writing Feedback Tool when grading this assignment. The Writing Feedback
Tool is designed to provide you with guidance and resources to develop your writing based on five core skills.
You will find writing feedback in the Scoring Guide for the assignment, once your work has been evaluated.
Learn more about the Writing Feedback Tool on the course Tools and Resources page.

Competencies Measured

By successfully completing this assignment, you will demonstrate your proficiency in the following course
competencies:

Competency 1: Plan a Windows server infrastructure upgrade and troubleshooting strategy for
an organization.

Design a server infrastructure storage strategy, providing Visio diagrams showing the infrastructure
layout (including Storage Spaces Direct).
Troubleshoot the storage configuration of a Windows server 2016.
Describe the role of virtual storage services within Windows server 2016.

Competency 2: Develop an enterprise domain infrastructure that meets an organization's
business needs.

Identify the Hyper-V storage best practices as part of the overall storage solution strategy.

Competency 3: Design a Windows enterprise security and remote infrastructure strategy.
Identify best practices for designing a logical storage infrastructure for a server.

Competency 4: Communicate effectively.
Provide a logical argument in support of conclusions or recommendations.
Organize content so ideas flow logically with smooth transitions.

http://campustools.capella.edu/redirect.aspx?linkid=2037
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Unit 3   Designing a Hyper-V Solution

u03s1 - Activity Overview

Introduction

Living in the Cloud?

Planning and implementing servers is a key strategy for successfully building an enterprise Windows
environment. But, now with cloud and Hyper-V technology improvements, CAP, Inc., is experiencing even
more challenges. Dealing with Hyper-V installation, upgrades, maintenance, and day-to-day support are
among the challenges your team will need to address and resolve. 

This week, you will design a scalable Hyper-V solution based on Windows Server 2016 technologies. To
prepare, you will do the following:

Practice installing, upgrading, and migrating a Hyper-V solution.
Install and configure virtual machines (VMs) within Hyper-V.
Explore deployment and configuration strategies for Hyper-V storage.
Configure Hyper-V networking.
Explore deployment and management techniques of Windows containers.

To-Do List:

Discussion: Participate in a discussion about designing a Hyper-V solution. 
Assignment: Complete and submit the assignment, Designing a Scalable Hyper-V Solution.
What You Need to Know: Learn about designing and implementing Hyper-V and Windows containers.
Hands-On Lab: Practice enabling nested virtualization, managing virtual machine settings, storage, and
networks, and implementing Hyper-V Replica.

Learning Activities

Discussion Overview

In your discussion this week, you will develop a strategy for designing a Hyper-V solution that is highly available,
scalable, and secure, using a virtualized environment.
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u03s2 - What You Need to Know

u03d1 - Write Your Discussion Post

Assignment Overview

Complete all this week's labs before beginning the assignment. You may be directed to save screen captures
from the labs for submission with your assignment.  CAP, Inc., has three locations. It is expanding its presence by
opening four more offices and needs you to design a scalable Hyper-V solution based on Windows Server
2016 technologies. The hands-on labs this week allow you to practice managing virtual machines, storage, and
networks, and implementing Hyper-V. This should help you articulate the strategies you lay out in your proposal
for the Hyper-V solution.

Windows Containers

This week's resources will give you the knowledge you need for designing a scalable Hyper-V solution. This will
include installing and configuring VMs within Hyper-V, deploying and configuring strategies for Hyper-V storage,
configuring Hyper-V networking, and deploying and managing Windows containers.

Use your Exam Ref 70-740 Installation, Storage and Compute With Windows Server 2016 textbook to
complete the following readings:

Chapter 3, "Implement Hyper-V," pages 165–258.
Chapter 4, "Implement Windows Containers," pages 259–296.

Designing a Hyper-V Solution

As part of CAP, Inc., you have been assigned to the Enterprise Server Infrastructure team responsible for
planning and managing the company's server infrastructure. Currently, the company has 300 servers: 120 are
physical servers and 180 are virtual servers. The goal of the company is to move all 300 servers to the newly
designed Hyper-V solution as part of Windows Server 2016. Hyper-V allows you to create VMs that consist of
virtualized equivalents of computer hardware, storage resources, and network components, such as network
interface adapters and switches. Another major issue besides security is the limitations of physical space the
company is running against. 

For this discussion, address the following:
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u03v1 - Hands-On Lab: Enabling Nested Virtualization

u03v2 - Hands-On Lab: Managing Virtual Machine Settings

How can you define the primary role of Hyper-V and Hyper-V storage?
What is your strategy for making these servers highly available, scalable, and secure using the virtualized
environment?
What are the key hardware and compatibility requirements for installing Hyper-V?

Complete your initial post by midweek.

Response Guidelines

Respond to the posts of at least two other learners. Share with your peers your definition of Hyper-V and its role
in cloud computing and in providing virtual storage within Windows Server 2016. Also discuss key strategies for
making Windows Server 2016 highly scalable, available, and secure.

Course Resources

Read the requirements for all related course activities this week  before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Enabling Nested Virtualization.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Virtual Machine Settings.

Undergraduate Discussion Participation Scoring Guide
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u03v3 - Hands-On Lab: Managing Virtual Machine Storage

u03v4 - Hands-On Lab: Managing Virtual Machine Networks

u03v5 - Hands-On Lab: Implementing Hyper-V Replica

u03a1 - Designing a Scalable Hyper-V Solution

Read the requirements for all related course activities in this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Virtual Machine Storage.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Virtual Machine Networks.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Implementing Hyper-V Replica.
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Note: This assignment requires you to use Visio or other network diagramming software to create diagrams.
See the preparation activity, Software and Technology Access, for information on downloading a free copy.

Assignment Preparation

Before beginning work on this assignment, complete all this week's labs:

Each lab may contain activities for which you can take a screenshot to assist in your assignment to support
your written work.
If no screenshots are used in your assignment, submit a minimum of three screenshots from the lab at the
end of your assignment.

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company. This
company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the latest
technology trends (such as cloud, virtualization, storage, and security). The team handling the IT-related duties
reports directly to you. Funding has been secured to redesign a new network and infrastructure in parallel with
current operations. Your job is to solve the company's IT challenges by designing, implementing and maintaining
this new network and infrastructure to improve day-to-day business operations and the demands of 5,000 users.

The company currently has three locations and is expanding its presence by opening four more offices.

Assignment Instructions

You are to design a scalable Hyper-V solution based on Windows Server 2016 technologies. Write a proposal
in which you do the following:

1. Design a Hyper-V installation and upgrade strategy that includes the following:
Key hardware and compatibility requirements for installing Hyper-V.
Installation of management tools.
Upgrading strategies from existing versions of Hyper-V.
Delegation technique of virtual machine management.
Performing remote management of Hyper-V hosts.
Configuration of virtual machines using Windows PowerShell Direct.
Implementing nested virtualization.

2. Design a Hyper-V storage installation and upgrade strategy that includes the following:
Virtual hard disk (VHD) and Hyper-V virtual hard disk (VHDX) files using Hyper-V Manager.
Modification of virtual hard disks and pass-through disks configuration.
Virtual fiber channel adapter implementation and storage quality of service (QoS).

3. Use Visio to develop a diagram that displays the new Hyper-V architecture. Include design decisions relative
to topology, device selection, and placement choices.

4. Analyze and describe Hyper-V infrastructure topology, device selection, and device placement strategies that
are appropriate for upgrading to Windows Server 2016.
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5. Describe how the concepts and activities presented in the hands-on labs support your VPN high-availability
strategy.

6. Describe appropriate Hyper-V infrastructure configuration troubleshooting activities that aided in designing
your plan for Hyper-V high availability. Include configuration and troubleshooting activities along with any
effort you put forth in configuring and troubleshooting your diagrams.

7. Describe appropriate concepts and activities presented in the hands-on labs that support your scalable
Hyper-V solution.

Assignment Requirements

Written Communication: Written communication should be free of errors that detract from the overall
message.
APA Formatting: Paper, resources, and citations should be formatted according to current APA style and
formatting.
Resources: Include at least three references from authoritative articles, books, or websites.
Suggested Length of Proposal: 4–5 double-spaced pages (screenshots do not count toward the page
limit).
Font and Font Size: Times New Roman, 12-point.
Submission Requirements: Submit your proposal as a Word document in the assignment area. Attach
your Visio diagrams.

Note: Your instructor may use the Writing Feedback Tool when grading this assignment. The Writing Feedback
Tool is designed to provide you with guidance and resources to develop your writing based on five core skills.
You will find writing feedback in the Scoring Guide for the assignment, once your work has been evaluated.
Learn more about the Writing Feedback Tool on the course Tools and Resources page.

Competencies Measured

By successfully completing this assignment, you will demonstrate your proficiency in the following course
competencies:

Competency 1: Plan a Windows server infrastructure upgrade and troubleshooting strategy for
an organization.

Design a Hyper-V strategy for a global organization, providing Visio diagrams showing the concept.
Describe appropriate Hyper-V infrastructure configuration troubleshooting activities.

Competency 2: Develop an enterprise domain infrastructure that meets an organization's
business needs.

Configure Hyper-V infrastructure services within Windows Server 2016.

Competency 3: Design a Windows enterprise security and remote infrastructure strategy.
Identify best practices for creating Hyper-V solution using Windows Server 2016.

Competency 4: Communicate effectively.
Provide a logical argument in support of conclusions or recommendations.
Organize content so ideas flow logically with smooth transitions.

http://campustools.capella.edu/redirect.aspx?linkid=2037
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Unit 4   Designing a Security Solution

u04s1 - Activity Overview

Introduction

Secured Enough?

Challenges continue to grow for CAP, Inc., as your team moves forward with the implementation of the server
infrastructure. Now, the focus is security. Security best practices and strategies for designing server
infrastructure related to Web application proxy, network protection solution, and group policy strategies are
core for resolving most security challenges. The head of IT Security Operations, Arjun Khatri, comes to you
and asks, "How will you address and share input regarding authentication, authorization, multifactor
authentication, multifactor access control, single sign-on, and planning access for internal and external
clients?"

This week, you will implement a server infrastructure security strategy based on Windows Server 2016
technologies. You will do the following:

Practice implementing high-availability and disaster recovery options in Hyper-V.
Explore installation steps and failover clustering configuration techniques.
Explore failover clustering deployment strategies for creating, managing, and maintaining security policies
and server availability.
Explore proper techniques of VM movement in clustered nodes.

To-Do List:

Discussion: Participate in a discussion about planning, designing, and managing the security of a
company's server infrastructure.
Assignment: Complete and submit the assignment, Implementing a Server Infrastructure Security
Strategy.
What You Need to Know: Learn about implementing high availability and designing a security solution.
Hands-On Lab: Practice installing and configuring network load balancing, managing Hyper-V fault
tolerance using failover clustering, implementing failover clustering for scale-out file servers, and
implementing Windows Server Update Services (WSUS).

Learning Activities
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u04s2 - What You Need to Know

u04d1 - Write Your Discussion Post

Discussion Overview

In your discussion this week, you will develop a security strategy to secure the sales team's mobile applications
when remotely accessed, identify required security tools, and develop a strategy for monitoring and updating.

Assignment Overview

Complete all this week's labs before beginning the assignment. You may be directed to save screen captures
from the labs for submission with your assignment. CAP, Inc., is experiencing some serious security issues
related to its Windows Server 2016 infrastructure environment and asks you to implement a server infrastructure
security strategy based on Windows Server 2016 technologies. The hands-on labs this week allow you to
practice installing and configuring network load balancing, managing Hyper-V fault tolerance, and implementing
Windows Server Update Services. This should help you articulate the strategies you lay out in your proposal for
a server infrastructure security strategy.

High Availability Security Solution

This week's resources cover key concepts needed for implementing a server infrastructure security strategy,
which is important in regard to server availability. You'll implement high-availability and disaster-recovery options
in Hyper-V, conduct VM movement in clustered nodes, and configure and deploy failover clustering to create,
manage, and maintain server security and availability.

Use your Exam Ref 70-740 Installation, Storage and Compute With Windows Server 2016textbook to
complete the following readings:

Chapter 5, "Implement High Availability," pages 297–386.

Use the Internet and the Capella University Library to complete the following readings:

Homeland Security. (n.d.) Cyber security division transition to practice technology guide [PDF]. Retrieved
from https://www.dhs.gov/sites/default/files/publications/csd-ttp-technology-guide-vol1.pdf
Strom, D. (2013). Firewalls play by new rules. Information Security, 15(7), 12–17.

https://campustools.capella.edu/redirect.aspx?linkid=1651
https://www.dhs.gov/sites/default/files/publications/csd-ttp-technology-guide-vol1.pdf
http://ezproxy.library.capella.edu/login?url=http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=90222687&site=ehost-live&scope=site
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u04v1 - Hands-On Lab: Install and Configure Network Load Balancing

Designing a Security Solution

As part of CAP, Inc., you have been assigned to the Enterprise Server Infrastructure team responsible for
planning, designing, and managing the security of the company's server infrastructure. Currently, the company
has several satellite sales teams that remotely access the network. The project is to deploy several mobile
applications for the sales team, who will access the apps over the Internet while meeting with customers.
Because the mobile apps allow access to all sales and current bids, you need to tighten security.

For this discussion, address the following:

What is your security strategy to secure these apps when remotely accessed by the sales team?
Define the security tools that the sales team needs to have installed on their laptops to ensure security.
Explain your strategy for monitoring the machines and keeping security updates current.

Complete your initial post by midweek.

Response Guidelines

Respond to the posts of at least two other learners. Outline for your peers the security strategies to secure all
related Windows Server 2016 infrastructure and its tools, and key monitoring utilities to keep the environment
secured and monitored during the operation phase. 

Course Resources

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Install and Configure Network Load Balancing.

Undergraduate Discussion Participation Scoring Guide
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u04v3 - Hands-On Lab: Implementing Failover Clustering for Scale-out File Servers

u04v4 - Hands-On Lab: Implementing Windows Server Update Services

u04a1 - Implementing a Server Infrastructure Security Strategy

u04v2 - Hands-On Lab: Managing Hyper-V Fault Tolerance Using Failover Clustering

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Hyper-V Fault Tolerance Using Failover
Clustering.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Implementing Failover Clustering for Scale-out File Servers.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen captures or produce lab-related documents
as part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Implementing Windows Server Update Services.
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Note: This assignment requires you to use Visio or other network diagramming software to create diagrams.
See the preparation activity, Software and Technology Access, for information on downloading a free copy.

Assignment Preparation

Before beginning work on this assignment, complete all the week's labs:

Each lab may contain activities for which you can take a screenshot to assist in your assignment to support
your written work.
If no screenshots are used in your assignment, submit a minimum of three screenshots from the lab at the
end of your assignment.

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company. This
company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the latest
technology trends (such as cloud, virtualization, storage, and security). The team handling the IT-related duties
reports directly to you. Funding has been secured to redesign a new network and infrastructure in parallel with
current operations. Your job is to solve the company's IT challenges by designing, implementing, and maintaining
this new network and infrastructure to improve day-to-day business operations and the demands of 5,000 users.

The company is experiencing some serious security issues related to its Windows Server 2016 infrastructure
environment.

Assignment Instructions

You are to implement a server infrastructure security strategy based on Windows Server 2016 technologies.
Write a proposal in which you do the following:

1. Design a Web application proxy solution that includes planning for applications, authentication and
authorization, Workplace Join, devices, multifactor authentication, multifactor access control, single sign-on
(SSO), certificates, and planning access for internal and external clients.

2. Use Visio to diagram your Windows Server 2016 Active Directory federation service.
3. Define and implement a network security strategy to highlight the following: Network access protection (NAP)

enforcement methods for DHCP, Internet protocol security (IPSec), VPN, and 802.1x; capacity, placement
of servers, firewall, Network Policy Server (NPS), and remediation network; configure NAP enforcement for
IPsec and 802.1x; monitor for compliance.

4. Develop a security plan to secure the Virtual Machine Manager (VMM) service templates that will incorporate
the security of users' profiles, operating system profiles, hardware and capability profiles, application
profiles, and SQL profiles.

5. Implement an advanced DirectAccess solution, including the security of multiple remote authentication dial-in
user service (RADIUS) server groups and infrastructure, and Web application proxy for clustering.

6. Describe appropriate concepts and activities presented in the hands-on labs that support implementing
server infrastructure security strategy.
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Unit 5   Implementing a Server Monitoring Solution

Assignment Requirements

Written Communication: Written communication should be free of errors that detract from the overall
message.
APA Formatting: Paper, resources, and citations should be formatted according to current APA style and
formatting.
Resources: Include at least three references from authoritative articles, books, or websites.
Suggested Length of Proposal: 4–5 double-spaced pages (screenshots do not count toward the page
limit).
Font and Font Size: Times New Roman, 12-point.
Submission Requirements: Submit your proposal as a Word document in the assignment area. Attach
your Visio diagrams.

Note: Your instructor may use the Writing Feedback Tool when grading this assignment. The Writing Feedback
Tool is designed to provide you with guidance and resources to develop your writing based on five core skills.
You will find writing feedback in the Scoring Guide for the assignment, once your work has been evaluated.
Learn more about the Writing Feedback Tool on the course Tools and Resources page.

Competencies Measured

By successfully completing this assignment, you will demonstrate your proficiency in the following course
competencies:

Competency 1: Plan a Windows server infrastructure upgrade and troubleshooting strategy for
an organization.

Manage placement of servers, firewalls, a network policy server, and a remediation network.

Competency 2: Develop an enterprise domain infrastructure that meets an organization's
business needs.

Create an Active Directory federation service for a global company, providing Visio diagrams
showing the concept.

Competency 3: Design a Windows enterprise security and remote infrastructure strategy.
Describe the role of network access protection. 
Identify best practices for designing a Web application proxy solution.
Configure a group policy object for a Windows Server infrastructure. 

Competency 4: Communicate effectively.
Organize content so ideas flow logically with smooth transitions. 

http://campustools.capella.edu/redirect.aspx?linkid=2037
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u05s1 - Activity Overview

Introduction

Are You in Trouble?

Congratulations on building a successful Windows Server 2016 environment! The challenge now is to
maintain what you have built.

The environment is up and running. Now, your goal is to create a successful maintenance and monitoring
strategy to hand off to the operations team for the day-to-day support of the environment. Leadership has
approved and spent a large budget to get this environment upgraded to Windows Server 2016 and has built
its Hyper-V technologies, storage, and security standards. Your manager, Pam Michaels, now asks, "What
are your best troubleshooting strategies, and how will you keep the operation team motivated and maintain a
24/7 monitoring and support for the environment?" 

This week, you will implement a server infrastructure monitoring and troubleshooting strategy based on Windows
Server 2016 technologies. You will do the following:

Practice maintaining overall server installation process.
Conduct Windows Server Update Services group configuration.
Explore server backup and restore strategies using Windows Server backup.
Explore Windows Server troubleshooting best practices.

To-Do List:

Discussion: Participate in a discussion about implementing a server monitoring solution.
Assignment: Complete and submit the assignment, Building a Monitoring and Domain Infrastructure
Solution.
What You Need to Know: Learn about maintaining and monitoring server environments.
Hands-On Lab: Practice managing virtual machine movement, implementing centralized event logs, and
managing server performance.
Plan: Explore industry certification resources.

Learning Activities

Discussion Overview

In your discussion this week, you are challenged to maintain a new environment, deploy clients, add
server security patches remotely, and apply key troubleshooting strategies across the organization.
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u05s2 - What You Need to Know

u05d1 - Write Your Discussion Post

Assignment Overview

Complete all this week's labs before beginning the assignment. You may be directed to save screen captures
from the labs for submission with your assignment.  CAP, Inc., needs to expand its monitoring and
troubleshooting capabilities within Windows Server 2016. The hands-on labs this week allow you to practice
installing, configuring, and managing servers. The labs also allow you to practice managing virtual machine
movement, implementing centralized event logs, and managing server performance. This should help you
articulate the strategies you lay out in your proposal for a monitoring and domain infrastructure solution.

Maintaining and Monitoring Server Infrastructure

This week's resources present  concepts central to implementing a server infrastructure monitoring and
troubleshooting strategy. It is important to maintain the overall server installation process. It will also be
necessary to conduct WSUS group configuration, have strategies for server backup and restore, and devise
best practices for troubleshooting Windows Servers.

Use your Exam Ref 70-740 Installation, Storage and Compute With Windows Server 2016 textbook to
complete the following readings:

Chapter 6, "Maintain and Monitor Server Environments," pages 387–443.

Implementing a Server Monitoring Solution

As part of CAP, Inc., you have been assigned to the Enterprise Server Infrastructure team responsible for
managing the company's server infrastructure. The company just upgraded its servers from Windows
Server 2012 to Windows Server 2016, implemented Hyper-V new virtualized storage solution, and added more
security policies to ensure that security best practices are followed. The challenge now is to maintain the new
environment, deploy clients, add server security patches remotely, and apply key troubleshooting strategies
across the organization.

For this discussion, address the following:
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u05v1 - Hands-On Lab: Managing Virtual Machine Movement

u05v2 - Hands-On Lab: Implementing Centralized Event Logs

What are the main steps to perform before deploying the latest security updates across the company?
How would you define your overall strategy for approving security patches, updates, and policies?
How would you determine the best method for organizing your troubleshooting techniques across the
organization?

Complete your initial post by midweek.

Response Guidelines

Respond to the posts of at least two other learners. Share your perspectives, strategies, and approach
regarding the overall troubleshooting process for your Windows Server 2016 infrastructure.  

Course Resources

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen shots or produce lab-related documents as
part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Virtual Machine Movement.

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen shots or produce lab-related documents as
part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Implementing Centralized Event Logs.

Undergraduate Discussion Participation Scoring Guide
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u05v3 - Hands-On Lab: Managing Server Performance

u05a1 - Building a Monitoring and Domain Infrastructure Solution

Read the requirements for all related course activities this week before completing this lab. Follow the lab
instructions carefully, because you may be required to take screen shots or produce lab-related documents as
part of graded activities. As you complete the lab, take notes as needed to help you meet all requirements.

Click the button below to access the Hands-On Lab: Managing Server Performance.

Note: This assignment requires you to use Visio or other network diagramming software to create diagrams.
See the Week 1 preparation activity, Software and Technology Access, for information on downloading a free
copy.

Assignment Preparation

Before beginning work on this assignment, complete all the week's labs:

Each lab may contain activities for which you can take a screenshot to assist in your assignment to support
your written work.
If no screen captures are used in your assignment, submit a minimum of three screenshots from the lab at
the end of your assignment.

Imagine that you have been hired as a senior IT consultant for CAP, Inc., a medium-sized global IT company. This
company has grown rapidly and is experiencing challenging IT issues while trying to keep up with the latest
technology trends (such as cloud, virtualization, storage, and security). The team handling the IT-related duties
reports directly to you. Funding has been secured to redesign a new network and infrastructure in parallel with
current operations. Your job is to solve the company's IT challenges by designing, implementing, and maintaining
this new network and infrastructure to improve day-to-day business operations and the demands of 5,000 users.

The company needs to expand its monitoring and troubleshooting capabilities within Windows Server 2016.

Assignment Instructions

You are to implement a server infrastructure monitoring and troubleshooting strategy based on Windows Server
2016 technologies. Write a proposal in which you address the following:
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1. Design a monitoring and troubleshooting infrastructure to include the following: 
The deployment of WSUS solutions.
The configuration of WSUS groups.
The management of patch management in mixed environments.
The plan to implement an antimalware solution with Windows Defender.
The integration of Windows Defender with WSUS and Windows Update.

2. Use Visio to diagram your monitoring and troubleshooting infrastructure.
3. Define a deployment plan to test the monitoring tools within Windows Server 2016.
4. Design a group policy strategy that incorporates the monitoring features within Windows Server 2016.
5. Determine backup strategies for different Windows Server roles and workloads, including Hyper-V Host,

Hyper-V Guests, Active Directory, file servers, and Web servers using Windows Server 2016 native tools
and solutions.

6. Describe appropriate concepts and activities presented in the hands-on labs that support building a forest
and domain infrastructure solution.

Assignment Requirements

Written Communication: Written communication should be free of errors that detract from the overall
message.
APA Formatting: Paper, resources, and citations should be formatted according to current APA style and
formatting.
Resources: Include at least three references from authoritative articles, books, or websites.
Suggested length of proposal: 4–5 double-spaced pages (screenshots do not count toward the page
limit).
Font and Font Size: Times New Roman, 12-point.
Submission Requirements: Submit your proposal as a Word document in the assignment area. Attach
your Visio diagrams.

Note: Your instructor may use the Writing Feedback Tool when grading this assignment. The Writing Feedback
Tool is designed to provide you with guidance and resources to develop your writing based on five core skills.
You will find writing feedback in the Scoring Guide for the assignment, once your work has been evaluated.
Learn more about the Writing Feedback Tool on the course Tools and Resources page.

Competencies Measured

By successfully completing this assignment, you will demonstrate your proficiency in the following course
competencies:

Competency 1: Plan a Windows server infrastructure upgrade and troubleshooting strategy for
an organization.

Configure a monitoring and troubleshooting plan for Windows Server 2016.

Competency 2: Develop an enterprise domain infrastructure that meets an organization's
business needs.

http://campustools.capella.edu/redirect.aspx?linkid=2037


u05s3 - Plan: Industry Certification

Describe the role of monitoring services within Windows Server 2016.
Manage the monitoring tools within Windows Server 2016.

Competency 3: Design a Windows enterprise security and remote infrastructure strategy.
Design a monitoring and troubleshooting infrastructure including the deployment of Windows Server
Update Services (WSUS) solutions.

Competency 4: Communicate effectively.
Provide a logical argument in support of conclusions or recommendations.
Organize content so ideas flow logically with smooth transitions.

After you complete several Capella courses, you may choose to pursue industry certification. Capella provides
access to preparation materials for industry-recognized certification exams. Courses like this one contain
certification-related content, and completing the course is the first step toward preparing for a corresponding
certification exam.

For a list of certification exams and related courses, visit the Industry Certifications page. Here, you can also
learn more about qualifications, the process, how to prepare for the exam, and how to earn a free exam voucher.

https://campustools.capella.edu/redirect.aspx?linkid=3877



