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Course Description

Students in this course will identify and evaluate network fundamentals, cyber system components,
and cybersecurity best practices within an international context. Students will identify and evaluate
various cybersecurity threats and common vulnerabilities in organizations’ information networks and
systems. Students will produce network diagrams, provide cybersecurity recommendations for given
networks and world regions, and study current trends in this field. This course will integrate legal,
ethical, and biblical frameworks with the analysis of cybersecurity systems.

Credit Hours: 3
Prerequisite Courses: None

Course Outcomes

Upon completion of this course, you should be able to:

1. Identify the foundations of a well-engineered network.

2. Evaluate vulnerabilities within networks.

3. Integrate legal, ethical, and biblical frameworks with the analysis of cybersecurity systems.

4. Design a network with contemporary cybersecurity components.

5. Evaluate the primary international governing bodies relating to the Internet and cybersecurity
practices.

6. Analyze the role of each major cybersecurity system component.

7. Describe industry and government best practices to ensure confidentiality, integrity, and
availability of data via information systems.

Course Textbook

Easttom, C. (2016). Computer security fundamentals (3rd ed.). Boston, MA: Pearson. (students need
this text for the next course: POL-380)

Grading Scale

NOTE: In graduate-level courses, a grade of C- or below will require the course to be repeated.
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Grade Quality Points Per Credit Percentage Score
A 4.0 95%-100% 950-1000
A- 3.7 92%-94.9% 920-949
B+ 3.3 89%-91.9% 890-919
B 3.0 85%-88.9% 850-889
B- 2.7 82%-84.9% 820-849
C+ 2.3 79%-81.9% 790-819
o 2.0 75%-78.9% 750-789
C- 1.7 72%-74.9% 720-749
D+ 1.3 69%-71.9% 690-719
D 1.0 65%-68.9% 650-689
F 0.0 0%-64.9% 0-649

Grading Policies

Your grading policy for your course is dependent on your school and program. Your grading policies can
be found in the IWU Catalog.

Letter Grade Equivalencies

NOTE: In graduate-level courses, a grade of C- or below will require the course to be repeated.

Grade Description of Work

Clearly stands out as excellent performance. Has unusually sharp insights into
material and initiates thoughtful questions. Sees many sides of an issue. Articulates
well and writes logically and clearly. Integrates ideas previously learned from this and
A other disciplines. Anticipates next steps in progression of ideas. Example “A” work
should be of such nature that it could be put on reserve for all cohort members to
review and emulate. The “A” cohort member is, in fact, an example for others to
follow.

B Demonstrates a solid comprehension of the subject matter and always accomplishes
all course requirements. Serves as an active participant and listener. Communicates
orally and in writing at an acceptable level for the degree program. Work shows
intuition and creativity. Example “B” work indicates good quality of performance and
is given in recognition for solid work; a “B” should be considered a good grade and
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awarded to those who submit assignments of quality less than the exemplary work
described above.

Quality and quantity of work in and out of class are average. Has marginal
C comprehension, communication skills, or initiative. Requirements of the assignments
are addressed at least minimally.

Quality and quantity of work are below average. Has minimal comprehension,
D communication skills, or initiative. Requirements of the assignments are addressed at
below-acceptable levels.

F Quality and quantity of work are unacceptable and do not qualify the student to
progress to a more advanced level of work.

Course Summary

Workshop Discussion* | Assignment* | Devotional* End-of-Course Jotal
Survey Points

Workshop 1/30 3/135 1/5 170

One

Workshop Two 2/60 2/100 1/5 165

Workshop 2/60 2/100 1/5 165

Three

Workshop 1/30 3/135 1/5 170

Four

Workshop Five 1/30 3/130 1/5 165

Workshop Six 2/60 2/100 1/5 10 (Extra Credit) 165
Course Totals 9/270 15/700 5/30 10 (Extra Credit) 1000

*Number of Activities/Sum Point Totals

Course Assignments

Workshop One Outline

Title Due Dates Time Points




1.1 Discussion: Building a Solid

Foundation Due by the end of the workshop 30 minutes 5
1.2 Assignment: Identifying Types
of Threats Due by the end of the workshop 3 hours 35
Initial post due by the end of the
1.3 Discussion: Introduction to fourth day of the workshop; two 3h 30
Networks responses due by the end of the ours
workshop
1.4 Assignment: Responding to
Threats Due by the end of the workshop 4 hours 50
1.5 Assignment: Securing a
Network, Team Project Part 1 Due by the end of the workshop 4 hours 50
14:30 hours* 170
*These times are only estimates. Actual assighnment completion times will vary.
Workshop Two Outline
2.1 Discussion: Understanding .
Weaknesses Due by the end of the workshop 30 minutes 5
2.2 Assignment: Understanding
Denial of Service Attacks Due by the end of the workshop 3 hours 50
Initial post due by the end of the
2.3 Discussion: Understanding fourth day of the workshop; two 3h 30
Malware: Viruses responses due by the end of the ours
workshop
2.4 Discussion: Understanding Initial post due by the end of the
Malware: Trojan Horses, Spyware fourth day of the workshop; two 4 hours 30
and Othe:rs ’ " Iresponses due by the end of the
workshop
2.5 Assignment: In-Depth Case
Study: Cyberattack on a Due by the end of the workshop 4 hours 50
Government Organization, Part 1
14:30 hours* 165

*These times are only estimates. Actual assignment completion times will vary.




Workshop Three Outline

3.1 Discussion: Understanding the

Adversary Due by the end of the workshop 30 minutes 5
Initial post due by the end of the
3.2 Discussion: Why Do They Do |fourth day of the workshop; two 3h 30
It? responses due by the end of the ours
workshop
3.3 Assignment: Hacking
Techniques Due by the end of the workshop 3 hours 30
Initial post due by the end of the
3.4 Discussion: Industrial fourth day of the workshop; two 4h 30
Espionage responses due by the end of the ours
workshop
3.5 Assignment: Securing a
Network, Team Project Part 2 Due by the end of the workshop 4 hours 70
14:30 hours* 165
*These times are only estimates. Actual assignment completion times will vary.
Workshop Four Outline
4.1 Discussion: Understanding .
Your Tools Due by the end of the workshop 30 minutes 5
4.2 Assignment: Understanding
Encryption Due by the end of the workshop 4 hours 50
Initial post due by the end of the
4.3 Discussion: Understanding fourth day of the workshop; two 3h 30
Computer Security Technology responses due by the end of the ours
workshop
4.4 Assignment: Ubiquitous
Technology and the CIA Triad Due by the end of the workshop 4 hours 35
15:30 hours* 170




Title Due Dates Time Points
4.5 Assighment: In-Depth Case
Study: Cyberattack on a Due by the end of the workshop 4 hours 50
Government Organization, Part 2
Totals| 15:30 hours* 170
*These times are only estimates. Actual assighnment completion times will vary.
Workshop Five Outline
Title Due Dates Time Points
5.1 Discussion: Do Not Be .
Anxious Due by the end of the workshop 30 minutes 5
Initial post due by the end of the
5.2 Discussion: Organizational fourth day of the workshop; two 3h 30
Cybersecurity Policies responses due by the end of the ours
workshop
5.3 Assignment: Simulation:
Scanning Due by the end of the workshop 4 hours 30
5.4 Assignment: No Excuse Due by the end of the workshop 4 hours 30
5.5 Assignment: Securing a _
Network, Team Project Part 3 Due by the end of the workshop 4:30 hours /70
Totals| 16 hours* 165
*These times are only estimates. Actual assighnment completion times will vary.
Workshop Six Outline
Title Due Dates Time Points
galoglscussmn: Hate evil; love Due by the end of the workshop 30 minutes 5
Totals| 15:30 hours* 165




Title Due Dates Time Points

Initial post due by the end of the

6.2 Discussion: International fourth day of the workshop; two 3h 30
Crime through Cyberspace responses due by the end of the ours

workshop

Initial post due by the end of the
6.3 Discussion: International fourth day of the workshop; two 4h 30
Terrorism through Cyberspace responses due by the end of the ours

workshop
6.4 Assignment: Cyber Warfare Due by the end of the workshop 4 hours 50

6.5 Assignment: In-Depth Case
Study: Cyberattack on a Due by the end of the workshop 4 hours 50
Government Organization, Part 3

End of Course Survey Due by the end of the workshop | 30 minutes 10 Extra
Credit Points
Totals| 15:30 hours* 165

*These times are only estimates. Actual assignment completion times will vary.
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